Integrated Dell Remote Access Controller 7 (iDRAC7)
1.50.50 kit A< i P&



535\ lJ\’t.‘%u%ﬁl:tl

B & “F RrAUSnEEstERTEINERES.
JN\ vl il RETESRFEHRSBBRERS, FHURMAERREIEE.
A\ EE EE RTURSERMRE. AGHEEEERT.

© 2013 Dell Inc. REBERBEHFI

AT {ERBEFR: Dell”. Dell ##%. Dell Boomi". Dell Precision™. OptiPlex". Latitude”. PowerEdge". PowerVault”,
PowerConnect”, OpenManage™. Equallogic™. Compellent". KACE". FlexAddress™. Forcel10", Venue™ #1 Vostro™ 2 Dell Inc. B9
¥R, Intel®, Pentium®, Xeon®, Core® A Celeron® & Intel Corporation £ £ EFE # E R X A MEFR. AMD® Fa
AMD Opteron™, AMD Phenom™ A& AMD Sempron™ 2 Advanced Micro Devices, Inc. B EMEFRE @ #R. Microsoft®,
Windows®, Windows Server®, Internet Explorer®, MS-DOS®, Windows Vista® 0 Active Directory® & Microsoft Corporation 7£
EE /R E A E RS X A EARESEMEFR.  Red Hat® £ Red Hat® Enterprise Linux® 2 Red Hat. Inc. 7£ 35 E /s H At [E =X
XA EMETAR. Novell® F1 SUSE® £ Novell Inc. ZE EEFIE th E SR X A0 EME#R. Oracle® £ Oracle Corporation Fi/
HEMBEATIEMERE. Citrix®, Xen®, XenServer® 1 XenMotion® £ Citrix Systems. Inc. £ EF1/3k H [ E Rk X 8y
EMEFRS AR, VMware®, vMotion®, vCenter®, vCenter SRM™ # vSphere® & VMware. Inc. ZEXEMEME RS X AT
M #RE 4R, IBM® & International Business Machines Corporation B3 B #R.

2013-12

Rev. A0



Ex

L 557 ST 15
LEA{EF iIDRACT 5 Lifecycle CONtroller BUTEE ..o ieeeeeeee et ee st se s eess s s sss s es s es st s 15
B TR T B e e bbb bbb bbbt bbbt as 16
A a1 AL OO 17
L IR E Tz k=T N 18
STHFHT WED STUBEBE ..oooeveosevees s sssessssss s ss s ssssss st s bbb b s b bR b et bRt st s st et ees 18
EEIBVETITIIE «.vvvoeeeereesesssesssssesss s ss s s ss s st s s b e s s b e s s s st e st s sb sttt 19

Bty B T 19

FRENIFTTIIE o vvvvvvvveessveessssses st s s ssses st ssss s s st s s s b s e ss b s bR bR s e R s b et R st p st 19

=] 11 OO 19
IDRACT HE A T FFALIIBE ..ottt e et ee sttt sttt eeses et et es e s st et en e eeses s en s 20
18] iDRACT B FTIFIIIL e cevvverersreeesssesssesessssesssssssssesssssssssssssssessssssssssesssssssssssessssssssssssssssssssssssesssssessssssssas 23
IDRACT B I B B eervveereeeeeeseesesse s s ss st e ss s s sb s s et s s st e s et s st s et st ens st teae 24
B R =R L v 25
FEATHRIRBEZE ...ttt s e SRR AR AR bRt R bRt 26
52 | SO 26
gL IS R d T 2 v OO 27

p = o= 0] 3 0 29
AR . Active Directory FI 8 LDAP Bl GBS IDRACT......ceeeereeeeeeesestseee s sesesessanns 29
ez R S -0 7Y o OO 30

R RIERAHE D PP TR IDRACT oottt sses s ss s ss st ss st ss s s saessten 30
{F A EEEF1EH Active Directory FAFAEETRE IDRACT ... ese st st seseaes 31
ezl 0 Yol P 31
{5 iDRACT Web R B IR IDRACT SS0.uumieecereeresesssessssesssssesssssssssssssssssssssssssessssssssssssssssssssnessssnsssens 31
{50 CMC Web FTEIE T IDRACT SS0....oueeceeeeveeeeeeeeeeeesessseesssassseessess s sses s sesssesssessasssesssssssssssssansssnssnns 32
EFATEFZ RACADM T TT] IDRACT ..ot teseseseessssssssssesssssssessasssssssssssss s s s sesssssss s ssssssssssssssssesssessannes 32
I&3E CA IEB LATE Linux EfEFITEIZ RACADM...oourvereeeeene st ssssesssssssssssssssssssssssssssssssssssssssnsssssnsssens 32
{E FAZRHE RACADM J718] IDRACT .. cveceeeeeveeteestsesseeesseessses s saes st et st ssss st sesss s sssssessssssssanssans 33
FE FAEIH RACADM T TT] IDRACT ..ovceeoeeeeeeeeeesiesesesessssssssssesssssssessassssssssssssssesssssssesssssssssssssssssssssssssessssssanses 33
{F SIMICLP THTT] IDRACT.ou.cvveeereveessssesessesssesessssssssssssssssssssssssssssssssssesssssessssssssssssssssessssnsssssssssmsssassssanssssanees 33
(E R A BTG TE B T IDRACT.eoeeceeeeeeeeeeee et ves st sa st st s s es s s sns st saes s tanes 33
BN IDRACT 0TE oo ee e see ettt ne s 33
B D B R TA T TR I R ..o e et s b n b bt 34
{EF Web R E B R BRIA B R IR D ..ottt sttt bt bbb nanbns 34
{5 F3 RACADM BB ERIATE TR ZEAD ...t ss st ss s ss st s sse st ss st esn st sessssnstans 34
{EF iDRAC I B AT B BRIATE R B M ..ot ss s st ss s sees st s ssssas 35

BRABZERABRIABEIDEE S THR ot 35



fEF Web REBAREABIABEIIE S THR s ssss 35

{3 RACADM B S 2 A HH B A B BBRIA B R B sttt sssesesssessens 35
ARk 1 37
= 10 Oy T TR 37
{53 iDRAC I B AN FHTZFIE B IDRAC IP.ueeeceectet ettt sess s st ssss s st s ss s ssss st snsssnssnnens 38
{60 CMC Web FTETEE IDRACT IP..eeeeeeeeeeeeevees ettt ssss st ssssss st sss s sns s sans e 4

J= TS 5 2 4

E NS R [ T RN o | A=K c ST 42
=== OO T TR 45
B 11 10 .Y o OO 46

R ek =2 TR 46
I AR M B IR B FTTE B oot ss s b s bbbt s s s bt a et b et 46
= ek =22 K= DT 47

L RO i a0 =R 47
LB I WED SR B .ooeoeeeeceeeses e ssses st ss s s s s ss st b s s bbb s st e b ss s bes 48
b Y Ay 2 B g = < OO 51

2 E FIr T OX T T E 8 B T BE ettt tee st eee e et see e eeeeeeeese e ees et eneaeees e et eeeaseaseaeeneanesenesaeaseneeseeneaenaes 51
BE Web BEAIARMIILEIZ ...ovvvveeeeree ettt sssesssss st sssssssesssssesss s ss s ssses st ssssssssesssenssssans 51
B O 52
QS i OSSO 53

{5 F iDRACT Web B EHETEIE ...ttt ss st st ssesss s ss s sssesssesss s ssssesssens 53

E D RACADM BB IE BB ...ttt ss s ss sttt st sa st 56
S L= b1 = oo 56
{0 CMC Web BT EFAEIE.....eoeeeeeeeeeeteeeeee ettt sttt sas bt sa st snens 58

e ==LV ST L T 58

{E FAIEFE RACADM T ..ottt ettt ss st sess s st sss s sses s st ssss s ssss st sssnssnsanns 59

1§ A3 Lifecycle Controller TEARAR G TR ... ... oottt s st s s snss st 59

G g i N TN 59
{6 F3 iDRACT Web R B B Rl IR S I B .ottt s st s s st ss st ssneas 59

15 0 RACADM B B I B I S I B B . oottt et sttt bttt et st 60
1B L TN 60
{6 3 iDRACT Web BT .....oocvveceeeeeetesteeet et sesssessssssssssssssssssssss s ssss s s s ssss st sssssssssssnssans 61
£ CMC Web RIIEIRREIE.....co ettt ss sttt es s s besansans 61

15 0 RACADIM [EIRREE ...t ssss st ssse s s st st s ss st st sssess s ss st st sassssnsssnnes 62

{£ 8 Lifecycle Controller BRI ...t seeessessessssss st st ssss st sesssssss s sesssssssssssssaness 62

{$ /3 Lifecycle Controller-Remote Services [EREIE ...ttt st 62
PRI IDRACT..c.vueveeeeeeeeeveestee st eesssseesssesssssss s s s ssss st ss e sses e st s st sa st e s s ees s s sans s st ne s s ssensansbanssenss s banetan 62
eI a1 0 =< 62
T ol OO 63
1 iDRACT Web B B R SEBR B B ST oo v seeeeeeseese e ses e ses s sens s 63

15 F RACADM AR AR SS BEELE STUME ... vvveoereeveeeeseesesie st sesi s s seni s 63



TR B BB IRITEEEL R STIF v vvveoeeeeeeeeeesesis s 63

LN 1ok i = SO 65
{5 iDRACT Web B SN AR GE BR T B STt v vttt sss s st sss st saneen 65
B O N0 Y RSN = Tl v =P 65
T BB IENTUR oo see s ee e ese s e s e s e e enesesee e eee e eseseseeeese s es e sen e see e eeneenes e eeee e senenses e 66

FRAEMRGEIE T E UM IDRACT.....ivvierveeetsesstses s sssss st ss s sss s ss s ss st s sss st sasss s sassssanens 66

L= | D137 o 67

e 1L o A = OO 68
{EF Web BT ZEE IDRACT fE B ettt sttt sss st s st s s st nsaas 68
{E 3 RACADM ZEZE IDRACT {58 ettt sses st ss st sttt st ss st sssnees 68

== = OO 68
(EF Web B E B LEIEE ..ottt ss s sss s ss sttt ss st sb s s ss s s st 69
{EFAZSHE RACADM BB LR IL R ....oveoeeeeees st et ss s ss sttt asnss st sessannstans 69
BB P TEAEFD IP PR ooooeeeeeeeeeeeeeeeseeeee e eeseseseeeseeeeseessesesseesesssesse s sesesses s see s seeeseseseaeeesessessnsesenseesres 70

L B R LS ovverreveesieessss s ssa s ss s ss s st ts st R R RS R AR R AR R R R bR et 72
LE = I TR T T 72
{E 0 RACADM BB IR ZZ..veveceeeeseeeseeessssstesssss s s bt ss s st st sss st sess s ssssss s sssssanssssssnsens 72
BB ZE R HTTPS TR [B).uvueeeeeeeeeesses et sttt s st s s s s e bt st bbb ss s ssnsen 73

e YN o g = = 73
1353 iDRAC Web FTEEE VNC BREE B o oeeooeeeeeeeeeeeeeeseeeeeeeeeessseeses e seesesesssesesesesessesesesesesesseessesesesesesenesesnens 74
{5 RACADM BILE VINC BRZ5ER vttt sessssss st sssss s ssses st st sssesssssesssssssssesssens 74

=TT R 2SO 74
BB LCD T8 B oooeeeeeeeeeeesee e ee e eeese s oo sesee e s s s e s s e s e e s eee et eee e e eee e eet e ses e seneeeeeereneseneeees 74
BLB R ID LED BB ..ooveeceeerissees s sssses st ssss s ssss st ss s sb s s bbb s s s b s be s 76

T 1 L T 76
{5 F3 iDRAC Web B EEC B ATERFN NTP....ovuoveeeeseseesseeesseesssessssssssssss s sessssssssssassssssssssssssssssessssssssnssnnees 76
155 F RACADM LB BT IR NTP..oooeeeveeveeteetee st sss st st s st s s sss et ss s sas st snsnsns 76

=T 1T 77
B RV TRt =1 =2 TN 77
] RACADM I B BT G ettt ettt sneen 77
B P e =T I =T 77
F= I )= ST 78

FBFEZER 0S Bl iDRAC ELJF...ovveeeveeereeeeeeeee st ssse st sssssssssesssss s sass e ss s s ssssessses s snssnssassanes 78
2 A R 10 T =R B A 1=2: o e 79
FHF USB NIC BUIRIEZR LR oottt ss s s sss s sttt ssnean 80
18/ Web BE /AT 0S F IDRAC BB .. ovveeeeeereeeeeresesiessessssessssssssssssssssassssssssssssssssssssssessssssansssnns 81
{5 A3 RACADM B FATKZEFD 0S Bl iDRAC ELIB .. vvervveereeieeseseesessesissessssssssssasssssessssssssesssssssassssssssassssnsesnes 81
{#F iDRAC IR B AFIZF /B FEZE 0S B IDRAC ELIB....eovveeeereeeesseessssessssssssssssssssssssesssssssssasssssnsees 82

FRETIE R covvooovveereecsssessbssss s ss s ss st ss st ss st b AR RS s s e AR bRt bR sttt e et 82
I o T 83

A R T TE T ZE IR oo essis s 83



B BRZEEEUE T oo 84

B B RS BB IE D oo et e e et en et ettt ee e ee e nen e reen e ene 85
= ol 2 1 - TP 85
TEETE N SSLIEBZEBIET oo essee s sss s sssesse s sseseses s sess st sesons 85
T B T BT T - T 86
185 RACADM BLE /N IDRACT oot veseses st sesssss st ssssssessssssss s sssessssssssss s ssans s sssnssssesssnssssssansssnns 86
BT E = 0 o ol v 87
EIRFTEII oo ee e e e e s s e e e e ee e sesesesee e seseseses e eeeeeses e eeeseeseeeseeeesesesssesesseeseemsesemseseeesrens 88
EBTIDRACT IP B ....coeoeveeeeeeeseeeet ettt ses st ssss b st se st ettt s ss st ss e ssnssaees 88
-2 Dy e I R g o o g 0T O T = TN 89
R SR T W ==Y L 91
e L ey N 1) ==X SO 91
BT R TR R TBTE I e eevee ettt ettt 91
B g NS 92
R g o e TP 94
BT T T T R Bl d ettt ettt et et et e et ettt et et et et eeeeeteataeat et et et ee et et eeeeeneatan et et et et eenentennaeanateneneennnes 94
{5 3 iDRACT Web R B B 1 R BT .ottt sttt s st ss st 95
{0 RACADM ZE B T R B B oottt et s s st s st snenn 95

g bR IR e N 95
B RV il ap =S 95

(5 ] RAC A DM o T A B2 ..ottt ettt s s ss s st baes bt san s 96

g bR ag ] = =N 96
B RV il ag = =SOSR 96

{55 ] RACADM i R B AE B2 ...evoceveeeee ettt s s s ss sttt sa s s s st ss e saesbass bt san s 96
==zl VIO oL A v N 96
FRIESETRFNIGI FC HBA TE B e overeeeeesteeesssesssseests st ssss st sss st s st st ss st sst s sssbanstenstsnssnssnns 98
150 Web T FC HBA T8 ettt ses s st sses st s st ses s sss s saneen 99

15 F3 RACADM 5 FC HBA T2 .. vvoreeeeeeceesestss s esesassssessssssssessss s sessssssssssssssssssssssssesssssssssssessassssanssanes 99

e Sl T (VTR = o = OO 99
B TR LE IDRACT T oottt s st st s e ettt bttt Rt 99
R Web BIEIZELE IDRACT SIE oottt sssss s es st s et st sss st s ssssssansssas 100

{5 F3 RACADM Z8 1 iDRACT T oottt et esss st st sessssssss st ssssssssss s snstssssssanssanns 100

B T EE IDRACT JB B ... v oeeeeeereeeeresseseeesessesssesssssesaseasseemseses s esess s esenes s essens s eseensesseneeeans 101
{573 DBY BE 4818 T BB I T EHE S IDRACT HEITIB B oottt st ssss s sssesssnes 102
ST BATIEFEEDE BIOS....oeieeeveceeetie st ssseesssssssessssssssssss s st st sttt s ses s st sessssssnsasnssnssans 102
F=] =zl YYo= <R = 102

o N R R R e - N S = W 103
{853 DBY EL45RTZE RAC BB 1 THN BB AT Z IAIEIER oo ee e eeeseseeses e seee s esesenes s sesenses e 105
B ATHEEI SR RAC BB T oot ssesssses st ettt ss st sss st ss s sssessssses s sssessses 105

A RAC BB T B BRI B erveveeeeeeeeseessseesi et st s bbbttt 105



T IPMI SOL 5 DRACT I coeeeereereereee e seeseeseeeeeeeeseeseese e esaseaseeseess e s eeeseeneess e s seaneene s eessasnaneeneens s seseen 105

I EBITIEIEELE BIOS...iuuevveeeieesssies sttt s st st st ss bbbt bbb bbb 106
BLE IDRACT BATEF SOL..u.reerreerreeseeeeseeessseesssesesseesssessssssesssssestssssssssessessssesssssesssssnessssssssssssssnssssssssssnnes 106

J =zl =11 15 L OO 107
{EF LAN _E IPMI S iDRACT TS .o evveesreeesisssses st ssssssssssss s sss st ss st ssssss s ssssssss st sens m
1853 Web FTEBELE LAN _E IPMI.coiceeereeeeeeeeeeneeessseesssesessseesssesessssessssessssesssssessssesssssesssssessssssssssessssnssens m
{5 iDRAC R B A FIFZFELE LAN L IPMlcoonoceeoceeeescetseee s ssssessssssesssssssssssssssssssssssssssssssssssssss m
185 RACADM BLE LAN _E IPM..oovovooieeeeeessesessses sttt sssessss s sssss st sssssssssesssssssssssssssssssens 112

B IR ZE FAIIEFE RACADM. ....covceereeeeseeeseeeeseneesseesssesessseesssses st ss et s ess s st st st essssessssnics 112
£/ Web BB FSZEFIIEFZE RACADM......ooereeeeeeetseseesssssssssessssssssssssssssssssssssssssssssssssssssssssssssnsnses 112
{85 FH RACADM /2 FI B ZE FIITFZ RACADNM......oovveeretees st sssss s ss s ssss s s ss s sssssssssssssssssssnnns 112
EEFZRHE RACADM .....oovoeeeesneeesssseesssessssssesssssssss st ssss st sss e s st 113
BB ZRLE LB IPMluucooooeeeoeeeeseesessees st ssssssssss st ssss s s ss st ss s ssss 113
J95 | SHAIBIAY BB I THEH BELE LINUXerrrereeeeeeeeereessesessessssssssssssssessssssssssssssssssessssssssssssssssssassssssssssssessassssassanees 113
RVFTE S B R B R B R T B et s s b s 113
Y SSH BB TT B ettt s a ettt aent sttt eae 114
DI S R a2 1 3 115

TECE P PO FOABR c.ooce e mssesmssssssssssssssssssssssnsssss s s 119
B B N P ettt ettt ettt ettt sttt s ettt s s en b bt saee s sttt sannaentans 119
{3 iDRACT Web R EEL B ARHEF F . ..ottt sssss s ss st ss st s ssss 119
185 RACADM BT ZRHE P Fe oottt ssets st est st ss st sss bt ssss s 120
TR O (AL LT R=To L4 3 5 ) TP 121
¥t iDRACT 15 A Active Directory BB HTIR IR ..ottt s s 122

T HEAY Active DireCtory ZETEALH . ..covviceeeeeeeeteeeee sttt b e sttt b bt e b s s saes 124
FTIE LA ACHIVE DIrECTOY AL .. coveceeeeeeeeceeeete ettt ettt st s s a s s s s sn st saneae 124

B B T EZEHT ACHVE DIFBCIONY. covvueeeieereeesesessesseeestset s ss et st s ss s sss e sesssess s ssss st sss s ss s nsssnss e senetan 126

3 RBEEAE) ACtIVE DIreCTOrY B BT .o cv ettt bbb bbb bbb nas 129

B B 3 B LA ACHVE DIFBCIOIY e eeieieeectetseeeee et et es st ea e b e ae s as b b et s e s s bbb eseasasaesetesssnnasanans 131
B N L= LT =103 10 T = OO 139
FLEIB I LDAP B ettt sttt b s bbb b s bbb bt 139
£ A iDRACT ETF Web BB EECE B LDAP HRARSS ettt tssesseesse s sssssssssesens 140
{35 F RACADM BLEJEF LDAP Bl R ARZS coovvoevvviesetees st sssss s s s sssssssssssssssssssssssssssssns 140
TR LDAP B SRR SEIEE ..ottt bbb bbb a bbb a st nen 141

8 BCE IDRACT FE TR —E R BRERER rmssnnnsssssseessssssssssssssssssssssssssssssssens 143
Active Directory BBE— B R o B B R B R HUHT R et 143
1% iDRACT jE A 73 Active Directory ARIF A BT B A L...ovoeeee et seennees 143

HE AR KErDEIOS KEYLAD STAE ...ttt e ss s sn s s s ssnnn s 144
BIIZE Active Directory IFERFEHRIEATBR. ....ooevvecreieees sttt ss bbb e 144

B B3 ST B LS FH ACtiVe DIreCtory SSO...umuiuiiieeiecesetsseeessissssssssssssssssssss s sssssssssssssssssssssssssssssssssssssens 144

73 Active Directory F PR E IDRACT SSO BT e it eeesess st se e sess st es s s s s e sss s en s s 145



£ Web REEZE Active Directory B3 Y IDRACT SSO BB emeeeeeeeeeeeeeseesseeseeeessesseeessessess s eese s 145

1§ F3 RACADM g Active Directory FAFAEEE iDRACT SSO TR . vttt esessessessssssasssasssessens 146
R FBEL E IDRACT B BE TR TR ettt ees st st st s s st ss s seneen 146
= 2 )T OO 146
k2 == S L =T N OO 146

73 Active Directory F PR E iIDRACT B BE R TR . ittt st 147
=y AR s 147
Ed AR il = g 2R = o= S S T 148
e N =Y g R = 148
{£F iDRACRELAFAEFBARZAHE TRttt ettt r e e e e eneen 148

9 FRE IDRACT LB IEEER.......cccces e sscsssssssssssssssssssssssssssssssssssssssssssssssssessssssssssssssssssees 149
J =Rz E A 2k N 149
e AT ) =gz g S 149
e TN =Tz Az - R 150
A IDRACIE E A IEF BT EEFIZE R . ..ottt s saes 150
[Eeis i 150
{65 3 iDRACT Web BRI IEZEIR .....oevvceeeeeeereeet ettt sessssssss s st sssssss s sss s ss s sssssesst st sssssssssessnens 150

S F RACADM FFIEZEFR . ..v.veeveereit sttt sssssss st st se s s bbbt s bbb st sttt en bbbt nsans 151

T a R e TSSO 151
T Weh I B B EEE IR oot e e e sees e e s s e e seaes s seneensneeeneassaseaneennenenaenon 151
{50 RACADM B IEFEELR ..ottt sttt ettt e 151
B = = LT 151
{6 3 iDRACT Web B EIIE BERE TN ..ottt st ssss st st ssssssssss s snss s 152
150 RACADM I BEIRE TN ..ottt et ss sttt ss s st sssstneen 152
Bl L TR 152
D WD B T I B B A E oo e e e e se e e s e e e e neaes s seneensenesensassansaneenneesnannen 152
{0 RACADM T B B R E oottt s st sttt 152

i R o O N iz el L = 153
LT L= = T 153
R 1 R T 154

FIE B WS EE . eeeeeeeeeeoe e eeeeeseeess e eesesee s essee et e e s e e e et s eseee e sseeeee s 156
= L= W 0 OO 156
(0= 1 O 159
e gy ey oo 159
= A L T = g = oo o S 159
I RACADM ZE B R B R et bbb s s 159
{ER DRACIE E A R FEE R EHRE ettt 160
BER LITECYCIR HRE ettt e bbbt sttt bt n bt naas 160
{EF Web FREZEE LIfECYCIE HRE ettt bbbt st 160

{E ] RACADM ZEZ5 LIfECYCIE Fl i ettt sseeeesee e ses s e e s ssas s es s 161



B Lifecycle Controller IR . ettt bbbt st se b sneaen 161

£ Web RE S Lifecycle Controller AR ... eiecereeesresseeessesssssesssssssssssesssssssssssssssssssssssssssssnssnns 161
£ F RACADM S Lifecycle Controller R ...ttt bbb snns 162

Dy I = =TT 162
LRIy 5 S Tu - NN 162
1E Web BB B R R GT H R oottt sttt st st sss st stanees 162
D RACADM L B AR R T TR ettt sesss st sss st sttt s ss s st 162

11 B B TR IR ... cooeeeee e ceeeeee s s s s s s s s s s sssssssssssssss s e SRR R AR R RS 165
JEL = v =SSO 165
TEF Web BEIEFEINER ... essss st ss st sess s ss st st s ss st sa st et tass s sanes 165
185 RACADM BAMIE B ......covoveeeeessesss st ssss st st sss s bbbt bbb 165

7 = b 2 - OO 166
e I R ik R w B 2 L O 166
ez I O N oL R = b=t T N 166
B8BTSO 166
A S e TR E B o TN 166
BN r B N 1K1 SN 167
TS R v.-3 7 OO 168
R Web BEEL BRI IR ... sesss st ssssss s ssssss s ssses st sassss s sssssssesssssssassssanees 168

{55 3 RACADM B B E IR IR IEIM . .....ooveeeeeeeeee et ee st et sssess s ss s ss s ss s ses e 168
{E/H iDRAC I B A IR B BRI IR ... eovveeeeeeer sttt es st ss st st sassssnssasssnsssnens 169

J=) ey =t N 169
12 BE B A I RRUEI B oo ssssnss s ssssss s ssssssss s ssssssssssessssssssssassanes 171
B ) == S i <O 171
A T B U D R a2k 1 k1= SO 172
BLE Web S BT B LUE R Java B oottt st ss st s sass e 172
BB IE LUE R ACHVEX JHHE oottt sttt s sttt 172

1% CATER SN Management STAtON........cc.ecuceeceeeeteetee e es st eeses st es s s s st s sssaes st sanssseas 174

LT k5 k]S TN 175
e I L R ol 1 . 1= SO 175
155 RACADM BT FEFIE I ovvoeeeveeseeees st ssss st ss s ss s ss s ss s sss s 175
GOl ik 15 k| =S TN 175
J R 1= SO 176
e ROV RS il = vk 1 2 1= SN 176
ez U STI =R ik 1 et F = S 177
£/ Java 5 ActiveX A EIUITHI @ EMN RB NI IEFHESER e, 177

LE el eI =< 178
[ Ea 72550 i 12 T 178

DU S o C kL= L g =k OO 179



(R =3 L0t 1 O S 181

e O ey o T 181
=5 1) O - OO 182
{5 A3 iDRACT Web BT B RIS T . ovvoeveeereseeeeeseesesesesessssss s ssss st ssssssssssssess st sessesssssssssssnssssssannes 182

18 F0 RACADM BB BEIBLAT B veeeeoeeveeeeseeeeeeeeeeseeeseseesseseseseesssesessssseseesssssessessssesessesessssessseesssseseessssssessseeees 182
ez LT O = AN 2 R 3= ATk o v o - O 182

B AN AT BEARZS FIZRGEMEI R ..voovvoeveeee s sesss st ss s sss s st s s e sss s es st sses et st e s banssenstenssnens 183
a1V 15 G - O ssSoss SRR 183
Ez e D Can E= Y =F=) x5 ) - 183

W N =2 R eI R g =Rt 15 O O 184
Dyl Nk 1 A g ST 184
=T )R = S 185
2 V) TN 185
BT BRI IREIIES ..o eeeeee s seeseeeseeeeeses e sese s seseeeeeeses e eessese s ees s e eseesesseeeeeees e eseesssee 185
g U ey = SO 187
TBIT BIOS BB SIS MIUT ...ttt ettt b st as s bbb e ettt en st et bns 187
J=z T 3575 0 A L 1TSS 187
14 LZEEFNEF VMCLI 22 FIFRIF c.ooooevvecesessssesseeees s ssssssssssssssssssssssssssssssssssssssssssssssessss 189
=Y o] 1 PO 189
Sy i [ NI 22 ) SRS 189
VIMCLE BB oottt bbb bbb s et as bbb ae bbb bbb bbb s bt ae bt n s 189
ST sk 1 Gk VAL (O R TP 190
VIMCLHRAEZRLE SHEll JEIT ..ottt es sttt s s ssss s ss s ss s sssssasst st s sssssnsssessnens 190
LR T T (T 0 I S 193
I EE VFIASH SD R eueivee st st se et eeeee e see s e e s s eess s eseasseeassseesesese s s seasssaatessneansesenaes st et eeanaesne st eeansesseeesneansnennenens 193
TS VFIASH SD AR B ettt et e st seen et eeeeee e e eee e e e et neeseeeeenteeeee e eeneee et e eeneneaeeaneaeens 193
gz =g 2 IR T (T =TT 194
FTTTEIE VFIASH SD ettt ettt eee st eeeee e s eeese e ee et et seesne et s e ssesneeesaesemesaeaneaeeesnesnneseessnenenns 195

15 F3 RACADM ZREN_E TR covovveevresereeestesssss s ssss st st ssss st sessssssssssss s sssssssssssass st sssssssensssnssssssnsens 196
FETE VFIASH 3 ER oottt eee st se st et et s s s e st s se s st e et se st ees e s e s e s et sne e s et ne et et aesneseeaessesanseeane e raneas 196
TRt = L ST 197
Bz [ e e a el IEE 2 X -SSR 197
2 5 OO 198
=12 L X O 199
FEBEIT R oo eeeeeeeseeeeeeeeeeeeeeesees e s e s ssee e e et s e e s ee s e ee s s e e e e e s e eeeeeseeeseeesseeees 199
T = s N T 200
L = ST 201
B ST s SoSS O SS 202

GBI ITIX b 203



16 fSEF SIVICLP.......ooo oo cetssssneesssessseesssseseeesssssssssssssesssssssssssassssssssssssssssssssessssssssesses 205

(] SMCLP B R B T T B oo eeeee e e e e e e e ee e ee e eeee e eeeeeseeeeeeeseeeeseesessneeseeeeseesneneeeneesensnee 205
FEAT SMCLP B3 oottt s sss st s ss s bbb s s sttt st s be st e st s s ss s s saestans e e 205
IDRACT SIMCLP B3 orvvvvvveeeeeeeeseeeesesseessssssmessssssssssssssesee s eesessesssesssessesessmsesesssssssssseesessessesssesesssssssssssesesmsenenennnns 206
L T =1 OO 208
BT SNOW Tl ottt bbb bbb bbb bbbt bR b st b ae b s bt et te 208
Lz 1Y 1Y v OO 209
T 1EVEI FZ Moottt ee e st eeee s e e s eea e e ses et eee e ee e et eeeeee e e et eeeeeaeeeteeeeeeeeeeneaneeenneaneeeeneaenas 209
LGz IR T 1T v 209
BRI vevveeeeeeeeeeeeeeessenssessses sttt 209
=2l = OO 209

LY == 210
BB E KT S .oeevveveoeeeees e eeeeeeeeeeeeeeeesessesessssssssssesesee ettt 21
LRG3 R0 L YO s b R 213
Z2ZE IDRAC BRZZAEIR ...ttt ettt sass st ss s s s s st s e as sttt et st 213
IDRAC AR SZAEIRUETUIIAE . .....oooeveeeeeeeeees et ssss st ss s ss st s s sss s sess s ss s s s et ssensasssaessnst s st s sansan 213
B E R R B oot e et e et e e et et e e ee e et et ee e ee e et ee e eeeeeeene e ee e nenn 213

1% Lifecycle B EH B RIE BRI AR ..o s s s 213
by L= B T T 214
OpenManage Server Administrator F1 iDRAC BRSBSHRIRATEETF ... 214

M\ iDRAC Web F A IDRAC BRZZAER .....ooooeeeeeeeeeeeeeeeeeeeee e eeeesesssssessssssssssesssssssssssssssesseseeeeseessesssssssssenes 214
JA RACADM F{EE F iDRAC BRZEAEBR ..oooooooeeeeeeeeeeeeeseeesessssssssssssssssssessssseeeeeesessssssssssessessssesssesssssssssssseessesseeeee 214
Lz 215
EF VMCLE ZBBBARIEZRZR oottt sttt ss st bttt sttt sttt ettt 215
LG22 B v o = L TR 216
Bl g e =TT 217
I Web B B B T R ST AL TR st e 217
150 RACADM BT B IEARITHEIEDE ..ottt sttt sttt ss st sss st 218

B D T R D B E R oottt e e eee et e e ee et e ee s st eeese e eesenene et eeeeseneneeneeeesenenee 218
AT R IEARIEZR DR oot s s s s s 219

F S DI S NN Y (==Y T 219
7E BIOS H S SD REBRIITT £ oo eeeeesesssesesssssssssssesessssessssssssssssssseee e sesessessssssssesssssessesesessssessssssee 219

19 {55 FH iDRACT HEBR D BE BRGEIIIBR.......ooovvvvseeemmmssssssssssssssessssssssssssssssssssssssssssssssssssssssssssanns 221
ez Z Rk 1| = O 221
Al Briet A =By} TR 221

185 0 RACADM FHRUTEFRZ EE BT E...ovovveeeees et sss st ssssss st sssssssassssssssasssssssssssssnssssssnees 222
= WL o ot T 222

BB S| SAMBHTRIBTR AT . vvvvvvoeerrneeseeesssssseesesssssee s bR 223



B R eSS 223

e R NS 1= b0 =S OO 223
B B BT AR TS v vvvoerveeeesseseeesssssessss s sssseessss s ss s ss s s s s st ees s s et snnsens 223
G 2= TIiE R D N 224
BERGEBIEI LED TRZS oot eesees st ssssssss st st ssss st sessssssssssssesssssss s sssssssssssasssasssnssas 224
RPN 224
B 2yt oy 9 OO 225
5 N = OO 225
G R N TR o 5 N o == SO 226
b ey A o -2 (= VS 226
820 =y 1037 3 ST 226
{55 iDRACT Web R EIZ IDRACT ...ttt ees sttt sss st ssss s ses s sss s saneen 226

{E P RACADM FEIL IDRACT ..ot eees st st ss st ss st sssss st sesssss st s s sassssss s s sessssssans 227

JE DRACT B R T BRI AT E oottt sttt neen 227
{$ F3 iDRAC7 Web FEHF iDRACT EIZ AT BRIAIEE . oooeeeeeceeiecesiseeesisesssisesssisssesssessssseeens 227
{573 iDRAC I B A FEFZF4F iDRACT FIR AT BRIAIEE oottt sisesssssssanens 227

20 B TLIBIRE.........oooosvveeeeusssssssssssssssssssssssssssssssssssssssssssssssses s sess AR R SR s e sRRR SRS nnRREes 229
System Event Log (BRZETEEHTE) oottt et sss st s st nstnen 229
PRZEZZ LY oo e s s ssse e s et e et es s een s 229
ACHIVE DIFBCIOMY...vvreieiecieieteir sttt bbb bbb bbbttt bbbt 230
o S et bR A R A AR e Rt Rt At b bR e s e bR st ns 232
T s OO 233
515 1 = SO OSSOSO 233
iz 1 7 OO T T PUT 236
VL3 E R 1] 0 IR SO 238
SINIVIP BB FE .. eeeeeeeeeeeeeeeeeseeeseeeesesseseeeseesesessess s eeeseseeseesseeseeseseseessssssessssssesssesseessseseessseesesseesesssseseessessseesen 238
TR oo es s s s ARt 238
RACADM. ....ooeeeeeeeeeeeseee s eeesesseseseesessssessess s ess s ssss s ssssessess s esaseess e essssa e esess s s s seessseeessssssessessseesssssee 238
Lo e oo e e et e et e e s et e e e et s et e e e e s e eee s eees e eeeeneeen 239
yA R Gz LTS = 241
2 0 Ll )y 111 1= o 4 =SOSR 241
e RS Byl E2S 2 ey oy 0 s 242
B AR FNEL B L T B IEEEIR o.vvooeeeeeeeeeeee e eessss s essss e sessssases st sss st st s ss s sss s sneees 242
BEHSH Lifecycle BTG R ettt sttt sss st ssss st saas 242
P T 3T IDRAC BT BRI ..o ovveeeeeeeeseeeeeeseeseeesseseesseeeseseeeesesesesesseseeseesesees e sessseesessssssessseesessssseesssssesseessees 242
BT IE B ZEH Lo esssses s sss s sss s s s sss s ss e s s e s s essss s ss s e s s s s st s aensssennnees 243
IR Oy DL i = IO 243
R B T bt e i A Ry E A VR S e 243
{E M BB BRI IR S 22 2E Bare MEtal 0. eeeeseeeerseeeeseeeseesessseesessesssssesssssnns 243

BEIRHLZRIEE oot erese ettt 243



B A B T I T I v veeeeeeee e eeeeeseeseeseeeesaeeeseeseese e eeaeeeeeseeese s eeseeeseeeeeseeeeaeeeeessesneeeeaeeeeeeeeereeeeneeeeeeeneenenaens

E—RENRREHSISFAZINFEA /0 FRREERE






RS

£ 3\ Dell Remote Access Controller 7 (iDRACT) &1t A TR SR EIE R IRE TIEMZER MK E Dell PR FZRZHIEE(K
A%, iDRACT {IZEEE IR AR EAMCIE, AR MIPITEIERSEBERE, HEL T LkRARIRS
BHMEE.

£ A Lifecycle Controller $iK A iDRACT 2 KBV EIEF OBR S RAVER RS, R AIRIFI KB N AR
MIERTEIRAETH. ZEARIFEERMNEAMERE, KN, B2, BEE. FH. BIEFMEE Dell BRSS
8/, MEFFEARE. TRBRERGHERREFRESHEETRTSHM, BERRESTIIXLINEE

%/ =G W] 5 iDRACT # Lifecycle Controller tME, LARIK IT 3&4E, flan:

Dell Management plug-in for VMware vCenter
Dell Repository Manager

Dell Management Packs for Microsoft System Center Operations Manager (SCOM) #1 Microsoft System Center
Configuration Manager (SCCM)

BMC Bladelogic
Dell OpenManage Essentials
Dell OpenManage Power Center

iDRACT BATEIS:

# IPMI Y Basic Management (ZRIAZE 200-500 R%AR 5588 LR MDD
iDRACT Express (BRIATEFTE 600 F1E = RFIMHBE R FIERRFZ[URRB T A RFSHE LR
iDRACT Enterprise (fEFTERSE RS L&#EE)

BEXE%EL, 1527 dell.com/support/manuals 321 /DRALT Overview and Feature Guide (iDRACT ¥f&FnIh
gEIERE)

#£41EH iDRACT 5 Lifecycle Controller B4 5=

MR EiE:

IR M - RPN T RE A B SCRRAY SRS T A5 B BRI AR 55 88 & 4 S e SR FE B & & IR e AR k B A E] .

em TEMEMMER S BARAE (TC0) - BER R R REESHENTIZRSHFTRS IT ARTE
HENEEREERE (HlMEE) .

zéﬂ\iﬁ - B RBEERESSENREIEE, BEAVARITEEEENENRMRIFRESHBIMENER
&Bf Lifecycle Controller RYIE5E AR NN EIE - Lifecycle Controller i@id Lifecycle Controller GUI Jy A ZRE 4244

IRETHREFME RILANEAM, FHB124 Remote Services (WS E18) REHITTIZNE, 35 Dell
OpenManage Essentials & &{E{KHEITHI B ERK

A= Lifecycle Controller GUI I 2152, 1SR Lifecycle Controller User’ s Guide (Lifecycle Controller FB P15
B ;. BXETERSHIEER, 15217 dell.com/support/manuals L324EEY Lifecycle Controller Remote Services
User’ s Guide (Lifecycle Controller Remote Services A FP8R) -

15



A

FEIRE

iDRACT FRIEEINRERTE:

Eq 7 RLDBEUPR iDRACT Enterprise W RIEZ (. AXFANEATAIEERER, &S H EEITAIE.
HiEER LR

EEZERSHFNSITRAR

BREMAMCUMLER RS EET RS (PERC MEEEREEM) , FEABRIERSERIE,
EEMSHREEREM.

EEERFER, HIMEE. BEMREA.

BEM CPURZS. ALERS B BN TN MR

HEANEER.
B AniEH B RE R BN
F % SNMPv3 gets.

ST TIEBRS2E: JBEh Chassis Management Controller (CMC) Web R, #Z& CMC {5251 WWN/MAC
k.

P4 iE: CMCi&id M1000E #L45 LCD ETHRAIAHbI=HI S E RIS IDRACT IR, AXEZIRR, 155
5] dell.com/support/manuals 3RS Chassis Management Controller User’ s Guide (Chassis
Management Controller /i F1&E)

BE

78 vFlash SD 9 [X.

FEERTERERNEE.

Bz Lifecycle Controller, BiTiZiEHIgE AT LABCEFEF BIOS LUK ZHFHIMLE A5 IEECSR
&8 iDRACT PLRIRE

B & A0fE A ERNESI & REPAT R

FRREXHHLZ. EXIT R VMCL SBRIERS.

BRBEHER.

83 RACADM #1 WS-MAN EA S HH SN XML ECE X IhEEINITIR SR E. BXEZER, HEH
Lifecycle Controller Remote Services Quick Start Guide (Lifecycle Controller Remote Services fRIEN[THERE) -

E#

I8 iDRACT AT,

A Lifecycle Controller 3 #5AY1% #& S # BIOS Flig & Bl
¥ #ak % iDRACT Bl

RSN EH.

FR TN R AR 52500 B S

YIRS HERR

BT S EIRHE X RO RRAE AN MM BB BETHAE
ERERPRBTRESHBEER.
IOFEHHIE: Lfecycle F1 RAC B,

WEBRFHAER. IPMIER, ZREREHE. WS EHRE. FHH SNMP &M (v Fv2e) LA
B R F BB E R A .

R R R G AR



EES| FHERRHR N

RPN
RIP3T KM E R RAIFEIRPRIEFEEE. iDRACT RA T —RIINRLIN6E, B1F:

It

A

REERTR (SSLIEBMBAENERIER.

HREIHEH.

@;qo_“ I\E/Iicrosoft Active Directory. i %22 B i iE]11Y (LDAP) B RAR B S A M EIRRI M /- ID ARG T A
FHIE.

EREEFERVENNESHIIE. NESHIEETYIREEFMEEEF PIN.
B—ERMALEZASHIIE.

ETRBIEN, ABTHAARERENNR.

XY IDRAC A1 77 AF K AT SNMPV3 BIE. IR LETNAE, BRUATR TR T RAR

P D FZRBEE .
BRINEREEIEK.

\sﬁmcw 1 Web FHE X HF 128 ALA0 40 fLinzZE (SXTRELARNLHF 128 AmMZHMER/MX) , HEM SSL3.0 #x

SIEHBAEE (R REBAD
AIECERY IPisO (§txt HTTP. HTTPS. SSH. Telnet. EfUEFHISFENTER) -
Q 3E: Telnet R #F SSLINEE, HAEBRANBEATATEZRARE.

E LSRR Secure Shell (SSH) T EEH R L1RIF.

B/ P MR B FRARMPRS, 7R8Itk PRFIATPRLE SR BiZ IP Hhh A E R
3 iDRACT BV PN AR IP HulitsE .

B Enterprise IFANEAIM R FE R AR 528 LAE AT IRALAK ISR .

A ol L\b
L& 1ThR P RYFTThE
TR & IThR P HIFTIEE :
Fﬁ DHCP ECEThaER XMLECE XX (FTER iDRAC MME £ Z#ITIIED BEiE— 1M RE MRS FHH
HF.

TXIARSRE B RNEFH (FTH iDRAC MM Z S FTP shsifiE) .

B R FIP R BH P A TR ENNEROMEEFEE, TRAERERMRERMEILE EHE
ARG ST F RN EFE

H% Lifecycle Controller SZ#FHUFR B 1% & EIRE 4.
BLEMITRIBRSZBEEZD

BRSZR HTTPs EE .

BLE VNC RSB UFERABINE ST ERERA.

BLE LOM 3% USB NIC {EA#R1ER 42 iDRAC HiBBiE.
BRSERA /0 fiik.

B EHIEREIRIERS (0S) HE

1% Lifecycle HEFKESHEIME L ZR A RS-
IR Virtual Media GEIAN R STEED:

- MVirtual Media CE#ATRD) SCBERESM “EUNR" 2iE.
- BENAXHRFEZRRGCHHIMNE.
- AR EIZRG TSR ET REE.

17



- PN RRBESN R ERNEHAE.

£ Stats (ZEiHER) INMEEPLES T EMN BNIFALESIHE RFMERIEFHERITER.
M “E—5|FEE" M “T—5|5%E" FIRPMBRT RFS,

&M T SEL Bk,

72 iDRAC RE A RREF+HER SEL BHE

1£ Lifecycle Controller EI,.\,\EF'lﬂi"‘i\ ,E%ﬁ%ﬂ’.éi’;"&)”&%ﬁ-o
ERFPIIEREEX P RAEIESR.

2 7EIBIT Java 3 ActiveX I B EIEIEHI S EMN B ERESHE.

%0 T Remote File Share GEIEXHHZ) &R,

18 iDRAC BR B AER T AT Server Administrator BUNSMITHEE (BAHINFEDIIT) -
B & SNMP F0 SMTP i% .

TRIBEhTigis M.

M System Summary (RZEHEE) TUEITH X FRTER LED 367RAT.

fFRBEER.

£ FA R (B TAIEHL#4 (CA) ZZERES .

4 g T Dell System E-support Tool #R&EBIHEAR L HR & .
ERXTHEHEEENUTER:

- YIRHIEANELEER T EEBENBX XN
- 323 PERC WIEIZSIEENZS (SSD) RUERIEE KRR FERES
- %ISR X AV EAH T10 Protection Information (P1) ThEEAIEEENES
- BTYERHEAERY T10 PI TR
- RREIAELRR B B A T10 Pl Thae
- IEHIEE T RERIE IR S AR .
- NITHIEE R AR EREENEMSNIMNIE EThEE
1A RAID 10 R B X FF R B BS FE E TS

WM E R AR FiERa

BEARFIERNAR, EAUERU TR TEXES:

iDRAC7 Web Rl — AR SESHANER. BXFRIMETNGESR, B2 RTET Web R HEiA0]
89 iDRAC7 Online Help (iDRAC BEHLEEEN) .

RACADM — LtEAMRRIE L FUE A RACADM S8 X% . BAELER, 1ESHALT dell.com/support/
manuals =89 RACADM Command Line Reference Guide (RACADM #4178 E3ER)

iDRAC I ENRRERF — ILAMURBSESHEHANER . BXFERMENMES, 1S DRACT Settings
Utility Online Help (iDRACT i& B2\ IZFFELHEEED) ﬁlcﬂ)‘ﬁt?y: #5 iDRAC & & GUI #f Help (F5BD

(fEBENEAER <F2>, SRS System Setup Main Menu (B4R B =% ) T1HE /Y iDRAC Settings
(iDRACZE) ) .

S FFEY Web 5T

TE AN ST EE X5 iDRACT:

Internet Explorer
Mozilla Firefox
Google Chrome



Safari

STFIATIFR, 1EFS 15 dell.com/support/manuals LR Readme (BRILH) .

ETRITANE

iDRAC7 RYThBEARBMISLAYIFATIE (Basic Management. iDRAC7 Express B iDRAC7 Enterprise) 2. FE LR
SRBRBIFALEMINEE, BATLUER XL IhEeRACE 5 fF A iDRACT. 4N, iDRAC7 Web FE. RACADM,
WS-MAN, OpenManage Server Administrator £, 3ELEThae (4nEF NIC 8 vFlash) FEZ DRAC ik, &
200-500 AR %5AR 5538 L1z~ 2 FTERY.

iDRACT 1 RAIIEE IR A [E {4 E FIHAEAT 81T iDRACT Web R A1 RACADM 124.
Gnpnes:d
REAIFAER B EE:

39} %E;»f{_fﬁ]?}" F& - VFRIIEZE 30 RIGRIHAF B AT EAK 30 Ko Wl IFAIIERTHEERTIE), RIS EA RGBSR
B AT .

KA - FAESERIRSIRE, TARKAM.
FRERIFATIIE
PN T 5 5 B BT SRBRF AT

© BFHM - NEARZHFFOIERE, ANESMIME L X R9E FHifr.

BEIARSI T/ - 5 B BIBR 51 ) P ROSEIE AT A IDRACT 3%15. Bt S AT 7E Internet L3TFFRI B BIARSS
1R, H8T, SR LUERIFAIERMRSTI PR S BRMLEIF . BB R HERRTRARL
FRMSHTANER AR ANE. BXESER, HERBRS I AREREKAAE.

« HHES - ITMARZE BN R EIFAIE.

TFRTIEHRAE

EWITIFNEEIRES AT, BRFRKESFTIE. BXEZESR, 1§27 del.com/support/manuals _E1Z4EHY
Overview and Feature Guide (WLAFITHEEISR)

K FEMREGHMENRGEMARREFRAIFTIE, BEEHTIFTIEERE.

I F—xt—iFrHEEIE, #&ATLUER iDRAC7. RACADM. WS-MAN #f Lifecycle Controller sm#2AR %S, *tF—xt
SIFTEEIE, A LUER Dell License Manager, &3 1T TSR IEIR4E:

EEF - EEHANFIEER.

EN-FREUFTIER, SIFTEEREE A EEME, HERAXENATmC—FE SN DRACT. IRIFA
WEETIIERE, MEEN.

% T HERINEE, EEEHBRHRSGA BRI,

Sd - BREWIFNESHZ/INIEHELEHITEN, REEERBGREREEFREIFTIE. SHIF
AERY ST & FN#8 K A <Entitlement!D>.xml.

lLgS }Jﬁﬂ%@)y%%giy MIMBR S B e 2B HFROIFRTIE . AFIFFTIEMIBRG, EASTEMEZE iDRACT 1, HEEK
oIS RER.

Bk - FFNEE AT RIEEIFAE, EXUFAHERE (N A EAFREE SO IFRE) , SE
R EARY I AT HIE

- TETTLUE R R B0 VR AT IE S SE A AT 5 BT A R AT

19



- AT LAE S ETAY I AT IE SR FH R B I AT S R SERYIF AT
TN - THREREIFTIES TR S E FEREAHFEANIFTIENIEMAER.
E $E: ATk Learn More (THEEIE) B RIEMHITIE, BFRIRTE Security Settings “RERE"

29% *.dell.com ;N ZE| Trusted Sites (FEEMES) FIERP. BXEZELR, HSE “Internet
Explorer #BE1” 44,

STF—X S IFAHIEERE, SR LUER Dell License Manager. BXE%EE, 15217 dell.com/support/manuals
1R{LAY Dell License Manager User’ s Guide (Dell License Manager Fi F36R5) .

EERFRESNFITIE

MRBERIEEHRT TR, EEEAMEELLE DRACT Enterprise IFAIE CREMLERE) FHHEERNIC, 7]
LAfSE R At iDRACT Enterprise FRIEREZ TR, th2AFAFEF %4 30 Xi A R iDRACT Enterprise JFRAIIEH S IFIE
1% iDRAC =AML= NIC EkEIEH NIC.

BXRUEAREFMTHRTANESER, FRHHA.

VFATIER AR AR AST R AR AT R 4R4E
TREMR T ETIFANIPRTS S SR AT A ANERIES %
T ETRERRFRIFAERIE

WHLEAERRS & Fih e B THE%
s E M
FEERER & & & & =
HETFAE = = = = =
T RAFANE & = = = =

& = = " =

HANEC R %(E
HEER
{ F iDRACT Web 7 ETERIFFIIE

ZE(#F iDRACT7 Web EEEIRIFENE, 154 Z Overview (BER) — Server (PR%.) — Licenses GFTNIE) .
Licensing GIFAMIE) TIHAE/RSREFHEXBENIFAE XHBERRKERFZPIAFEMEZNIFATIE. XS
A B MBRSREBRIFANEMNESER, 15518 IDRAC7 Online Help (iDRACT BX#LESEND

& F§ RACADM =R A]E

ZE{FF RACADM E3BIFAIIE, i5FE M license TH4. BXEZEE, 15S (7 dell.com/support/manuals 124
B9 RACADM Command Line Reference Guide for iDRAC7 and CMC (i&F3-F iDRAC7 %1 CMC B9 RACADM & 1{T5%
$5F)

iDRAC7 YRI5 4 ThEE

TRESTETMEAFTIES AR iDRACT ThEE.
3%.2:iDRAC7 AT 3R 31F AT AYThAE

g Basic Management with iDRAC7 Express (#132 iDRAC7 iDRAC7
IPMI ARFERRE ) Express (&  Enterprise
BFTIRERES
2
EOMRES R
IPMI 2.0 = = = =

20


http://www.dell.com/SUPPORT/DRIVERS/US/EN/04/DRIVERDETAILS/PRODUCT/POWERVAULT-NX3300?DRIVERID=3NHMYOSCODE=WS8R2FIELD=3078135712

Ihie Basic Management with iDRAC7 Express (#1432 iDRAC7 iDRAC7
IPMI RAMBERXRS) Express (G&  Enterprise
BFIIRERS
=)
T Web g9 & [1] = = = =
SNMP & =3 = =
WS-MAN = = = =
SMASH-CLP (SSH) = = = =
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(2] R BT R BRSS AR E—E £ M iDRACT ERIRY NIC, {ERAEZPRHJ9 100 Mbps. ERTF#LFERIBRE, GIGABYTE AKX
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IEIEELEEEZE HTTPS. EIBGRAEIT SSL CSR 4 AiRiE & H SSLIFH LURIP
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RACADM FEALHSITAREFATHITIDRACT FIARSSEEH. EAIUAEARIITIZER
RACADM.
A ith RACAD n SITABEAERET Server Administrator FFEHR% Jé__ A
RACADM j&id mm PMI EHLE D5 iDRACT i&f5. ATERR 7‘21: sés.%zf‘c
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LWEHBLE) — iDRAC Settings (iDRACIRE) . BXEZES, 1550 dell.com/
;lijpport/manuals L3RR Lifecycle Controller User’ s Guide (Lifecycle Controller F§ P35
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dell. com/support/manuals LIRBY Dell OpenManage Baseboard Management Controller
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QU;EVQVE%:, sManual (RPFM) REBXREZGUENES, HIRPBNAHMRASSEURNRERFRR
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Eq EWREHEEDN Internet i, BAUEWELR, KHEE. KEH Dell “RBREERKARER.
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5 iDRACT

f&ETLAER iDRACT FH . Microsoft Active Directory F P32 B R R &Y (LDAP) A PHY 513 B 5% iDRACT.
A P ZFNZRE 4 B2 root F calvin, IR LUMEH B —E R EEFIHITER.

K EELRABERE DRAC RIUIRA BEE R iDRACT.

iEP S
AZRH I P\ Active Directory F§ 23k LDAP F P 513 & % iDRACT
A& BE &R iDRACT
{3 A 2 — 53R RF 5% iDRACT
BREATRERD

%{ﬁ%ﬂ;fﬁ)ﬁ\ Active Directory Al FEf LDAP I P S EF
i

FEfER Web FHEE % iDRACT 271, BFMREEEFFH Web HI3E25, HACIZABRFERIRAA K,
Eq E:Active Directory APRIA PR FXA KNG . ABHFANERYXSANE.,

3%: B& Active Directory 4, & openLDAP. openDS. Novell eDir #1 Fedora BB RIRSHIZF X, AR
FARRIFER “<” 1 5" FH/.

EPIARMAS. Active Directory F§ 5k LDAP A P B4R iDRACT, 51T TIR4E:

1. 3TFFH5H0 Web RIISEES .
2. 7£ Address (Htiit) FEZh, #IA https://[iDRAC7-IP-address], SRR <Enter> #.

% FEMREERBIAHTIPS i OS5 (3% 443) , iB#IA https:// [iDRAC7-IP-address] :
[port-number], HH, [iDRAC7-IP-address] &= iDRAC7 IPv4 g% IPv6 ik, [port-
number] £ HTTPS igO5-.

FEEN£ 87K Login C&R) M-
3. XFARHAF:

- 7t Username (FA/#%) #0Password (L) FEd, HMANEAYIDRACT BPRZFNEZE.
- M Domain (33) THhiZgk&s, i%# ThisiDRAC (itk iDRAC) .
4. 3FF Active Directory Fi /7, 157E Username (FAF4%) F0 Password (S FEEH 4N Active Directory Al

FPEMEL, WRECEEFHEBIENARBH—E85, BN THSEE Fix#E This iDRAC (Itk iDRAC) .
BPREZBEIA AT A: <domain>\<username>, <domain>/<username> ¥ <user>@<domain>.

f515n, dell.com\john_doe 3% JOHN_DOE@DELL.COM.,
WRKRERFAEZIgE, EM Domain (38 THSZE FiE#E Active Directory 1.

5. ¥+F LDAP FH/, i&7E Username (/%) FA Password (Z583) FER i\ LDAP A& %555, LDAP
BERIEEGR. ERIANEAT, TREEHFZIEZE ThisiDRAC (itk iDRAC) .
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R &L Configure Users (FRER ) BWRFMBAMAERER, HENREBABRAZRBESIIEE, N
£ 7K Default Password Warning (BUABISEE) TTHE, AFERNREKRESE.
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Ao B Pk AR
BREABRER
AL E S HFHY Web 35538

£ & REFE3% iDRACY

AT LUER B REFE R iDRACT. EREFIRMENERIE (TFA), ZREA LN ER L :

MR RIRE
MERRD (FIAAZEHB PIND

P P E B & A1 PIN IiFEH 4R,
s
FERAEEEF{ERARMMA B F iDRACT
{5 FA 22 §5F1E 9 Active Directory Fi A% 5 iDRACT

EAEsEFIEAANA RZ 5 iDRACT
EREREFIENRMAPEFZR, 5HR:

H#RAPEREFIEBMEERIAIENS (CA) IEH £ F] iDRACT
EREERER,

iDRAC7 Web RHEISHE B AFEA S FHAAREREHFERT,
Ky & RENSEFREENAR, FREMEEERN, BRRETHHRREFERIRFE ActiveX flitF.
FRAEEFEAKIA %S DRACT:

1. FER%#E https:// [IP Hidk] 3515 iDRACT Web B,
1% E 7~ iDRACT Login (BR) TiH, RBREAEETE.
FERBGAHTIPS SO S (R0 443) EEX, #A: https:// (1P Hibk): OS] HAf,
(1P Hbhk] 2 iDRACT B9 IP #blitTm (3% 5] 2 HTTPS S50 S
2. BEEFREBANERSEPHEE Login (BR) .
BERBANEEEF PINBRIER, TEHE.
3. HIAAHEEERAPHEEEFRPING.
B &S DRACT,

3 iR 2 2 /3 A Enable CRL check for Smart Card Logon (B &5 E R CRLIEE) IheEHIAH
F P, NiDRACT i T3 CRL H##ZE CRLAXLAAIEH. MRIEP T CRL F5)H B E M CRL
HFREFERTETSH, WEFEW.

TR
ERXEREERES

AAMFA FALE iDRACT BEEFER

30



& A & 8EF{EA Active Directory F§ A% 35% iDRACT

LIRE A S RER1EH Active Directory A PABRZ I, 15FAR:

© CBEIEEAINENE (CA)EH GAIEHAZEZ R Active Directory IEH) £ F| iDRACT.
Bt & DNS R5588.
/B F Active Directory &%,

- BREERER.

E{FE & feF1EA Active Directory F§ A% 5% iDRACT:

1. fEFA$E nttps://[IP address] &35 iDRACT.
iDRAC7 Login (B3%) M ErER, EBREAEREE.

% EMRBAR HTTPS im A5 (im 443) TE, #AN: https://[IP address]: [port

number], HH [IP address] 2 iDRAC7 IP #ulit, T [port number] 2 HTTPS %5,

2. BABEEFRHEE Login (BFR) .
BERPINBEED.

3. HMIAPIN, HEE Submit ($E3Z) .
1@ B 1RAY Active Directory E#EE 2 T iDRACT.

% iE:
#n5R Active Directory FEEIZEERAF, WAZEMA Active Directory 255,
T

BRSZHEERES
79 Active Directory i PFL & iDRACT EEEFE R

£ B —3RKE R iDRACT

BREBE—ZF(SS0) [/, EBRILIEZEEF DRACT MASMAEGHIEAAEIEER (FlinAPREFZE) .

P32
73 Active Directory F§ P2 & iDRACT7 SSO B E

&£ iDRAC7 Web & % 5 iDRAC7 SSO

£ 8 —5RINEEER iDRACT ZHI, HEMIR:

B EFA AR Active Directory F Pk A& R &% .
B EBFEIAE Active Directory BL B 21222 B,
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£/ Web & & % iDRACT:

1. {EAB Active Directory Tk A& REIRIE .
2. fEWebEsss, #A https://[FQDN address]
% FEANREGAHTTPS ig 05 (3K 443) BEX, BN https:// [FQDN address]: [port

number], HH, [FODN address] s iDRAC7 FQDN (iDRAC7dnsname.domain. name) T [port
number] 2 HTTPS 5O S

F i anREEM IP T Z FADN, SSO K.

iDRACT7 S5 LAFERZ AU Microsoft Active Directory #0PRE R, £ 1833 B3 Active Directory ik A& RE7E
BRIERGHEENER.

{£H CMC Web # %5 iDRAC7 SSO

#3d SSO ThAE, EATLAM CMC Web EE/E 51 iDRACT Web HE. CMC Bl M CMC B35 iDRACT BF R4 CMC A
FIBR. 5 CMC FhE7EiZ A Pk AT iDRAC AR 7E7E, WA AR M CMC /25 iDRACT,

NS 25 iDRACT 4% LAN (LAN Enabled=No (LANE2REH=%) ) , M SS0 ~aH.

WRARSEZEMHFETEIT, iDRACT IP Hbhit &4 T-{k, =X IDRACT MEEEhF#O)F, NS5 iDRACT BYIE
IR7E CMC Web RE TSR .

BEXE%ER, 1527 dell.com/support/manuals 3RS Chassis Management Controller User’ s Guide (Chassis
Management Controller F§ F3ER) -

{£ F3 3% RACADM ijja] iDRAC7

Ay LA RACADM /2 FA#2 1€ A i #2 RACADM 17315] iDRACT .

BXEZEE, 1557 dell.com/support/manuals L3289 RACADM Reference Guide for iDRAC7 and CMC (i& Fi
F iDRAC7 %1 CMC B9 RACADM ££4E5/) -

WREIBu R A1 iDRACT B9 SSLIE B EMBIHBINMEB EiE T, HEEIT RACADM S ERESER.
B2, Z®SRIIMIT,

$¥:iDRAC7 IEH 2 iDRACT £1%45 RACADM ZEFiRIEI R E4S IEE'J'}E:PJ iFHiEid CA £ BB %
. BE—BAT, MEEEEITEIRR CASZZNN, HEETES.

HExHEE
I&3F CA 3E LAFE Linux 1§ B itE RACADM

I&F CA iF 3 LAZE Linux £ FiT#E RACADM

{EBITIEE RACADM %8S 2/, WiIFA TR 2iBE8 CAES.
EI6FF T FE RACADM RYIES

1. 4% DER R HVIEBEEH# S PEM 48X (fEFH openssl 8 S1TTE) -

openssl x509 -inform pem -in [yourdownloadedderformatcert.crt] -outform pem
-out [outcertfileinpemformat.pem] - text

2. 7£ Management Station EZ 32\ CAIEBEMME. 0, T RHELS (64 i) , iZER1RE fete/pkiftls/
cert.pem.

3. % PEM #&\HY CA JEBMIANE] Management Station CA JEH .
Blan, R cat @14: - cat testcacert.pem >> cert.pem

4. ERIREF/IEBHIFE L1522 iDRACT.
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R LAER SSH 8% Telnet R E7I8] iDRACT FHiZ1TE 4 RACADM 54 . BXEEEE, 15517 dell.com/support/
manuals IR RACADM Command Line Reference Guide for iDRAC7 and CMC (3&F-F iDRACT7 1 CMC &Y
RACADM s &1T&%E 15/

{& 8 SMCLP ifa]) iDRAC7

H1B{EM Telnet 3¢ SSH &R iDRACT B}, SMCLP REVAIGSITIRRAFT. BXEZER, 2 _(EA
SMCLPY .

{35 F > L 35 $A LS IE B 3% iDRACT

AT LABIE SSH 3% iDRACT (RHINERD) o IR LSS —A) RACADM dr S{ER S SITEHA X E] SSH
RERF. ATZREESGSTANLER, Btz SITEBINITASIIE RACADM 4L,

fizn:

'2R:

ssh username@<iH#>

£

ssh username@<IP_address>

He, 1P address 22 iDRACT 9 IP #thiit.

%1% RACADM <>

ssh username@<domain> racadm getversion

ssh username@<domain> racadm getsel

iEES:E
f SSH fi£ A N3 ESAIE

%~ iDRAC7 £1iF

TRIEETARFERAEHAENZA IDRACT 21EHIFIFR.
3.6: % iDRACT &1

FE STEH

iDRAC7 Web &1 4

12 RACADM 4

[E#+ RACADM / SMCLP SSH-2
Telnet - 2
BT-1
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ERRIAERED

EUTHERLT, ERAFEESFOABRHNESHS:

« &1L Configure Users (ELE R ) PR EF 2 iDRACT.
- RAERELEDIGRERH.
« EHATE B R EEIER root/calvin.

SR {EH Active Directory 3 LDAP B, NERE—FEEHE. AHRERTHEM (KD HA¥E root/calvin
1EREIERT, A% Active Directory 1 LDAP fk/=. 7E{EF SSH. Telnet, i=#E RACADM 3k Web REEF
iDRAC B}, R RESHE. 3T Web R, SSH F Telnet, SABNRBEET—FELHEHE. XNTiEfE
RACADM, £ABIMHSERZESHE.
BEXER, AFIA Configure Users (BLERF) R
iEP S

BRI ZEARARRESHEE

£/ Web A HELFIAERER

7E15% 5% iDRACT Web REFT, #nER 7R Default Password Warning (ERIANZRGES) T1E, MATUEXZE.,
EIIX—, ERITIUTERE:

1. 1%#F Change Default Password (EERIAZERD) EIT.

2. 7 NewPassword (¥1%%) FEEH, MANHHE.
FHENREAXFAEN 20, FRAHITERLE. IHRERUTERN:
- 09
- AZ
- az

- 4%5*?"{7,]“- + &\ ?\ >y }\ |\ o (\ \ PRSI [\ " @\ #. )\ *\ " $\ ]\ /\ §\ %\ =v <y
{\ I\ \

3. 7£ Confirm Password (FHIAZERS) FEth, BXMINER.
B Continue (440 . FIZMSENALE tFH A 5%F 2 iDRAC.

3¥: 57 New Password (¥72585) #0 Confirm Password (FBIAZERS) FERILACHITE R T, Continue
(M) FLATFBRARKES.

BEHMFERMIESR, 558 IDRACT Online Help (iDRACT BXHLESEN)

{£F RACADM E RN G RS

EFEWEM, 1BHEITLLT RACADM %4
racadm set iDRAC.Users.<index>.Password <Password>
Hep, <index>2ZM 1Z/16 E (KERAFIKF) , <password> KA FPEXMESE.

BXEZEE, 15517 RACADM Command Line Reference Guide for iDRAC7 and CMC (& FF iDRACT F1 CMC Ay
RACADM %2175 %48E) .
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£/ iDRAC R EAREFERIAERER

Z(EM IDRAC IRE A RBEFERBATERER, HRITUTHRIE:

1. 7£iDRACIEE /AT ERF, % ZE User Configuration (FAFECE) .
FEEN< & 7~ iDRAC Settings.User Configuration (iDRACEERFEE) TME.
2. 7z Change Password (EIXZHD) FEH, MAFZHRL.
ik B Back (_E—25) | Finish (5ER%) #Yes (2) .

ZiFERRRE.
b A 1
BRASERARAFZEESHE
BRI RARERARANENESHRMNER. EXX—8, Ew4087E Configure Users (BLERAF) 1R,

£/ Web A /AN ERARANZEESHE

EEERIDRAC ERAREARNEBRESHENER, BHRITUUTERE:

1. % Z Overview (#ii&) — iDRAC Settings (iDRAC &) — User Authentication (FIFE&3E) — Local Users
(EHAF .

%87~ Users (AF) T1@E.

2. 7£ Default Password Warning (ERIAZZRREEE) B4y, % Enable (BF) , ABET Apply (KA B
7£ %% iDRACT B 7= Default Password Warning (BRIAZERZES) Tim. &N, 5% Disable (R .
g, MRLNECERHAETFEFERNREERERESHE, 1B7E Default Password Warning (BRIAZ
BEE) Tim L, i%$% Do not show this warning again (FHEERILES) %A, AREHT Apply (N
B .

£/ RACADM S A A& &IH S LERRIN G R TN

EFH RACADM BAERESHEUERRIAERER, BFEH
idrac.tuning.DefaultCredentialWarning ¥HR. BXEZELE, 157 dell.com/support/manuals £
1= 1AY RACADM Command Line Reference Guide for iDRAC7 and CMC (3&F3-F iDRAC7 1 CMC B9 RACADM #5411
SEIRRE) .
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3
REZERGMER

E(FH iDRACT HITHINARLZETIE, B FELE iDRACT HIIZIEB1TNAE, % E Management Station & &
%, FEBLEIIFA Web RIS

B EXTIARBSR BENEHRRE CMC A /0 RR, HERTREMERAIIFREIHAES.

iDRAC Express #1iDRAC Enterprise th]” F9EC B BEIARERS P itk B2, Dell LR EI — RIFET
i5] iDRAC HIZF2AC & AR 55 75 89 B sh&E % LA K DHCP 311

BHEH — RAECHBEROIMEFREGAEERSS, NFEMILER. GERSSFEEHBTNIIE
{ER G IR 22 Dell PowerEdge R E=FMIEBE X AR . BEBEHENENK, REFEEXSISHER

Bl &Rk SRR E TR H R B s SR E S E T EE.

DHCP — MR AHIFEF OFER REGFITEHEE Y (DHCP) BR5E5, MIFEMALLET. DHCP REEHEH

iDRAC7 B4 EC IP Hhdik, ®E. FFRIHERD,

R ATETTNARR 55 25 A0 B R B B H sk DHCP. BRE—TEEE AR 2. BARINEARMEE.
EES 3
% & iDRACT IP ithiif

=]
=]

& iDRACT IP Ituiit

B IR E IS B B RS RMIRECEV MK E, LUBM 5 iDRACT 2 BIMIBE. ERILMERUTRE M
—ARIGE IP ik
iDRAC IR E N REF
Lifecycle Controller (i&%15 Lifecycle Controller User’ s Guide (Lifecycle Controller F F$5E) )
* Dell Deployment Toolkit (1525 Dell Deployment Toolkit User’ s Guide (Dell Deployment Toolkit F§ F3ER) )
WA RS 2E LCD EHR GBS RERLH Hardware Owner’ s Manual (FEERREM )

K ‘& XTRRSE, RAELE CMCHRECEE, EABEEMANMEN LCO EREEMSRE. ST
HFEERES, A REfEMHAE LCD mAREFACE iDRACT,

« CMCWeb R (5ZI7 Dell Chassis Management Controller Firmware User’ s Guide (Dell Chassis
Management Controller E#-F F$5E5) )

STFHZRNFIEXRSEES, ERILULE IP btk ZfFE A BRIARY iDRACT IP Hidik 192.168.0.120 SR ED & #I1E M 4%
&, 1359 iDRACT & E DHCP 5574 IP,

SFTIFIRSEEE, BIANBERTSZM iDRACT MERME.

WREIE T iDRACT IP itz /5 -

WiR £ R & IDRACT IP 11 Z |5 B U A & FIZHD.
BEUATEEREIAEIE:
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- {ERX#FR8E (Internet Explorer. Firefox. Chrome X Safari) HYiDRAC7 Web H1E

- Secure Shell (SSH) - EZ40 Windows _E#Y PuTTY iXHHIE Fim. ZRVAER T, SSHATHFASE Linux
RE, ALLTEZFiH.

- Telnet (BTBUVABATEMER, EsMEBRAE)
- IPMITool ({£/ IPMI 44 =k Shell $27~%F (7 Windows 5 Linux EEE Dell EHIREEF, TN
Systems Management Documentation and Tools DVD BX support.dell.com %18 )
bizE iR

{#H iDRAC % E/NFTEF1% & iDRAC IP
{3 CMC Web & i & iDRACT IP
BRBEmER
FERBALEIN AL ERR SR FAR S eR A

£ iDRAC i B 121 & iDRAC IP

ZEi% & iDRACT IP Hbdit:

1. TAZERYS.

2. FFHLEM (POST) HAIE)#% <F2>.
7£ System Setup Main Menu (AL EE3E) TiH, B iDRAC Settings (iDRACIZE) -
FEEN< & 7 iDRAC Settings (iDRAC&E) TiHE.

4. B Network (RI4%) .
BEENS &7~ Network (PR4&) TiME.

5 IEEUTEE:

- Network Settings (FI4&i&E)
- BREE
- IPVIEE
- IPv6iXE
- IPMI&E
- VLAN&E
6. [EZ System Setup Main Menu (RE®EEEIH) TTEH L Finish (5ER) -
MEERNSREHFERESEHIS.
iEP S
Network Settings (4&i18 &)
BEIEE
IPv4 1§ E
IPv6 & &

IPMI & &
VLAN % &

Network Settings (PIZZ1%E)
EREMELE:
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Eq EBXRSETNER, BER (DRAC RELFFEFBHZE) -

1.

7€ Enable NIC (BA NIC) T, i%# Enabled (BR) i%IR.

2. IRIBRIZEEZE, M NIC Selection (NIC i%#%) THig®dh, E&EFEMUTHOZ—:

- Dedicated () — BEIZEEiFEIEE, LUER Remote Access Controller (RAC) LAY E MK R
. ZABASENIRMERGHEE, HBEEERERHE—NEMPNYIEME, FETLUNSENER
BEFREDSBLEX.

ZIETEMRZE IDRAC BT MmO 2B HREMRSSESAI LOM = NIC ik O 4y B d Sk s hdt i TER i .
NEEM L REFH EXRYL, Dedicated (T EIAFMNEHECLEN LOM 5% NIC i ORY IP #uhibFr
ERHER S AR TR, JgiDRAC 4B IP Hbit.
Ky i %Em R s AR A iDRACT Enterprise IFANERIMRASER ALK L. SHTIRARAS, EEMR
INERTENRT A .

- LOM1

- LOM2

- LOM3

- LOM4

Eq EXTHRAMERXRSRE, REMSZF[ES, AfEA SR LOM TS E A A9 FH

(LOM1 #1 LOM2) . J1FBRSE=5A{EF LOM i#1T iDRACT iB18.

3. M Failover Network (¥BE$FHRLK) THEEED, EEFEELA LOM A —1. MRMELESE, FEWF
B B PR T B TER
ﬁ SE: anRIETE NIC Selection (NIC i%$E) THISEEHIEIFT Dedicated (FF) , MHZIETFER.
5lan, ZEFE LOM1 &FERTE T LOM2 & H iDRACT M4&5mE, MIXT NIC Selection (NIC #E#E) %+ LOM1, ¢
Failover Network (#IFSEE#MI4E) E£IF LOM2.

4. R iDRACT B ENg BN THRAFAMLERE, N7 Auto Negotiation (BEIHIET) T, #EHF On (3T
B o ZETRATERERX. IREM, iDRACT 2RIBMEKIRE IS M KIREIZE J 10, 100 5% 1000
Mbps.

5. 7£ Network Speed (I4ZIRE) T, 3£ 10 Mbps 5% 100 Mbps.

E: BIEFIEMEREIRE 79 1000 Mbps. R E7E/5 A Auto Negotiation (ERIhE) ETIRER
T, ZEB AR A,

6. 7t DuplexMode (MT &) T, i%i¥ Half Duplex ((EXT) &k Full Duplex (£ T) ki,

K4 iE wREEF Auto Negotiation (BRIHHE) , KERER.

EREE

INRMLEEALZAI A DNS ARS535, 157E DNS LA iDRACT. XLERERINGEMVNIRGEEKR, FlanBERRS

(Active Directory 8¢ LDAP) . B—EFMEFEFSRINEE.

JEfift iDRACT:

1.
2.
3.

/& P Register DRAC on DNS ([5] DNS ;¥ #f DRAC) .
i\ DNS DRAC Name (DNS DRAC &FR)

%% Auto Config Domain Name (BEZIECRIHi®) B0 DHCP 3KEUH & .. &N, 2% DNS Domain Name
(DNS Hi&) -
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IPv4 i&E

1. 7£Enable IPv4 (JSF IPv4) Ti%#F Enabled (BH) i£IR.
2. 7 Enable DHCP (/ZFI DHCP) Ti%#% Enabled (/FF) &I, LA{E DHCP BERSIF IP Hukib, PHCFIF MRS
B&1EL LA iDRACT. &N, %1% Disabled (M) FHHEANUT SIHE:
- B35 1P Hbhk
o N ZES
- BRS TS

3. =&, JSH Use DHCP to obtain DNS server address ({# ) DHCP 3£HY DNS BR&% 25ttt , LA{E DHCP AR%
S2T] YL Static Preferred DNS Server (E%75E 1% DNS PRS522) F0 Static Alternate DNS Server (357%5% FH
DNS BR%%28) . &M, )\ Static Preferred DNS Server (E27SEi% DNS ARS588) # Static Alternate DNS
Server (3%75% P DNS ARE25) B9 IP it

IPv6 & E
oiE, ETEMZBEMEE, ERLUER IPve ik

1. 7£Enable IPv6 (ZF IPv6) Ti%i¥ Enabled (BF) %IR.

%tF DHCPv6 RRS58%, 1% IP thit, MIXFAF MRS B 3157 EC4s iDRACT, 157 Enable Auto-configuration
(BHBsEEE) Ti&#E Enabled (B %M. MREBH, BEAHSE. TN, HET—SLUFER
Ea7s IP HEHITECE

3. 7& Static IP Address 1 (F27S IP #tutik 1) #Edh, HYNERZS IPv6 Hutlk,

4. 7 PrefixLength (FIZRKEE) EH, A 050128 Z [BIANME.

5. 7 Gateway (%) #Eh, MANMILHbE,

6. tnSR{EF DHCP, /= FH DHCPv6 to obtain DNS Server addresses ({3 F DHCPv6 3REX DNS AR5 28btib) M
DHCPv6 AR 5585 3K BX =22 DNS BR 585 F1)REE DNS BR&5asituiit . B[N, 151%#%F Disabled (M) HHITUUT
BAE:

- ¥ Static Preferred DNS Server (3%7S& 1% DNS ARS582) 1B, MiAER7S DNS BRS58E IPv6 btk .
- 7£ Static Alternate DNS Server (3%75% F DNS FR&Z28) 1ES, HINERZSF DNS BRSS.
IPMI &8
B IPMIEE:

1. £ Enable IPMI Over LAN (EF LAN L IPMD) T, i%#% Enabled (BR) .

2. 7£ Channel Privilege Limit ({RiE#PRBREI) T, 1L Administrator (BFFE5:) . Operator (3R{E5) =X User
(AP .

3. 7£ Encryption Key (INEREBHA) #Erh, MAKRR A 0 B 40 MRt FH (RHEMSHER) HMBEER
H. BMAEREE.

VLAN i& &
T4 iDRACT BL B2 VLAN £ft4eih. ERLE VLAN R E:

1. 7£Enable VLANID (BF VLANID) T, %% Enabled (BEH) .
2. 7EVLANID 1S, MA—DNBERHHT (124090 .
3. 7E Priority (HL5E4R) #Erh, HIAN—NEIT 0 R 7 2 [BIAUEFLIE E VLAN ID B9 5% R .
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£ CMC Web A & & iDRAC7 IP

Z{f CMC Web R ER & iDRACT IP it
By E 2R BHMEEERRRA GEM CMC 1 E iDRACT ML E .

1. E3%E CMCWeb FRH.

2. % Z Server Overview (BR&588#%iA) — Setup (&E) — iDRAC.
FEE4 &7~ Deploy iDRAC (ZFZ iDRAC) T,

3. 7£ iDRAC Network Settlngs (iDRAC MI4ZIRE) &, IRIFEEKIELHEE Enable LAN (BA LAN) KAREbMES
B. BEEZER, 5B CMC online help (CMC BXHLEEEN) .

4. BEXRBETEITIRRSH|HIMMMBZIZE, 5% E Server Overview (BRFEEFIA) — <server name>.
FEEN< &7~ Server Status (AR E2KAS) TiE-.

5. E LaunchiDRAC (/2%1IDRAC) % ZE Overview (#fiR) — iDRAC Settings (iDRAC i%=E) — Network
(L -

6. £ Network (4% TIEH, IEE FNINIRE:
- MERE
- BREE
- IPV4iRE
- IPv6I&E
- IPMI&E
- VLAN&E

g E:HXERELR, 1557 iDRACT Online Help (iDRACT BEHESEN) .

1. EREFNEER, HERE Apply (A -

BXEZER, 15217 dell.com/support/manuals _E1RH#EEY Chassis Management Controller User’ s Guide
(Chassis Management Controller HF$8E) -

ERBzER

BHEHR IR TR ENRSSFBNERIEER BRSH[NTIESIRITH G . L EAR 550 iDRACT 121t 8
EXHWEEBARER, UEERREENRSSE HNEERHAEERIZRSSE. BXAEERNESER,
15217 ell.com/support/manuals 12189 Lifecycle Controller Remote Services User’ s Guide (Lifecycle Controller
Remote Services A F1ER) -

BEEK AR IP £ . DHCP. DNS ARSS =55 EIARI DNS EH B AT EHRECEARSEE. SR DNS B8
E. MM DNS #RECEMRSSE IPHETFE DHCP KE. MREEMSRCIEE, MIFBkiIEK, Eitk DHCP 1
DNS #FE=E.

AT LUE R iDRACT & B N BTERFEE A Lifecycle Controller /B B BzhE#K . B X{EH Lifecycle Controller 15
2, 1557 dell.com/support/manuals 1289 Lifecycle Controller User’ s Guide (Lifecycle Controller i P35
) .

MREH BENRG ERBRABEHERDIE, WSBRKAEERAK, (APEK root, ZFEA calvin) .
ERABEHMER A, ERREAILEERIKS. WREBA Lifecycle Controller A B ENE K, N7 ZHHEC
ERRSEE2HI, FiE IDRAC AP AAREZR.
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£/ iDRAC R E L AREFERBEK:

1. fIAZERS.
2. EFH BRI, R <F2>, RS54 Z iDRAC Settings (iDRAC ¥ E) — Remote Enablement (EIZR
B .

1% &7~ iDRAC Settings Remote Enablement (iDRAC i&EZi2BH) THE.
3. RBHamEk, WARBRSEE P E, RF8T Back (E—$)

By ‘EREEERSER IPRAEN. MRRAWE, WEM DHCP =k DNS WEHITER (STWT) .
4. Bz Network (PI4%)

1% 2 7% iDRAC Settings Network (iDRAC i&E M%&) T1MH-

BH NIC,

B IPv4,

Ky & BsERTIH PG,
7. |3 F3 DHCP 3 M DHCP RERE% . DNS AR 3525 itbibFn DNS 15 .
Eq ‘T RECEMRSER IP UL (BPR]WI) SEME, WPRT ZAHEM.

£/ B anBc EThREEC B AR S5 AR FIAR 35 RS 4B 1+

BEEHENXMLE B, BB AT SARIRMEPE ERSSEDHFRAHEME (5121, iDRACT.
PERC #0 RAID) . Lt XML XX#risE TR BRIECERISE. AT HEC IP #hilkAY DHCP BRZ 831 IFIR 11 XML 32
HiE4m{E ELLECE iDRACT.

EAIAE T RSB RSHFE R XML 32, =& 8 E oA TE & DHCP AR S5 5{AARAYFR A iDRACT BiE
FA XML 3. 1tk XML 272 4% F AT 1 DHCP BR S5 88 WA K FRIEBC & AYBR 588 A4 iDRAC 5 BB 3L = E (CIFS B
NFS) . DHCP PRr55221£ ) DHCP BR &S 25i2 146 & XML TR FR . XML STHEHALE K BTz e B H A
PEE.

X4 iDRAC =% CMC M DHCP AR55233REX IP ittt 2 /&, I§FER L XML XHECE %% . R B7E iDRACT M DHCP AR
BEFRENE P HbutZ 5, AREAF BENECEThAE. MR E KM DHCP AR 25K SN, IP ik, ¥ AR BEEN
BE.

Es bt
- QO B7EE/EF DHCPv4 F1 Enable IPv4 (B IPvA) EZ G, FeEE B EIEEINEE.

BB BB ERIERERN. EEEETEE BN, YAZABERINEE.

4Nk DHCP AR5 28ith R AYER A Dell PowerEdge AR 52 R BRI S KBRS, MEEFEREAD xml X

(configxml). CGXZBRIAAI XML XHZ. D

TR ERARNEE X (GBS NENBHITIRED IRERMRSESE. EHESHEERNTRRSSE

REIES, EALUERTEN XML X GBXR 2B aRSE. 5lin, mREHEMRSES: —& PowerEdge

R720 #1—#& PowerEdge R520 k5585, MIAs{E ™A XML 3Zf#F: R720-config.xml 1 R520-config.xml.

server-config-agent {8 FA LU 551 AR A A0 SR A6 i A5 SOtk £ = EROBRLE XML S22 A T8 & iDRAC/

PowerEdge AR 5% 88:

1. #£ DHCP i%£I5 60 45 ERISCHR .

2. <ServiceTag> -config.xml - #N SRR 7E DHCP 3£ 60 A5 EXH B, 1FFEH ARG R SIRERME—HFRIR RS
B XMLBECESC#. a0, <servicetag>-config.xml

3. <Model number> -config.xml - 21 5R >k FE X 60 3L, H HK$KZE| <ServiceTag>-configxml 32, N{EH
RERNSEAEFERAN XMLEEEXXHZBIEAR. 5120, R520-configxml.

4. config.xml - ZNRIELT 60 TR BETFREFEMETRSHTEHEARRA, MNEMREIAA config.xml STH.
P 3
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BEIfL B IfF

DHCP %15

{3 iDRAC Web F /5 A B AL E I8
fEF RACADM /E F B shfit B IhaE

BaE B

1. SESIEK B TE E Dell RS2 EMEHI XML 3T

2. BHEXMLXHHEE—NMZENE, ZEFMETH DHCP ARSFUK A EET DHCP Ak 5525 57EC IP
HERY Dell R S5 2=1718]

7£ DHCP PR&SSEHY 4L I 75 IE TN 43 FER I8 E Itk XML ST B .
iDRAC FXEX IP Hhib T 2 FP g A FR LR 7 K BIFRIZ AT iDRAC,  (GEIR 60D

DHCP AR S5 335t LB 3671 5 dhepd.conf S Bt R RIETIPLAS, F1=) iDRAC & i XML LA E R0 XML
SRR

6. iDRAC #4038 XML A ECEIZX P IILBI B R

DHCP i%1R
DHCPv4 RIFISABE S FEENE X NS HIEHL DHCP EFiK. B— 1SR A—1 DHCP &I, B9 5IE
A—METUREFRMRBMED, AREREE 1 MFTRE. EIARE 050 255 53R B A B FHEAMERIE
. FIEARAEHMERE IR,
DHCP 3151 43 F3-F M DHCP R S5288 &% 15245 DHCP B . XLEATWE X ANEAFHFEH K. IXAKRFRH
BHREAEES XMLIXHE, HEMEMAFHEZAENERNE. fian,
option myname code 43 = text; option myname "-1 10.35.175.88://xmlfiles - f
dhcpProv.xml -u root -p calvin";
Hep, | REBXHHZENMUE, RFFRPHOLHRZURTEGHLZNERE. TGP, rootF calvin
= RFS WA P B MEE.
DHCP &1 60 Fi-F#5iR DHCP ZFun i H 54 E M B KRR . FMIZIHMEAEL & HIREE P umi R 1D
PITIR1ERY DHCP BR 4% 830 B 117 43 FNi%I% 60. 7E Dell PowerEdge ARS388 9, iDRAC {7 ID: /DRAC
RREBS. Bt SASURM—NE T, HFEETH KB 60" fIE SEEEm” . REHR
DHCP AR %5 % /3 A L FSE EIE 1.
PSS

£ Windows g & %157 43

1£ Windows it &% 60

1E Linux EAC & 10 43 F0i% IR 60

& Windows _EFB7 &35 43

E £ Windows EECEIRIN 43, iEHITLATIRIE:
1. 7EDHCP PRS2 £, % % Start (FF#&) — Administration Tools (2T H) — DHCP #TFF DHCP fRBEE
BTH,
REIRSBHRAETHEREIE.
A B4 Scope Options (FEEIEIN) H1%#E Configure Options (FLEIEI)
A% & 7~ Scope Options GGEEIEIR) IHEHE.
B T RENH%EE 043 Vendor Specific Info (043 (N EFIFEER)

7f Data Entry (ZB#WIN) FEH, BHASCH THAXREBANEEMNE, REWANESHZMNE (HbEas
XMLECE ) HIBRSSESHY IP Hbtlk.

H1B7E ASCI FENER, BETRAEANE, FTZELSUZHFEXERELZM.
6. BEHO0K (FiE) RERE.
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7 Windows _F B0 E %57 60
ZE 7 Windows EELE £ 60, IHHITUATIRIE:

1.

© N o o

7E DHCP BR& 85, % % Start (FF48) — Administration Tools (23T H) — DHCP, LU3TF DHCP BR%
REWTA,

ERREEHRFETHIE.
525 T IPva F1%$% Define Vendor Classes (EXHERIETH) .
BFH A GRID , FAAUTRE:

- BRBFR-IDRAC (Hig)

- AR - R

- FEASCI T, BFF4A iDRAC.

BEOK () .

7E DHCP B O, s IPvs HiE#F Set Predefined Options (I EFIE X AYET) .

£ Option class GEIIE) THAKE S, EIFIDRAC (BESE 4 FEIE) , REHEE Add GFRMD
7£ Option Type GEIRHEERE) hHFEH, WAUTES:

- &% -iDRAC

- BIEAR - FHE

- K|

- YiFA - Dell R EFRIRFF

B 0K () PRLUEEZE DHCP &0,

BARSHZMTHEIE, A##ED Scope Options (FEEEIED) Hi%#F Configure Options (ECE ik
D .

. B3 Advanced (B4 ETF.

M Vendor class (#ERIE2SI) THIXIZH T, 1%$F IDRAC. JS7E Available Options (RTFRED) FIFER
060iDRAC.

%% 060iDRAC 315 .

NI % %% iDRAC BIFEFFR{E (LARARE DHCP FZHEAY IP i) . b FFREIS SN
XMLECE .

BRIZIETIR DATASH. ZHRMELRE, BHEREAUTEREMERNASH:

- {44 - iDRAC_Config. XML % iDRAC_Config-<service-tag>XML. (-f)
- H#H=Z=F - ()

- H#ZHA - 5(0=NFS,2=CIFS)

- IP bt - STHIEZAY IP Hohib. (-i)

- FR% - xF CIFS (-u) RHER

- B - XF CIFS (-p) L ER

- XHFIHB-IEE “IEE” = “BF” . (-d)

- BRTERS - BUAEN 300 (-0

- SRIRENEIERE - (-e)

£E Linux _£ECE 8T 43 FTETT 60
S # fetc/dhepd.conf ST, 25T Windows, ZEA:

1.
2

44

B FTEH It DHCP AR 5528 Sy EC Y b ik bR sl i dik 5t
WEIRTN 43, FI9iEL 60 £ A 2 PR B KATIRTF



fian:
option myname code 43 = text; subnet 192.168.0.0 netmask 255.255.0.0 { #default

gateway option routers 192.168.0.1; option subnet-mask 255.255.255.0;
option nis-domain "domain.org"; option domain-name "domain.org"; option
domain-name-servers 192.168.1.1; option time-offset -18000; # Eastern
Standard Time # option ntp-servers 192.168.1.1; # option netbios-name-
servers 192.168.1.1; # --- Selects point-to-point node (default is hybrid).
Don't change this unless # -- you understand Netbios very well # option

netbios-node-type 2; option vendor-class-identifier "iDRAC"; set vendor-string
= option vendor-class-identifier; option myname "2001::9174:9611:5c8d:e85//
xmlfiles/dhcpProv.xml -u root -p calvin"; range dynamic-bootp 192.168.0.128
192.168.0.254; default-lease-time 21600; max-lease-time 43200; # we want the
nameserver to appear at a fixed address host ns { next-server
marvin.redhat.com; hardware ethernet 12:34:56:78:AB:CD; fixed-address
207.175.42.254; } }

{5/ iDRAC Web FH /5 i ERIECE ThEE

ff5fR2 /2 F DHCPv4 F0 Enable IPv4 (B IPvA) IR, 3 HOEXZHABIEXINEE.
EERBFEEDIRE, BT TRIE:

1. 7£iDRAC7 Web EE™, %% Overview (#k&) — iDRAC Settings (iDRACi&E) — Network (FIZ%) .
FEEN4 2~ Network (P4%) TimE.

2. 7 Auto Config (BZhELE) o, EFELUTERZ—LUEHABIEE:

- Enable Once (BA—X) — {U{#F DHCP BRSS 25 ARSI A XML S SREC BB —K . WXL ER, 1%
ZHEMERE.

- Enable Once After Reset (FEEZFBMHA—X) — 7 iDRACT # Ei& /5, {UFH DHCP BRSZEEFT5I AAY
XML X RECERGE—X. WARER, BEZEHAEERE.

- g?ble Always (35488 F) — = iDRAC7 M DHCP ARSSESIZULEY IP HukitRT, FRECEHME (FEFA XML
)

EEAE3EEINRE, 151%EE Disable (2R .
3. BFHApply (KA MAKE.

£ FH RACADM 5 Al B ZhBL E Thik

ZE{FFH RACADM BB Bz EIheE, 15{FH iDRAC.NIC.AutoConfig W&. BELEZEL, E5F
RACADM Command Line Reference Guide for iDRAC7 and CMC (& F3-F iDRACT7 #1 CMC A9 RACADM #&1T5%4E
B .

A =R

EIBuh 2 TFi500] iDRACT R EAIHEN, AT ZizMNF1EIE Powerkdge BR3525.
EigE =Y.

1. ZREIRNIRMERS. BXEZES, H2HEBERH.

2. REMFEE XA Web X582 (Internet Explorer. Firefox. Chrome &k Safari)

3.  ZRE&FH Java Runtime Environment (JRE) (ANRERA Java R 2E F Skifa){E H Web 35 2880
iDRAC7, MIEE) ,

4, M\ Dell Systems Management Tools and Documentation DVD #) SYSMGMT 343 % % i #2 RACADM #1
VMCLI. 7, &HQ%WAH'Y‘,LH' DVD _E#Y Setup LA 22355 #E RACADM F1E fb OpenManage ftk. H%
RACADM HIE %52, 1557 dell.com/support/manuals 12148 RACADM Command Line Reference Guide
for iIDRAC7 and CMC (3&F-F iDRACT %0 CMC B9 RACADM #4178 E15R) -
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5 R|ERZETIEH:

- Telnet

- SSH &E i

- TFTP

- Dell OpenManage Essentials
HEXHEE

REFMFER VMCL ABERF

BCLE X #5HY Web 35528

= #2i7515] iDRACT
ENEIBUE IS0 iDRACT Web Bl , BHHAREIRUES iDRACT AL FRI—M%E+. fian:
TR RS 8 -BBuh S CMC AL T RI—M%& S . BX1F CMC MESEZERGHIMERESNELZESR, 15

25 dell.com/support/manuals L32#EAY0 Chassis Management Controller User’ s Guide (Chassis Management
Controller FA F$5E) -

M ZRFIE AR S EE - 1% iDRACT NIC IEE 7 LOM1 H R EIRiL 5 iDRACT AL FRI—M 4.
E I RBRFEFRE IDRACT Enterprise, MR iDRACT NIC % & A Dedicated (L) .

ENERIEZE R GHIEE G, 75813 iDRACT Web A HE R ELUZHIA
EESE

HEINES &
Network Settings (4RIGE)

REZERS

WMREFEIEITAR RACADM = /8 A LR B E IR, 1BEM Dell Systems Management Tools and
Documentation DVD &% VA TN ¢H -

 ZKith RACADM
Server Administrator

% Server Administrator B Z{5 2, 15217 dell.com/support/manuals L3R 1H Dell OpenManage Server
Administrator User’ s Guide (Dell OpenManage Server Administrator Fi F35&)

EES 3
A ETR RIS E

B AER AR IEE

% E iDRACT IP thiit /5, AT LUEfEM IDRAC IR B A RBEFENAMERRKARE (BIAFD . BRIT
IEARAE

1. 7£iDRACRE LT ERF+, %% User Configuration (AAFELE) -

FEEN£3TFF iDRAC Settings User Configuration (iDRAC&BRFELE) T1H-

2. 35% Username (FAF%) . LAN User Privileges (LAN FI/R4FR) . Serial Port User Privileges (SB{Ti%O M
FIPR) F0 Password (ZFHD) .

BEBERNIELS, 15518 DRAC R E 2\ FEE/FEH 2580,
3. {&&E & Back GGRED . Finish (5ERE) #1Yes (8) .
AR Rk % B BNEL B e R .
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REZERAGNE
SERTIAE A IDRACT Web R EISK DRAC R B IR E R F L P S ERAM LB IFMISS.

£ Web AMEEZERGNE

EERERGNEIFMER:

1. 7£iDRAC7 Web RE, #Z Overview (#35) — Server (PR&5E%) — Properties (%) — Details (¥
MWER) .
BEEN & 7R System Details (BRZIFAER) THE.

2. f£ System Location (RZEME) T, MIAFIERLHFERGENMNEFAEE.
BREEMMNIER, 1ESIR (IDRACT BEHI#E) .

3. B Apply (A . RGN EI¥ME2RMREZE] iDRACT .

£/ RACADM R EZE RGN E

BEERFMNEFMES, 5FEH systen.Location AW R. BXEZEE, 527 dell.com/support/
manuals _E3R B9 RACADM Command Line Reference Guide for iDRAC7 and CMC (i&F3F iDRAC7 %1 CMC 4
RACADM s &1TE&E18/) -

{£F3 IDRAC B NAEFRERERGME
ERERGNEFRES-

1. 7EiDRACRELFATERFH, %X System Location (RZHE) .
FEEN4 &7~ iDRAC Settings System Location (iDRAC B RZHIE) -
2. §ﬁﬁj)\§5l?&¢'b¢%%’%%E’\Mﬁﬁiiéﬁﬂﬁﬁw BREZEMMNERER, ESR (IDRAC RELFIEFEYI#
ar) .
3. fikx#d Back GEME]D . Finish (586%) #1Yes (&) .
ZEAESRSRE.
R RS BEFNTH IR HFE
FREEEHUAENNEAFRARFINERZEM. MTHRBENBERENMRENEEEREHNER RGN
#, EREBRRAZEIE. SANRSALRSHNERMNHREASREEIT. GRLUATNRIEFHIEEHS MRS
MR Rt Re SR I T
£ iDRACIRELAREFT, EAUERUTEE:
L REA k-
REA=T\NYES
RERAESHMEE
MRFE, BENBREBEMSR
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ALk, FHRITATHRAE:

7£ iDRAC R BN FAEFH, %% Thermal (TH#) .
FEEN4 &7~ iDRAC Settings Thermal (iDRAC &E W) T1ME.
BEMM,. APERFNERE:

1.

2

3.

HEEE —ZINERT, HIREH Auto (BE)) , BEIRRET =7 System BIOS (F %t BIOS) — System
BIOS Settings. System Profile Settings (&%t BIOS iR E. RLABCECHIZE) RE MEFMNEENXHIE
B. A pLEEM T BIOS i B XXCHM B E X EE. ATAMIETA:

* OERAMRE (MREERN) — LUBMBIRBINRARN, RATREMERNEASEEEEER . Lt
REAXBERASRIEMAGIRIER, SAMERE RS,

* BIhER (BRUSEEMRN) —AESHREETREREBREMM. KRN RS BINERM
REMM AT REE . HNIhRIGERMMREMINRTE, EAEEARERFESAMERRRE
. ERBHRERMARGIIRIREIRFEAFBAEK.

% B AREERFLIMEIRE (18 -30°C) MEA R < BASH AL,

BUGEIR - AT LLESR Default (BRIA) « Max Exhaust Temperature (S XHFSERE) =X Fan Speed
Offset (NBREERE) 1EALENED.

Max Exhaust Temperature (in C) (R AZESHMIEE, ULCHRM) - AFRERBEERETL, F5=
SHAUREAEE 50 Co RERANLANDHE . FEANGEREEFIMNEEEN T SHERURE GRS
HRIRAR 525 R iR R A S S HEMUR B RIF7E 50 C ER.

Fan Speed Offset (Default = None) (KGR R [BRIN=TD - HFEAEHINZINE PCle R
AEHATHENZIRNEFMLEERRRESSHIBRER, EENGHRERE. NBERERBSH
N ERE R AT BRI E S MELNEREMEM EEm (R % 1B . BWABAT, %E
J3 None (Jo) . IEATLLIEE:

*  Low Fan Speed Offset ({EXEREmBE) - WX EBEEREEDEXGBERE (K2 50%)
*  High Fan Speed Offset (SRBRERTE) - BIXBERERZESRE (K290-100%) .

kB Back (fF1B) . Finish (52R%) FYes () .
i % B BB E ST .

L& SCHFRY Web 35T

Internet Explorer. Motzilla Firefox. Google Chrome #1 Safari Web 53883 3% iDRACT. HXRAMIEER, BFSH
dell.com/support/manuals E124£8Y Readme (BETH)

RN BEITR IR 22 EIER Internet BYETR UL ZEFER] iDRACT Web FiE, NAFBECE Web 55 88 UMiIZIR S
£21718) Internet. LEEBMIRIRECE Internet Explorer BIE 2.

EZE Internet Explorer Web i 5%

1. HIEREBAUEERAZFHET.
2. 7EWeblinsscth, #ZTH — Internet &I — & — AMMLE.
3. BFAENERT, EEFEHK, REBRFER. PEBERIA. 2EAEXRIITHFZIEFIE,
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4,

5.

B TRBIEITRE ActiveX IEHFFEHHIE S, HIREUTEI:
Eq & PR REFOREBORT IERRA.

- ActiveX #ZHBEEIR~: B

- ZHFIFEARITR: BH

- THEZEZH ActiveX #ZF: 7R

- SRFIZATREBITHIARD ActiveX AL HMITHA: B85
- B{T ActiveX IS BA

- IRIEAT R EHITHIARE ActiveX IFEEIVITHIAR: BR

ETHT:

- XHTHHBEMRR: BR
- XHTH: BH
- FHETH: BH

EHMT:

- #¥F META REFRESH: BH

- #23F Internet Explorer MITURI ST e IT OB : BH

- RFHBAVEBEANED, AEZXNMLERS: SR

- BRBUERFERE—MEBRARRHITEFmIERIEE: BR
- £ IFRAME Fin#feFsct: B

- BETARTHAXE, MARETXHTRE: BA

- BRESTERIR: BE2% -1

- RXIEmMBRBEHE: BH

- ERMEEOMRELERER: 2/

EHEAT:

- EEAX: BH

- RFBEHAIHITHMMRIE: BR
- Java /NEFHIA: BA

#ZTH — Internet &I — 5.
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6. TEMIET:

- RBRLLUTF-8 &% URL: i

- EZFHBIZAEIR (Internet Explorer): &5
- BRBEARER (Hfh) . EF

- BREMEAERMBEN: R

- BRANERE (Hfb) . &+

- BRATREESR: EF

- BRSE=ANESHETE: &+

- BREREORBRERN: BF

ZHTTP11EEBT:

- {FEAHTTP1.1: &
- BIERIBEREER HTTP 1.1: &

7£ Java (Sun) T:
- f£A JRE1.6.x_yz: & (F[iE; WRAFIREARED
EBZRET:

- BREXEGXNEE. &
- BEMTTREEE: &

- BTN &

- BrER: &

‘g2’ T

- REXITEMERREDHE: BK

- RETHMNEFNER: BR

- RETHNEFNER: &EH

- 1%)% SSLZ.O: ‘ﬁ_f:EP

- {£F SSL3.0: &

- fEATLS1.0: &

- WEMEE SR L L ES: &

- GERENFREBRAZBERALHES: &

- EXEREXHREFAHES. &

EEBMLIRE, BB TRAEMER. fln, mBREEIEEEED, MERS iDRACT Web FE
AIRETTAEE Tk

BENA, RERETHE.

BERERETF.
. fEEEN (LAN)RET, B:REMEE.
10. NREHTHEARERSEFE, NikFENF AR GERRERSEIE.
1. BREHEFR.
12. KAHEFBHNEE, WIRFAAEREEL.
X

EE Web FHEAIAH {LIR A

1% iDRACT SR EI Z{EiH5 =+
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= Firefox P YA B EIEE
1% iDRACT iR B Z (=W %=+
L 14297519] iDRACT7 Web BB, NRZF{SHFIFRPRE iDRACT IP thilt, RFESEREEZMUERMBLZTIER
th, SERE, 158 Refresh (RIET) 3%E EH A0 Web #4558 U T84 iDRACT Web RERITELE.

AERERMERG E, MRZEETIFRPERD IDRACT IP ik, Internet Explorer (IE) 8 A& 427~ A FI§1Z IP #ilbR
mEIFIRH.

N RE AR ISR T SEIER EHES] iDRACT Web RE, MYEHMINE—KELER, RELSERER
RTRAIERHIRES . XREHTFREEENTEITH.

E7E IE8 H4% iDRACT IP RMBIZEHIIFRF, BFHITUATRIE:

1. 1%3#%Tools (T.E) — Internet Options (Internet #EI{) — Security (22D — Trusted sites (F{FIE)
— Sites (¥) .

2. 7£ Add this website to the zone CIFFiZMISEARMBIXIE) 36\ iDRACT IP Hbdit,

3. BEAdd GRID ., £33 0K (FAE) , RFHE Close GREAD) .

4, BHO0K (FAE) . SRIERIFTNSTEE.

2 H Firefox FEIE R B INEE

T EBHERAEML,, Firefox ) “BRE” REEEKREZRAFPNRA EREEN. MRER, ABE
IhRESERIE A BN HIEH iDRACT &3 Virtual Console TERE, BIEETER[/MAER I .

EXHARZRGEMEE RENVDENIRS, BRITTISE:
1. FTFF Firefox Web X228 % 0.
2. FEMBHESFER AR, MU about:config, % <Enter> .

3. £ Preference Name (EEMMEZIR) FlIF, HEUFHXE xpinstall.whitelist.required.

Preference Name (EIETI&FR) . Status CRRZS) . Type (HH) F1Value (&) AYEISTAGFRASSTA.
Status CIRA) ERFTHRAAILE, #HH Value () SR False.

4. 1t Preferences Name (EIETIZFR) 54, 1 F| xpinstall.enabled.
ffafk Value ({B) F3True. JARFZ, IEW T xpinstall.enabled, 3% Value ({&) &% E 7 True.

EE& Web FHERIAHILRAE

iDRAC7 Web REZ A TIES HIRRA :

#3E (en-us)

SEIVE (fr)

=3Z (de)

TYIZFIE (es)

H1iE (ja)

fai A # 3 (zh-cn)
MiTEY ISO FRRFFR TEHNBES TR, M TEEIHNES, FEENRBEANMNIBA 0B GERFEEE
ER B ThEE.
iDRAC7 Web RHEIZITRATF S AU BE—RFER, LURHITEMIESINARZE. iDRACT Web FHEAIFR L
IgE (AEBMESIS) TaREERTIINNSBA s ENIIsE S FER . HthBEAZIHATHEHE
B
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Ky &SRR T AR E S0k E R FEIRIE S FEB AR DRACT Web R

ERTREEH

&£ F3 iDRAC7 FTLAEE3f iDRAC7. BIOS FFr&I&5d Lifecycle Controller B #0038 & B, Hilan:

Lifecycle Controller

© LEER

© BRIERGEHIEFE

© WLIEOR (NIC)
RAID 128

« BRI (PSU)

*  PCle EZS3E=)2S (SSD)

1B G R ERIE 2RI iDRAC. ELHFEMRE, SERREERE ERIEH A BIRR A F0 IE 7E K2 F AR
K. MREALHEHNESH LY, WEETR—FKBREE. FTHEEFSISHEFNESNENA. BERZEH
SNEHSIMEBRFITIRE, WEETRRREEMSISAEIT. RE—RRGEHISETNTHEEH.
EEHEHG, SystemInventory (RERITEM MEEREFHEHEAFIZRARE.

R E MU ST K B B EE

« .exe — #&T Windows A9 Dell Update Package (DUP)
.d7
.usc
« .pm
ST RZ K exe B3, #uwAEA System Control (B%isE]) R, »AERARIFTHITIEEHEHI
#EFN Lifecycle Controller.
SHFH B2 .47, .usc LAK .pm B, B8 A Configure (BLE) R,
ERIME R AT A EBITE HE#T:

ERAt Rk MLE L= ERIEHIRIG ST

- EEEFSESTAEFHMNE RN FTP Sk MK FiEE. RTLUER Repository Manager 81l B € X 1%
EE. BXE%ER, 15517 Repository Manager User's Guide (Repository Manager BB F38F) . iDRACT &8
SRt R E AR S RMEMEEME S FTP 3h 5 _EAY BI0OS SEH < BMX A . FiEEDESMAEEREHR
HiERATF &% . 1£E% iDRACT Enterprise IFAERER T, tINsErT A .

THRIER FTP 3 ek M i B B P B R E A B s E#E .
TREH T XTEEMHEEMNEGHNELFTEENRIRENIES.

F YBEHENASRXNRASMEMHEHN, FURTRESHHIFHT X LEEH, URCTLENRGE
HEDh.

=R.1.EHEH - Al

AR XHEHER? W - RETEERET FH-RAETESH Lfecycle Controller
C*"B” & “®” ) Ban BaEn? %J{! -HERFR

BURERF S S & S

BRIERGEIEFE & = = =

Lifecycle Controller = = S =
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AR IHEHER? W - RETEREN TH-RARTEEHN Lifecycle Controller
("B” & “®” ) RBan BE? %" REEHB
BIOS 3 = = =
RAID & #1288 = = = =
HR 3 = = =
HAE 3 = & =
NIC 2 = = =
iDRAC = **AS *T5 * A5
MR & 3 = = =
CPLD & g2 g2 g2
FC+ 3 = = =
PCle SSD = = = =

*RABATTEEMBINARS, BLMEHEE)IDRAC A e FAEHT. HE R T iDRAC BISFUTNThEE

** I 1.30.30 L E SR AEFH iDRACT B, EFEFRBHESL. B2, EFEAGIMEONART 1.30.30 89
iDRACT Bl AR, EEEFHEIERS.
HExHEE

'IT % 1#

R FTP #h 1fF
EFH RACADM Eaﬁﬁu%lﬁl#

{55 3 CMC Web 4?&%#&@#

{# M DUP B#iE ¢

1 A2 RACADM S #h & ¢4

£ Lifecycle Controller StEAR 55 EHIE 14

THEHIGZEH
BTG EEBUR T E/MG
iDRAC7 Web A H - TEHITEANBMBEFHEMN TG, BINME G SR firmimg.d7.

Es i RSN T A CMC Web FE 1R E iDRACT.

ZERG - THIFE TRIERSH Dell BFE (DUP). Linux 3AERZEXHH R B2 bin, T Windows 21EHR
BRI RE = exe.

Lifecycle Controller - W& HTAISRR L4 DUP, FH{E Llfecycle Controller B4 Platform Update (E&E
O MEEkEIMEFEY. BXTEEFMNEZIES, 1ESH dell.com/support/manuals EIREEHI Lifecycle
Controller User’ s Guide (Lifecycle Controller Fl F#5R) -

{ A iDRAC7 Web R EHiE {4
SEAT LUE AR R 4% b r] R EERR G M LE L= (CIFS 2% NFS) 7Rfi#EEsR FTP E3m& & &4,
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B MEERES

EERBEMREEMAEENEN A, BHECHEGFRETHRII R BRE EHEMIE.
EfEF iDRACT Web REEH B MEZE M, FHITUTRIE:

1. % Z Overview (#53£) — iDRAC Settings (iDRACi&E) — Update and Rollback (EFFMER) .
Itk B4% 2 7~ Firmware Update (E#4E#) T1E.
7 Update (E#1) %I+, 1%$% Local (Ah) {4 File Location (STHAIE) .
B Browse GXI¥E) , AEFFAMIEFE MG, AEH8T Upload (EH) .
LEEMG, 157 Update Details (EFNFMEDR) o ERSNELEZ iDRAC MEHTHRERKTE.
WRE GG ERFH TR LS, Contents (WA FPFRER— 1+ EiR, HALTFZEHRGTHE
BZHEB, RAZEMAETERES. HEEFRAMNTREHRANES.

5 EEZEEHMNEGSCHEHRITIATE—RE:

- NTFAFEENARZERSISHE MRS, 8T Install (232 . 90, iDRAC B2

- WFEEFHNREEHSISHEGMIE, 1583 Install and Reboot (LZEHEHSIS) 5§ Install Next
Reboot (TFREFFISATRZE) .

- EEGHEHESH, 158 E Cancel (BUED o

By EaREE—EHRIGEH SR LB, NASRHMOEHXHATHIER. KRENEHREXHNE
AW

fEBEE Install (%) . Install and Reboot (Z#EHEZF5]5) DX Install Next Reboot (TREHTSIFATR

%) B, ¥EREE Updating Job Queue (IEFEEFHEAPRATD .

6. & JobQueue (/EMBAF) E/R Job Queue ({ENLFAT) TiiE, FEULLFTAEFRMEIR M ERMEFES,
HEE 0K (FE) RIFHAITEHEREEGEHRES.

By ‘EORKREXEHMAUEFLAE, WRER—FERBESFAAEE LBENNEREER.

SR LB IR EMEHE (HPEEEMEI DUP FiEEURAFH#EAR A DUP MER) TSN EHEH.
4 iDRAC EIZEIMEXLZMNEH KW ENHEMA, FER—ILLERSE, ERHETHETREH. RE, &
ALEEH RGN AR ENE S EFEETHNER.
EEREEERITER AT, 5HR:
EMKEZ (CIFS T NFS) FElEEFME (EPFEEET Windows FIEFEEE (DUP) IR BRXH)
MRAEFEERAFPENHE R, MEIAER T4 Catalog.xml,
2 /3 H Lifecycle Controller.
18R A AR SR B BR LU E k% iDRAC MR RO E 4 .

BEREREEMMEEEN, BERITUTERE:

1. 7£iDRAC7 Web RE™, ¢ Z Overview (#fiA) — iDRAC Settings (iDRAC i#&E) — Update and Rollback
(EFFER) .

A% & 7~ Firmware Update (E#-F#) T1mE.
2. 7t Update (FE#) Ik, % Network Share (#%+t=) £ File Location (THEALE) -
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£ Catalog Location (ERE) oA+, MAMBZEENIFAEE.
BEXEFENIER, 1555 /DRACT Online Help (iDRACT BAHASEN)

83 Check for Update (A&EEHT) .

1% 7£ Update Details (EFTFMER) MATPEER—IEERE, EHFIE T HAIEHFR AN EEESH

AT FAE R A .

Ky & EREEREFIESEHEFTER TRAERCREBHNEMNEH, AFZIHOEME
.

TR EMAPITUATREZ—:

- MNTAFEZNRGERSISNEMREG, FRE Install (R . Hlan, d7 BHCH

- WFEEFHNREEHNSISHEGMIE, 1583 Install and Reboot (LZEHEHS|S) 5§ Install Next
Reboot (TREHSISFAZRE) .

- EEGHEESH, 1583 Cancel (BLED o

IR Install (&%) . Install and Reboot (REIEHEHTS|S) X Install Next Reboot (TREFHTS| SRR
%) B, BEREE Updating Job Queue (IEFEEHEMPATD .

B Job Queue ({EMBAZY) 7= Job Queue ({ENLFAF]) TiiE, UL UAEFMER S ERMEHEH,
S Ed 0K (FE) RIFHAINAHERERGEHNRS.

EF FTP EHEH
AT LB HEM iDRAC 4R Dell FTP 3b S sl R E A FTP S S ABITEIE E#H. ATLUER FIP s FET

Windows B9k ¢+ €1 (DUP) FIRT BB R, A2 B E LR iEEE.
EERERENTER AT, EHRR:

2 /2 H Lifecycle Controller.
IR A RS SIEHIN R LLE#FR iDRAC SN & RO E 4.

EER FTP BHEMH, HBITUUTRE:

1.

7£ iDRAC7 Web R, % Z Overview (#fiR) — iDRAC Settings (iDRACi&E) — Update and Rollback
(BHFMER) .

Itk B9% B 7~ Firmware Update (E#E#) TE.
7€ Update (EEF7) iR+, %3 FTP {£4 File Location (3ZHAIE) -

7£ FTP Server Settings (FTP fRZ8318E) #4rr, WA FTPFMEE.
BEXLEFERMIES, 5218 iDRACT Online Help (iDRACT BX#EEEH)
# Check for Update (RRZEHT) .

E#5ERE, Update Details (EFTFMIER) MO ER—ILLERS, HPERT HATE AT
B B AT A E bR A

By ‘& EUEBEREFTAIEMEFTTERTRARRERERHNEMEN, HTZIHNEME
#o
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6. EFRFIREEMIAPITUTRIEZ—:

- MNTAFEZNRGERSISHEMREG, FRE Install (RF) . B, d7 BEHCH

- RT?m%IM’%@Ei*ﬁEj|—rE’]|El1¢HR1% 158 & Install and Reboot (*"*#i#ﬁ?l—r) % Install Next
Reboot (FREHS|ISHIRE)

- EEUEEHEH, BRiE Cancel (BGH)

EGBE Install (£238) . Install and Reboot (REHEFSIS) = Install Next Reboot (TREFTSISH =
) i, BEREE vpdating Job Queue (IEEEFEABAFD .

7. B Job Queue (/EAVBATY)) E7R Job Queue (fEMLPATI) TIE, FELLTTIAEBMEIRSMERAIE R,
HBE 0K (FE) RIFTSEITEAEEE A ERERTS.

ﬁ‘ nmf YN ER EE
TEIEEH
X B shE S EH

{3 RACADM EFig & E 4

E £/ RACADM BT &ZEH, 151 update Fad. BXEZER, 15517 dell.com/support/manuals £12
#£8Y9 RACADM Reference Guide for iDRAC7 and CMC (i& F-F iDRACT7 #1 CMC #9 RACADM &£35F)

P

EEAEREMEEREEBRE, HEAUTHS:

racadm update - f catalog.xml -1 //192.168.1.1 -u test -p passwd --
verifycatalog

%?’iﬁﬁﬁmﬁile.xml EABRXHENERATNERFRENTIEERNESN, HFITEEZERSS, BE
[y ‘ﬁiﬁ:

racadm update -f “myfile.xml” -b “graceful” -1 //192.168.1.1 -u test -
p passwd

E7#H Catalogxml 1E5 B RXHRIER T FTP B EMEERNITHREEANES, BERUTHS:
racadm update -f “Catalog.xml” -t FTP -e 192.168.1.20/Repository/Catalog

THRIBEIE G E

TR A2 E R TEVE & 91X LUE iDRAC 1 BRI fF S #f. DRAC 7ETHXI A0 B HAFNET [EEX 2 18 E #W
iﬁﬁ (CIFS 8 NFS) Z FTP, #EMNERHNAMEFREERNEH. TERSF LHESIHFES
KT RRB|[/NERANE L FHIE G EHNES.

R B7EH iDRACT Enterprise IFAIERYE R N A R E R BEEH -
fEaT UE A iDRAC Web R E sl RACADM itXI B EhE 4 E 5.

Eg & AR 1P sttt R BRI EH E .
*E*%E?%

é‘uﬂ MEEEE

£/ Web A ETXI B2 E H-EH
EfEH Web FEITXIBFEHEH, BEHATUATRIE:
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Ey EOREHNTEEHEL, FNUET—MHEEHEL. HOBZFLSERSRITXIME

A

7£ iDRAC7 Web RE S, % Z Overview (#i®) — iDRAC Settings (iDRAC i%&E) — Update and Rollback
(EFFER) .

A% & 7~ Firmware Update (E#-E#) TimE.

2. B3 Automatic Update (EEIEHD EIF.
3. 1%#% Enable Automatic Update (BRI BEIEH) £,
4 EEUTEHAENEEEE FENERE R EEH5ISRS:
- HRIEH —EFEEHEH, BAEHSISHRSSE.
- HRIEHRHENSISERER S FEHEHERARSHENSIS.
5 EEUTE—TLUEEEHUSIAE:
- R —FRREMEHLZ (CIFSZNFS) WERIXH. MAMEEZMNENIFMEER.
- FTIP—f&£A FIP i SR B R, A FTP S i¥aER.
6. IRBEDSE S FMITHIEE, MAMEEES FIPRE.
BAEFERMIER, BS1% IDRACT Online Help (iDRACT BEHLESEN) »
7. 7£ Update Window Schedule (EFIEOTXD o, EEEHEFRIENFRETEMEFNNE (BX,
BREBA—R .
BXREFEMIER, 5517 /IDRAC7 Online Help (iDRACT BEHLESEN) ©
8. i Schedule Update (i+XIEHT) .
BAEELATIFRET— MR EL. EEFEUHE—NEFAFHEEIHE, HOET—FEE
1k,
{8/ RACADM X B ZhE 4 EHi
EtamEHEH, BERAUATHS:
- ERFRBamEHEH:
racadm set lifecycleController.lcattributes.AutoUpdate.Enable 1
ETEAEHEHRRRT:

racadm get lifecycleController.lcattributes.AutoUpdate
EH R E G EFIRIE R A BT ) R SRR

racadm AutoUpdateScheduler create -u username -p password -1 <location> [-f
catalogfilename -pu <proxyuser> -pp<proxypassword> -po <proxy port> -pt
<proxytype>] -time < hh:mm> [-dom < 1 - 28,L,  *’ > -wom <1-4,L,  *’ > -dow

<sun-sat,’ *’ >] -rp <1-366> -a <applyserverReboot (l-enabled | 0-disabled)>
fian.

- ZEEMA CIFS =BT EME M
racadm AutoUpdateScheduler create -u admin -p pwd -1 //1.2.3.4/CIFS-share
-f cat.xml -time 14:30 -wom 1 -dow sun -rp 5 -a 1

- ZE{EF FTP BB HE -

racadm AutoUpdateScheduler create -u admin -p pwd -1 ftp.mytest.com -pu

puser -pp puser -po 8080 -pt http -f cat.xml -time 14:30 -wom 1 -dow
sun -rp 5 -a 1

EEEYAIEE#TR:

racadm AutoUpdateScheduler view
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BRH BB ER:

racadm set lifecycleController.lcattributes.AutoUpdate.Enable 0
EERITRIERES:

racadm AutoUpdateScheduler clear

{#F CMC Web FEEHE

TR AE A CMC Web A E E# A T 71 Fr AR 5525 89 iDRACT Elf4.
f&£ /M CMC Web # T & #f iDRACT [Ef:

1. %EFF CMCWeb RE.
2. % ZE Server (JR%EE) — Overview (HEik) — <server name>.
FEENS 2 7R Server Status (ARFZEIRZS) TE.
3. B LaunchiDRAC (/Z%7iDRAC) Web FEFH 1T iDRAC Firmware Update (iDRAC EHEHD -

£ iDRAC7 Web E H & 3iE 1

{£F9 DUP EHE 4

£ 8 Dell EHTEH-E (DUP) BHFIE A, 1E#R:

© REHBA IPMI MZERZERHNIEF.
MREBRNERLIEIT Windows 1ER S, BHFHRAEN Windows Management Instrumentation (WMI) BR 55

sE: 7€ Linux B {EH DUP AN FITE B %7 iDRACT B4R}, SnRERIFEHIEPFE R usb 5-2: device
descriptor read/64, error -71 (usb 5-2: WHAMRFFIEE /64, #HR -71) Z2HAHEIR
158, 528K,

MRAGRET ESX EEIERF, M TEEITHI DUP XX, ERMRER AT a5 £ 1% 1E "usbarbitrator” AR 55 :

service usbarbitrator stop

f£F3 DUP E#TiDRACT:

1. ETREMMERZTH DUP HEZERKZLEBITE.
2. i&fT DUP.
BEHEEH. BUEHNTREXTEERBHERLK.
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£ F;E 2 RACADM FE#E 4

ZE{FHix#E RACADM #H1TEH:

1. BEHME TEEZ TFTP =k FTP AR 5528, flan: C:\downloads\firmimg.d7
2. IZfTLATS RACADM %
TFTP AR5 8%
- £ fwupdate #45%: racadm -r <iDRAC7 IP address> -u <username> -p <password>
fwupdate -g -u -a <path>
Hrh path 2 TFTP PR$585 L F 44 firmimg.d7 B E .
- f£F update #5%: racadm -r <iDRAC7 IP address> -u <username> -p <password>
update —f <filename>

FTP BR&588:

- {¥F fwupdate ¥54: racadm -r <iDRAC7 IP address> -u <username> -p <password>

fwupdate - f <ftpsrever IP> <ftpserver username> <ftpserver password> -d
<path>

Heh path 2 FTP BR 5525 L7 4% firmimg.d7 BRI E .
- f$H update #%: racadm -r <iDRAC7 IP address> -u <username> -p <password>

update —f <filename>

BXEZEE, 1557 dell.com/support/manuals _E3Z24E8Y RACADM Command Line Reference Guide for
iDRAC7 and CMC (i&FF iDRACT 1 CMC i RACADM #4175 #455) T8 fwupdate 454 .

{& A Lifecycle Controller iZF2PR 5% EHE 4+

B x{EH Lifecycle Controller Remote Services EFEHHIES, 1FS (7 dell.com/support/manuals EIEHEAY
Lifecycle Controller Remote Services Quick Start Guide (Lifecycle Controller Remote Services RN THEE) -

EEMEE M E

EAUSEH ML, SERENEN L. XE— M FTh. £ TOREHN ST MHEA
AR,
R

3

& 1% %

£ iDRAC7 Web R EI EEMEIR T ELEHT

Z{FH iDRAC Web EEEFHXIEWHFIER, EEZE Overview (HER) — Server (FR%5E8) — Job Queue (fE
MEBAFI) . Job Queue (4EMBAFI) TiE E 7R Lifecycle Controller {El AT 4R BIIRTS . BEERFERNE
B, 1555 /DRAC7 Online Help (iDRACT BX¥LEEEN) .

AN, EHEFHEMEL FH B3 Delete (MR - RGLRIFTTIEF EM Lifecycle Controller {E:MlBAFI 72
FREmE(ENr . ISATAE TR EF S| SHABIMER T S HIAZITRIE . & REEMIBRERNIEN, BURZSHA Running
(EETEIEIT) =% Downloading (IETETE) BEML.

B R Server Control (BRSEEEIEH]D HUR A GEMIBRIEM! .
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{£F RACADM EEF M EB M EEF

E A RACADM &EF DM EEEHT, 151 jobqueue FHd. BAEXELR, 1557 dell.com/support/manuals
HAR 1B RACADM Command Line Reference Guide for iDRAC7 and CMC (& F-F iDRACT7 F1 CMC &Y RACADM %34
T5ERR -

BRI FE

& A LAER iDRAC 3 Lifecycle Controller iSRG EHE . AIEE—RXREEMSISHITE MEEHE
HELR.

EMELRIE R S— N R ERITERN, MATERES. flan, nREHSFE R Lifecycle Controller GUI B, &
A LA{E A iDRACT Web R HE ELRE 4.

TR AU T EARATEHENR:

iDRAC

BIOS

M4 Ok (NIC)
MR % (PSU)
RAID #5128

4 % 78 Lifecycle Controller, 2Hi. JBzhiZR-EH CPLD ITEIMHFEIR.
EERE SR, ETRR:

EEELE E% iDRAC ElEHIALR .
B RS EIEHIN RIS /B A Lifecycle Controller SRER{E(T iDRAC Z 7N EL M i & BIE 1 -

A LUE R T O ER B R B 2 AT R AR AR :

iDRAC7 Web R HE

CMC Web &H

RACADM CLI (iDRAC7 #1 CMC)

Lifecycle Controller

Lifecycle Controller SIT#2PR %%

PSS 3

{$ 3 iDRAC7 Web & i R E
{#/ CMC Web R EELRE 4
{$ F RACADM [51;R[E 14
{$ F Lifecycle Controller B3R E
&£ A Lifecycle Controller-Remote Services BSR4
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{& F iDRAC7 Web B EEIRE
BEFEEE G, EHITUUTERE

1.

7£ iDRAC7 Web REH, % = Overview (i) — iDRAC Settings (iDRAC i&=) — Update and Rollback
(EHFEFR) — Rollback (ER) .

Rollback ([E%) MENSERETLUAREREHMNLE. BAILERREAR, KEKMEE, HIIRE
B E 8RR A AR BT F B Bl ER AR AR

2. EEAREANERHEREHHIEE.
3. IRIEFTIER ., EiE Install and Reboot (REHEF51S) 3k Install Next Reboot (TREF TS| SAIZR
#) . NR{NiEIFE T iDRAC, MEF Install (£%) .
TER 8 Install and Reboot (R ZEHEF[5|5) X Install Next Reboot ()X ZEF 5| SRR AT, KER
;B2 “Updating Job Queue (IEZESEFR{EMBAT) ” &
4. B3 JobQueue (fEMVBAFID) .
%2R Job Queve ({ENLBAT)) T, BAAEHSPEEMEERCE ZHNEHER.
E E
- HEEFREX TR, BIEEEFETE, ERERLSERSBERIT.
- tNRJIZIDRACT BLE EI NERIAE, N£I%IDRACT IP it Fig A 192.168.0.120. AT LAE L IP
i@i iDRAC7, Bk {EFA s RACADM 5 F2 (T2 RACADM EZEMLEi4 a4 PR ) =#ELE iDRACT
k.,
EUTEATHEERERER:
- BB ELR IDRAC LUIMEMIE AR 5 2515 HIHR, 2% B E% iDRAC EHFHIEC EHR
- EHEREES—ISEPHRIT.
- BEREEETHEFREHRELTEITRES.
R Lifecycle Controller B2 AT REIRTS, FHEEEK )9 iDRAC LUSMNUETEZHITE M ELR, W
7£ /2 A Lifecycle Controller B18 & RAE M AV EE&H S
{#/ CMC Web R ELRE 4

ZE{FH CMC Web FEELR:

1.
2.

R F| CMC Web HE .

4% % Server Overview (PREEFHEA) — <PRE/EFM>.

FEENS B 7R Server Status (AR EIRZS) T@E.

B3 Launch iDRAC (JZ31iDRAC) HMITIEFEHELR, n{EH iDRACT Web R ELREH—T k.
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{& F RACADM EIZE &
T(E A racadm ERIB B, BHITUTRAE:

1. {#H swinventory & ELZAR7SFN FADD:

racadm swinventory

SFEAREBREHRIESE, Rollback Version (BIRA)WAA Available (AT . B, iEid
3% FQDD,

2. FAUTHSEREEEH:
racadm rollback <FQDD>

BXE%EL, 1EE7 dell.com/support/manuals 3R 1H) RACADM Command Line Reference Guide for
iDRAC7 and CMC (3EF3F iDRACT 1 CMC Y RACADM 6 &1TE&%45/E)

{4 Lifecycle Controller ERE

BXIER, 15217 dell.com/support/manuals LR LAY Lifecycle Controller User’ s Guide (Lifecycle Controller F§ &
&/ -

{& A Lifecycle Controller-Remote Services EIR[E 4

BXIER, 15217 dell.com/support/manuals _EIRHERY Lifecycle Controller Remote Services Quick Start Guide
(Lifecycle Controller Remote Services RIEXNITIEE) -

1% & iDRAC7

iDRACT B MRIER SIS, LUB{R IDRACT AI5| 5. MRBMIETMILAREMEEIR, SRIEELTHE 3]
Bz
iDRACT 5| SI2F£ 1N B R BT 5| SHIRRE .

R EBRSFIRS LED 2R kTS uké’\] 172 #ESRRINNR.  (LED 8 RATALFHZR X FIE X AR SERIE
&, BAF7IRNARSHRNIER.

« SISIEFMTELEELRIESD %n“ﬂi"%o
+  f¥M Windows B{ERGHF SD Figx1L A FAT 483X, &R Linux BAERGIGE RN A EXTI 8.
« 4% firmimg.d7 £%I% SD .

1% SD FHIEARSE =

© 5ISEFSEN SDF, ENKREY LED 5 RATEMRERIRIAE, 1R firmimg.d7, E#i%wi2 iDRACT, RF
E#5/ 5 iDRACT.

£/ TFTP AR5 35

AT LA A 8 R S R AR s (TFTP) AR 3528 Sk A2 sk P& 2% iDRACT BIfF Sk REIEH . 1% 1N FE SM-CLP 70
RACADM #5217 E F FF /7 iDRACT W& 30t . TFTP AR &5&5+71{% B iDRACT IP it 3k DNS &Rt 1TiiE].

Ky i RIGER DRACT Web R ERIEHNERAMEMBIH, NFFH TFTP BR5E.

7£ Windows 2% Linux 3ER% L, BAILUERA netstat -a w4 REE TFP RREBESIELIEIT. TFTP #I2K
AR A 69, GASR TFTP BRS52ER1 “’i BHITUT#EZ—:

© EMSK EEREMIZIT TFTP BRSZA9TEMN.
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HERMIERE LR TFTP fRS525.

FR AR S AFECE X

AN RSEE, SIFCESEAM (H1a0BI0S. RAID. NIC. iDRAC. Lifecycle Controller FIR4%F+
(NDC)) EREFAEHIUER, URXLEAHNEERE. SMRMETQFEEERERIE. ERMEFIEBH.
IR ONE—NH. ATLUIZS R FE] vFlash SD R M4g3t= (CIFS 3¢ NFS)
ERIAB AT ETE—XR, BAMNEHFARSHFIRENEREMR.
1 ThEEC IKB1F 0], iDRACT Enterprise FaJTER L LL THAE
EWITERRIEZHT, 1BTHRE:
/2 A Collect System Inventory on Reboot (CSIOR) (EHi5| ST E R G 2R EM (CSIOR) £, #NiR CSIOR
LTFEARS, HEERHERRE NEERUTHEHR:
System Inventory with iDRAC may be stale,start CSIOR for updated inventory

ZE7£ vFlash SD R ERITEG, BHITLATHRAE:

- AN BEMIEK Dell £3EFHY vFlash SD k.

- vFlash SD FEBE BT B FHEEH .
EMHEESEMENR SRR, BEEEE, URTATENRSHBEE CHIRIENE G .
FHINEHCICRE Lifecycle A&

PSR
eIt SBEE
SNBSS BELE

£ iDRAC7 Web R E &1 AR 250 E

EfEF iDRACT Web FE &M RS R[ECEX M, FHITATHRIE:

1. %% Overview (#5£) — iDRAC Settings (iDRAC i&=) — Server Profile (PRZEEELESCH) .
ItkB4% 2 7= Backup and Export Server Profile (Z3F1SHARSEEECH) NHE.
2. EEBUTERZ —REEHCHMRE:

- Network (FI48) , LA7E CIFS 8 NFS # = _HRE & Hiv% .
- vFlash, LA7E vFlash £ H{R7E &9 301G
3. MAEMXHZFRMZEER (k) .
INRIESE Network (L% EATHLE, BRMAMERE.
BEARFEWNIER, ES1T IDRACT Online Help (iDRACT BE#ESEN) .
5. BE TAIEH.

EINMRIERTN, ERTLIFE Job Queue (fRMLFATY TUE EEBRES. ERINRIEE, BaEEENNESR
BEmxXH.

{£F RACADM 17} AR 55 25 AL & XX 4

Z 1§/ RACADM &1 PR S =[ECE L, 1L systemconfig backup F&H <. BXEZESR, ESI1 dell.com/
support/manuals 328 RACADM Command Line Reference Guide for iDRAC7 and CMC (i&F-F iDRACT7 &1 CMC
i RACADM #21T&E 4D -

R BB AR F AR EC E S
TNEAMIETFR—X, ASARTHERMRS BREEHEHR.
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AT RIBRF R EX B &M <, HR:

« BB H Lifecycle Controller 1 Collect System Inventory on Reboot (CSIOR) i£1T .

@J)TJFFII—J%HTIEHTMM(NTP) FEEEEREASEMETRMEL ARSI TRE R T— M RE A6
ER)E]

ZE7E vFlash SD F ERITHEG, BHITIATHERLE:
- AN BREMIEK Dell £3FH vFlash SD k.
- vFlash SD R BB BB B EEZ M.

By & AXHEER IP6 BT RIBRSREECHF AR ES.

£/ Web REITRIARZB[EE L HBzEH
ERIBRSSBREXHEBNEN, BRITUUTERE:
1. £ iDRAC7 Web RE™®, % Z Overview (#fi&) — iDRAC Settings (iDRAC iZE) — Server Profile (BR%52%
EEXH) .
Itk B4% 2 7= Backup and Export Server Profile (Z{3F1SHARSEEECH) NHE.
g Automatic Backup (B &) &R,
j%3% Enable Automatic Backup (/&R Bz&#) %
EFU T IET 2 — R FZ0 MG

- Network (PI%%) , LA7E CIFS 8¢ NFS = HRE &M .
- vFlash, LATE vFlash £ LIRGE &S TS .
5. MIAZMXHRBMMBZE (AR .

6. WNRIEFF Network (R ERTHAE, NMIMANEIZE. BXXLEFERNESR, 15SY IDRACT Online
Help (iDRACT BX#1E38M) .

7. 7£ Backup Window Schedule (FMEOITXD Mo+, BERMDRIENFHEEENGE (BX. EBASS
B—=0 .
BERFRIEE, 15518 iDRACT Online Help (iDRACT BAHLESBA)

8. % Schedule Backup (iXI&#H) .
ERLFATF, FAEEEIERT—MTRIEMHRIENER BEAMETE . EESELMNE—NEZFEE

Ao, BEET— M EEERAEL . ETXIE B EITAR 5525 & S & 10 18R 1E
{£ /3 RACADM +XRIRR S RBECE L H BB & 17
ERABHER, BEAUTHS:
racadm set lifecyclecontroller.lcattributes.autobackup Enabled
EiItRRSBRREHER, BFEAUTHS:

racadm systemconfig backup - f <filename> <target> [-n <passphrase>] -time
<hh:mm> -dom <1-28,L,  *’ > -dow<*,Sun-Sat> -wom <1-4, L,  *’ > -rp <1-366>-mb
<Max Backups>

EEEFLREMITR, BEAUTHS:

racadm systemconfig getbackupscheduler

EZRBENEDINE, BEAUTHL:

racadm set LifeCycleController.lcattributes.autobackup Disabled

EEMREITR, BERUTHS:

racadm systemconfig clearbackupscheduler
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BXEZELR, 1527 dell.com/support/manuals 12 {£AJ RACADM Command Line Reference Guide for iDRAC7
and CMC (GEFF iDRAC7 #1 CMC B9 RACADM # & 1T %45/E) -

FARSFREEX

AfERZFNIREXHEE—GRSFIAEEEGHEREENRSZFNEEMEGSN 2R , BXFEHHS
SRR

SAIRERRIZI .

FE: M TFRRRE, RERSGENSHEDHREFEVTAER. TREEERTFHERAEMTRE—A
B (flnfEREE) MEFERSGES (BESNXETHFE . RAGREHATARMNAAE, MR
ST E#FITESH BIFT R EFE{C R R Lifecycle HE

HITESNREZRT, HIRTSEBR T Lifecycle Controller. ZAREZEF Lifecycle Controller BT B 1S NIRE, BE
TUATHEE:

Lifecycle Controller is not enabled, cannot create Configuration job.
LYENRMECLKE#HITH, MEBXBHENRE, BERUTHRER:

Restore is already running

SANEHBIRFRTE Lifecycle BE

xR
7 EREIRE

{$£ K iDRAC7 Web A F AR SFAxEC B X

EfEH iDRACT Web FE SRS R[EEXH, FHATATHRIE:

1. %% Overview (#E&) — iDRAC Settings (iDRACi&E) — Server Profile (FRZEEECESCH) — Import
BN .

1% &7~ Import Server Profile (SNRSBEEXH) A,
2. EFUTE—TREZNIHHLE:

- Network (JI4%)
- vFlash
. MIASNEBNEEREE (A
4. #nSRi%EIFE Network (L) EACHE, EMAMELE.
BXREFERIER, 15SI% /DRAC Online Help (iDRACT BXHLEEEN)
5. 79 Virtual disks configuration and hard disk data (FEI\REZEEMEZEIE) EFEUTEH—IT:
- Preserve (fREE) — {REE RAID 5. EIARLE ., ITHIBBHENRGETNBESNE, HHHSHIREL
ARG REERRTHE RS

- Delete and Replace (MIPRFHE#) — 1% RAID K5, ERHE, EHREENRSGTNESILEEEM
f, FAZMISSTHRRBES R,

6. & Import (BN .
REBREEXHESNRIEECBE.

£/ RACADM S\ BR35e5B B3¢
Z{FH RACADM S NBRESBEE 0, i5{F M systemconfig restore 54 . AXELIEE, 5257 dell.com/

support/manuals 32 #t89 RACADM Command Line Reference Guide for iDRAC7 and CMC (&P iDRAC7 1 CMC
&) RACADM #41T8%E15/)
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B FRARAENR

B RIRAEIRF 792

ENRGEXH.

&35 B A THEIR Lifecycle Controller,
ENRGATI -

W ERE A E R R T RS
ENRGEXH.

iDRAC E - fific B X /R id725E

iDRAC EFTB TN
EREMENRGITHIUREEETE.

ﬁﬁl Hith R ETET B NS5N iDRAC?

#ATLE R Dell Management Console 5§ Dell OpenManage Essentials Z5#% 1450 iDRAC7. #3352 AT LUE A Dell
Remote Access Configuration Tool (DRACT) 325 #% iDRAC, FEFEHLARKZIZE Active Dlrectory BXERELE,
BESAMEMMAFIERE.

© NP e R W
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Bt E iDRAC7

i@id iDRAC7 FTECE iDRACT Bt RERFPURKREER, UBITRIEEERES.

B E iDRACT 2B, &R CECE iDRACT MLEEMZIFMNIERE, HECEMZEMIFAIIE. B 5% iDRACT
PRIRIFATRIINEEME 15, 1FS 1 EERIFANE,

AT LUER AT 75 7AECE iDRACT:

iDRAC7 Web R H

RACADM

IERRE (3ESIR Lifecycle Controller Remote Services User’ s Guide (Lifecycle Controller Remote Services
P¥ERED D

IPMITool (iE£[7 Baseboard Management Controller Management Utilities User’ s Guide (Baseboard
Management Controller 232\ F2F A AR )

W E iDRACT, THEBUTIATHRE:

1. %&3RE|iDRACT.

2. MBELE, EHMEEE.
R ECE B iDRACT MK E, I57E iDRACT IP #hiihig BidF2h{#F iDRAC & B ARTERF, RE
RS SE.

BC & ifi5] iDRACT B A

FLERERE R,

MELE, BRERGFNE.

mENE, BLERXANMLEERETL (NTP).

323712 iDRACT ML MR kB /5 3%:

- IPMI =% RAC &1T
- IPMI Serial Over LAN C(IPMI LAN E&4T)
- LAN EIPMI
- SSH g Telnet & Fiif
KB EIES -
. AInFIECE B BRAY iIDRACT A F.
10. ECENEFAEFHE4ER. SNMP BERER IPMIE4R.
1. WELE, WEIE LRKE.
12. BRLEXEERS.
13. WELE, BREELITHEFELEE.
14. WBELE, BE vFlash SD F.
15. WELE, BREE—3ISHEE.
16. AL E, 1% 0SIREH IDRAC HiE.
iEP S
% iDRACT
& MEBIE B

N o o P~
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FLERS
e B B AR R
WEFERGNE
FC B ASXA0 NTP
¥ & iDRACT JB(E

LE Pk P IR
EE A E IR R
BRERERESE
Ao 8 HH# FE IS &
EREMN R
18 vFlash SD £
RES—35|51
B FBS A 0S B iDRAC Hi#
B E iDRACT LAAEEIR

ﬁg |DRAC7 1nlL,\
EAI A EE iDRACT FUE KB
1§FH Web %EEE |DRAC7 1I=ll|_.\

7£ iDRAC7 Web RE T, E%E 3 Overview (#£¥T) — iDRAC Settings (iDRAC&E) — Properties (BM) , &
ESDRACTHEKUTER. BXERBMNIER, 1ESF IDRACT BHLZ7E]

WELR
T8 4 0 ] 5 hig A<
RATE S E N
RAC B+g]
AT REHERNSIEH
Eﬁﬁzlﬁﬁl
LAN & F B B AR
IPMI Rl s

- APAREmREEER
Mg E
IPv4 & E
IPv6 X E

{§F3 RACADM & & iDRACT 582

Z{#F RACADM #5& iDRAC7 158, &% dell.com/support/manuals + RACADM Command Line Reference Guide
for iDRAC7 and CMC (3& F3-T iDRACT 1 CMC A9 RACADM #4175 #45R) HIRMA getsysinfo & get F&p
A3 =

713‘52515:%\0

B E

{3 iDRAC & E /A2 FEBCE iDRACT ME G B, RIEALLAIE iDRACT7 Web . RACADM, Lifecycle
Controller. Dell Deployment Toolkit #1 Server Administrator (5| SZEIRMERGR) BEURE. HXTEMRE
Eﬁfj-ﬁééﬁﬂnu’ 'LIEI |7EM:E,-‘_E’JFHF$ T"_Ja

ZE{FH iDRACT Web R =k RACADM & MBI E, LA E A Configure (ELE) R,
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By & ESMERER RS REIEE iDRACT BRIP4 E & 4 -

&/ Web & HE S MLE L E
B2 DRACT MR E, HHITUTHRIE:

1. 7£ iDRAC7 Web R, % = Overview (&) — iDRAC Settings (iDRACi&E) — Network (&)
BEEN4S B~ Network (P4%) Timd.

2. IREGHERIEEMKZE. FARE. IPv4. IPv6. IPMIF0/3% VLAN & B H 55 Apply (A
YR 2% $E Network Settings (P4&1&E ) TAYJ Auto Dedicated NIC (EEZIER NIC) , M2 iDRAC J$H NIC
EIFMEAXZLOM (1, 2, 38t 4) FEA7EDRAC T NIC L#&MZBI4%5ERT, iDRAC S EH NIC iEIFE R fE
FAEHR NIC. tnR7AEE A NIC LHNAR5E4E, N iDRAC FALZ LOM. MIZE NIC H1#R2IEH NIC U8
Bf R ER, MMER NIC 3E|E= NIC AU#BET 9 30 #. BTLA{E R RACADM g% WS-MAN B B it #8A7E

BXEFERMIER, BS1T DRACT Online Help (iDRACT BE#LESEN) .

{ F Z<ith RACADM & MI4& & &

EERATRAMERMEIIER, BFEANUATHS:
Eq & &RILUS getconfig 7 config <5k get 1 set <5 RACADM SRFECAEH .

* {¥H getconfig #%: racadm getconfig -g cfgLanNetworking
« {FH get®%: racadm get iDRAC.Nic

EFF DHCP 3878 IP thilk, BFER TEAHSBEAXTS cfgNicUseDhcp 2 DHCPEnable /3 ALk Th&E:

« {¥H config ®%%: racadm config -g cfglLanNetworking -o cfgNicUseDHCP 1
* {FHset#4$: racadm set iDRAC.IPv4.DHCPEnable 1

TR BANT R & SR E AT LAN Pl R

«  {¥H config &%
racadm config -g cfglLanNetworking -o cfgNicEnable 1 racadm config -g
cfglanNetworking -o cfgNicIpAddress 192.168.0.120 racadm config -g
cfglanNetworking -o cfgNicNetmask 255.255.255.0 racadm config -g
cfglanNetworking -o cfgNicGateway 192.168.0.120 racadm config -g
cfglLanNetworking -o cfgNicUseDHCP 0 racadm config -g cfgLanNetworking -o
cfgDNSServersFromDHCP 0 racadm config -g cfgLanNetworking -o cfgDNSServerl
192.168.0.5 racadm config -g cfglLanNetworking -o cfgDNSServer2 192.168.0.6
racadm config -g cfglLanNetworking -o cfgDNSRegisterRac 1 racadm config -g
cfglLanNetworking -o cfgDNSRacName RAC-EK00002 racadm config -g
cfglLanNetworking -o cfgDNSDomainNameFromDHCP 0 racadm config -g
cfglanNetworking -o cfgDNSDomainName MYDOMAIN

+ fEMset@d:
racadm set iDRAC.Nic.Enable 1 racadm set iDRAC.IPv4.Address 192.168.0.120
racadm set iDRAC.IPv4.Netmask 255.255.255.0 racadm set iDRAC.IPv4.Gateway
192.168.0.120 racadm set iDRAC.IPv4.DHCPEnable 0 racadm set
iDRAC.IPv4.DNSFromDHCP 0 racadm set iDRAC.IPv4.DNS1 192.168.0.5 racadm set
iDRAC.IPv4.DNS2 192.168.0.6 racadm set iDRAC.Nic.DNSRegister 1 racadm set

iDRAC.Nic.DNSRacName RAC-EK00002 racadm set iDRAC.Nic.DNSDomainFromDHCP 0
racadm set iDRAC.Nic.DNSDomainName MYDOMAIN

E4 E: 2R cigNicEnable 5 iDRAC.Nic.Enable 1% & 73 0, MBI /S A DHCP, iDRACT LAN th&4bF 2 AR

N o
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BCE IP HiE#0 IP PHE

FR T RFIIEZ S, 1715) iDRACT FHER A TiEIN AR I E S R &1t

IP 53 PR3/ 18] iDRACT HUZ Fimfd IP HiSERE . B EAERMN IP it S5 ERSEER#ITIR, HR A
3k B Management Station (E IP it FiZSEEIA) #9iDRACT if1a). R EMEFIEKEBIEHIEL.

IP BRE AT EHZSHHE K B E IP Ml B RABORE LR, FB5iE (SRMELE) ZtbitETUEMRESEERE
% iDRAC7. B1¥E:

- RIFHBEREBORE.

- XXM A ERIRESEE (AR ABAD .

- HKPEZE IP it AR R ITFRMOR BUE T BB SIEAORTE] (LARPARLD .

BEEHE IP LB RABORBNRR, BIHRBEERTHRFPIER. HAFPRIERE, KMALIER
BHOER, HERBHRRIBEES.

F:RRBEE PG P I EREAHMELE, D SSHEFIHSERUTIER: ssh exchange
identification: Connection closed by remote host (ssh exchange AniR: ERHITRE
FHKAD

sE: anREBEF Dell Deployment Toolkit (DTK), BXANBRAVIZZ2IEEIR (Dell Deployment Toolkit 5775
#) o

{53 iDRAC7 Web R HECE IP i FEH0 IP £45i
1R AEL S IDRACT BUBUR A BEHITIX LE 518,
BLE IP 3T 3EH0 IP HH4-

1.

4.

7£ iDRAC7 Web S, %% Overview (#¥2) — iDRAC Settings (iDRACiZE) — Network (P&
Network (F%%) .

FEEN< 27~ Network (FI4%) T1E-

# 3 Advanced Settings (BBZIXB) -
FEEN4 &7~ Network Security (FI4&Z&£14) T1MH.

18E IP T IEFEBIRE.
BXEIERMNES, BSR (DRACT BHI#E) -

g Apply (RIRD REIRE.

{5/ RACADM i & IP k7N IP fH %
B BRLE iDRACT BURBR A BEHUTIX L S IE,
ER/CE IP fHiEF0 IPFHZE, EFEHA T RACADM X5
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{8 config @94

- cfgRacTunelpRangeEnable

- cfgRacTunelpRangeAddr

- cfgRacTunelpRangeMask

- cfgRacTunelpBlkEnable

- cfgRacTunelpBlkFailCount

- cfgRacTunelpBIkFailWindow

1% set %4 5 iDRAC.IPBlocking A HO X R AL &1 B -



- RangeEnable
- RangeAddr
- RangeMask
- BlockEnable
- FailCount

- FailWindow
- PenaltyTime

cfgRacTunelpRangeMask = RangeMask /B M xF3& X IP #1150 cfgRacTunelpRangeAddr 5% RangeAddr /E 14 /Y IP th

WER. RERER, MARIFENERIEKIGIE) IDRACT. MILSEESMY IP il RS SHEEIR.

MRATRERXNEFTE, BERBLMEL:

. FEREGIEE: cfgRacTuneIpRangeMask & (<incoming-IP-address> *
cfgRacTuneIpRangeAddr)

« {EBAFNEE: RangeMask & (<incoming-IP-address> " RangeAddr)

Hrp A ZYEMRMN “5” , MAZRM “FH” .
IP 369 1

* LU RACADM #4<FHZE 192.168.0.57 LAIMNFR TS IP it

- {#H config 5%
racadm config -g cfgRacTuning -o cfgRacTuneIpRangeEnable 1 racadm config -

g cfgRacTuning -o cfgRacTunelpRangeAddr 192.168.0.57 racadm config -g
cfgRacTuning -o cfgRacTuneIpRangeMask 255.255.255.255

- {FH set@®s:
racadm set iDRAC.IPBlocking.RangeEnable 1 racadm set

iDRAC.IPBlocking.RangeAddr 192.168.0.57 racadm set
iDRAC.IPBlocking.RangeMask 255.255.255.255

© EBEFRFIB|—ALAFELE P thit (520, 192.168.0.212 2 192.168.0.215) , NiEIFHRS R RKA ML
AN ER B AL :
- {EA setH%:
racadm set iDRAC.IPBlocking.RangeEnable 1 racadm set

iDRAC.IPBlocking.RangeAddr 192.168.0.212 racadm set
iDRAC.IPBlocking.RangeMask 255.255.255.252

WEHBNSEFRPIRE RN 252, +i#HIEFER 111111000,
IP FHE =5
o UTRBIRR, MRE—DHPESETRERNEREN, MSHEIEETR P tibEST SE RS ¢h.

- {#H config &4
racadm config -g cfgRacTuning -o cfgRacTunelpRangeEnable 1 racadm config -

g cfgRacTuning -o cfgRacTunelIpBlkFailCount 5 racadm config -g
cfgRacTuning -o cfgRacTuneIpBlkFailWindow 60

- £ set %
racadm set iDRAC.IPBlocking.RangeEnable 1 racadm set
iDRAC.IPBlocking.FailCount 5 racadm set iDRAC.IPBlocking.FailWindow 60

* UTFRGISBELE—S8AZRA ERRM R, HELEMMERER— /N6,
- {5/ config %

racadm config -g cfgRacTuning -o cfgRacTunelpBlkEnable 1 racadm config -g
cfgRacTuning -o cfgRacTuneIpBlkFailCount 3 racadm config -g cfgRacTuning -

n



o cfgRacTunelIpBlkFailWindow 60 racadm config -g cfgRacTuning -o
cfgRacTuneIpBlkPenaltyTime 3600

{5/ set %
racadm set iDRAC.IPBlocking.BlockEnable 1 racadm set

iDRAC.IPBlocking.FailCount 3 racadm set iDRAC.IPBlocking.FailWindow 60
racadm set iDRAC.IPBlocking.PenaltyTime 3600

BXEZEE, 1527 dell.com/support/manuals 328 RACADM Command Line Reference Guide for iDRAC7
and CMC (G&FT iDRAC7 %1 CMC 5 RACADM & $1T5%£45/)

BCEARSS

&R LATE iDRACT LECEFB LTRSS

«  ZARHECE - A RACADM #0 iDRAC I E A FREFZIE (NEMERS) /18] iDRACT BLE.

+  Web Server - F X} iDRACT Web R E#II518]. WREEFIZIZI, HF A RACADM ZH1/3F Web
Server, EJ9ZFH Web Server Ff£[E]A122 FH it FE RACADM.

- SSH- i@ E 4 RACADM i75i5) iDRACT

*  Telnet - i@ [E ¥ RACADM 53] iDRACT

*  Z#2 RACADM - im#2ifia) iDRACT.

+  SNMP {R32 - 5%} iDRAC7 #f SNMP Zif] (GET. GETNEXT #0 GETBULK #{E) BIXZ ¥,
© BIRSRERIE - BRALXRGHARE.

* VUNC BR%528 - B4 3% SSL A VNC AR5 &5 .

£ Web A HECE RS
&£ A9 iDRACT Web REE B RS

1. 7£iDRAC7 Web R, %% Overview (#(%5) — iDRAC Settings (iDRACIZE) — Network (p4%)

Services (BR%) -
1527~ Services (JR%) THE.

2. 18

EMEER, REFHEST Apply (RA)

BXELENMER, B8R (IDRACT BEHLEED) .

{%F RACADM 2 E PR %

E{F A RACADM BRAME B &S, BHITUTERE:
o BUTHERS config pSHEEER:
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cfgRacTunelocalConfigDisable
cfgRacTuneCtrlEConfigDisable
cfgSerialSshEnable
cfgRacTuneSshPort
cfgSsnMgtSshldleTimeout
cfgSerialTelnetEnable
cfgRacTuneTelnetPort
cfgSsnMgtTelnetldleTimeout
cfgRacTuneWebserverEnable
cfgSsnMgtWebserverTimeout



- cfgRacTuneHttpPort
- cfgRacTuneHttpsPort
- cfgRacTuneRemoteRacadmEnable
- cfgSsnMgtRacadmTimeout
- cfg0obSnmpAgentEnable
- cfg0obSnmpAgentCommunity
© BUTHREFHNERS set SR AER:
- iDRAC.LocalSecurity
- iDRAC.LocalSecurity
- iDRAC.SSH
- iDRAC.Webserver
- iDRAC.Telnet
- iDRAC.Racadm
- iDRAC.SNMP

BEXENRWELZESE, 155 dell.com/support/manuals 3248 RACADM Command Line Reference Guide
for iDRAC7 and CMC (G&FF iDRAC7 1 CMC A9 RACADM & &1T8%£15/F) .

BRI HTTPs EE ()

WMRE AN DRACIERPANERE SRR, SEA—TATELBENMIREIRE, TEENHTTP BHIEE
[ HTTPs, &R LART iDRAC ﬁ{T@EEy u?—*:JJ:M http iR (BRIAE A 80) EEMEE| https im0 (BN A
443) o BABAT, ZEMERM. B SULHARER IDRAC UELREEN. MRERAILLIE, 28R
EHHE.

w8 “ECE iDRAC” PR #E/E B A HTTPs EE 4,

B BB RIZIIEERT, 57E Lifecycle Controller A HEHIZR— PS4,

B HTTP 2 HTTPs B E 5

racadm set iDRAC.Webserver.HttpsRedirection Disabled

ZEZF HTTP B HTTPs EE ()
racadm set iDRAC.Webserver.HttpsRedirection Enabled

E&EF HTTP 2| HTTPs U EE EAVIRTS:

racadm get iDRAC.Webserver.HttpsRedirection

f£M VNC FPimEIR TR 5585

B LUE R FRAE TR YNC & i sk B IR ERTE A S m M Ehig#& (40 DELL Wyse PocketCloud) BYIZFZARSS
2. HEEWHOANRSFIFLIZITH, iDRAC IRERG S BRI EMITHI R L X ER. TSR EBE
WELEOESFEEESE T SMS, ABEEIREGTER UNC EERENBIEF. VNC BESZTLUEE
BIRSSEE EMRMER G EIBER, HIRHXTEVRSHNELE, YSRARAREE IR I TL BRI TS
. FEBEIVNCEFP 2R, B4513HH VNC BRESE5HECE iDRAC FAY UNC BRE51&E, WZE. VNCimO
2. SSLnZFniBAt{E. &EILLEF iDRACT Web RE 3K RACADM BL B X kiR & .

ﬁ $E: UNC Thae 2 A ThéE, 7E iDRACT Enterprise FAIIER 214t .

EAILMIFE UNC eSS m&E F i (40 RealVNC 5% Dell Wyse PocketCloud SR EUFERI) Sk TiksE.
?‘_EE1—.I-E-“EH/\EEE_A VNC %’Fl 1E5L:FIEEj]'ikluo
IR UNC £ TFERE, WERBEBENN R, MARELIEHIE
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MREZERAMIME, W UNC BRI EESEN RFB IEF31E, HALFHITSSLIEF. £ VNC EFIRIEF
(RFB g SSL) 312, WRH— UNC RIEBLTEIRT, SBEMEHELELTITIRE, MEFHUNCE
Pin R IEI R . Exﬁk%ﬂﬁ“ﬁ: Fid#EE, VNC Hﬁ%%%’l”“’**ﬂiiﬁ?uhﬂ‘*# AR HER BT BR. 7 VNC
RIFLIEZ G, UNC RSB RE RIS SNERERTS (BRRER) .

{#F iDRAC Web FHECE VNC R 5525

EfigE UNC BRE21RE, IEMITUUTIRIME:

1. 7£iDRAC7 Web BRE™, # Z Overview (#fi&) — iDRAC Settings (iDRACi&=E) — Network (%) —
Services (BR%) -
1% 27~ Services (JRSF) T1E.

2. 7EVNC Serve (VNC BR%2%) B4+, B VNC RS, EEZWB. w05, HEAMEM SSLZ.
BXREFERIER, 15SI7 /DRAC Online Help (iDRACT BXHLEEEN)

3. BEFHApply (KA .
VNC fR&EZ2=2BIEMRE -

£ F RACADM EZE VNC AR 5528

ER E UNC BR$ 85, B set @S HER VNCserver MR, BAXELZESR, 1527 dell. com/support/manuals
1R RACADM Command Line Reference Guide for iDRAC7 and CMC (i&FA-F iDRAC7 1 CMC B9 RACADM 454
1TEEIERE) .

_J_L —
AL E R HE R E R F
B E S ERSGAIBIEAR LCD #1 LED BRFH.
STFHRMERRESE, EEMERNATERATR:

LCD RiE#RF1ZA %k ID LED
LED RiE#RANZ%E ID LED

HFTIARESSE, BSBHERERIARS D LED AR, EATHAHBEES LCD.
1

B LCD B E

AL %% 1D LED ¢ &
ACE LCD &

EAIARE RS LCD sTEAR EREMERIANFFE (HI20iDRAC &FR. IPF) SAFREXFFHE,
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£/ Web AEELE LCD R E
ERCE MRS LCD RIERE7R:

1. 7£iDRAC7Web EE®, % Z Overview (#i&) — Hardware (F&{) — Front Panel (BTE#H#R) -

2. 7ELCD Settings (LCD &) #B53, A SetHomeMessage (REEXRHIED) TSRS S, HIFTIIAR
Z:
- BRBERE EILD
- BERE
- DRAC MAC it
- DRAC IPv4 it
- DRAC IPv6 it
- RREINE
- IMRRE
- R{pHRS
- ENE
- ARPEX
- X
IR Ei%$F User Defined (AFREX) , IBEXAKEFMANRHS.
IRIEIESE None (o), MARTERSSELCD BIAR EERERRHEHE
3. BREMEHIaER (ML . WREM, MARSEEE LA Live Front Panel Feed (RTEMSERMER) B4
|:CE) ﬁf}é’i&ﬁ&iﬁiﬂ]}ﬁ?ﬂ??%‘ B41ERE/R Virtual console session active (ERIFEHIESIE
AR HE.
4, B Apply (RIFD)
FR%58: LCD RTERE R ENEREES.

{#F RACADM B2 E LCD &8
ERERSE LCD MIERE~E, 1&FH System.LCD MR, BXFE LSS, 15217 dell.com/support/
manuals IR RACADM Command Line Reference Guide for iDRAC7 and CMC (& FF iDRACT7 1 CMC &Y
RACADM &3 &1T& %18’ -
{3 iDRAC i E N FTERFELE LCD IR E
B EARSSEE LCD BIERER:
1. 7£iDRACEE/\FAIEFT, % Z Front Panel Security (RTEIRZ2M) .
Itk BH4% 2 7~ iDRAC Settings.Front Panel Security (iDRAC & ERIEREZ M) .
2. BRRZAHRRERE.
3. EEUTEIR:
- XEIERAYIEE]
- LCDHEFEFS
- RGHERE. MEREEEMERER

4. BRASZRAEITHA&EET
BXBIEZTIMNER, BS |Fﬂ /DHAL‘Semngs Utility Online Help (iDRAC i& & 2\ IEFERALEEB)

5. {k)x#&E Back (E—#) . Finish (526%) FYes (2) .
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ECE RS IDLED & E
EHiDFIBRSE, BESERSG EBERAZZAA ID LED Atk

£ Web REECE #%: ID LED & &
ALE &% ID LED E=E:

1. 7£iDRAC7 Web RE™H, % Z Overview (#%5) — Hardware (8 ff) — Front Panel (BiE#R) . ¥ ER
Front Panel (BIEI#R) T1HE.

2. 7£ System ID LED Settings (3%t ID LED £ 8) Xigid, EFLUTEERTILUS ASEA LED [AXk:

- Blink Off CIAIRISED)
- Blink On (RAYRFRB)D
- Blink On 1 Day Timeout CAMEFF/E 1 KB
- Blink On 1 Week Timeout (IARFFE 1 FEI#BED)
Blink On 1 Month Timeout CIA¥RFFE 1 4B #EBED)
3. EEApply (RRD -
BIER_EAY LED INtRENEE B 5

£ RACADM Bt & %%t D LED i &

EfRERZ IDLED, EfFA setled 5. BXEZEE, 15SH dell.com/support/manuals 24589 RACADM
Command Line Reference Guide for iDRAC7 and CMC (3&F-F iDRACT7 #1 CMC Y RACADM # & 1T&E15F) -

BCERTXF0 NTP

AT LA A 4 B a8 (NTP) Ti4E BIOS Sk 41 R %ehiE) 72 iDRAC LECERSXFH[E)25 iDRAC Afia].
DB AR ENRA R ERXE NTP R E.

£ iDRAC Web A HE EFTXF1 NTP

Z (£ iDRAC Web FEECERIXFINTP, IBHATLATHRME:

1. %% Z Overview (#EA) — iDRAC Settings (iDRACi&E) — Properties (JE1%) — Settings (&) -
FEEN &/~ Time zone and NTP (Ef[X#1 NTP) TiH-.

2. ERLERX, 1EM TimeZone (AFTX) THBEFIRFMEFMIX, REEE Apply (D
ER/CE NTP, BB NTP, A NTP fRF=Ftbit, AREBEE Apply (KA .
BXEFERWNESR, 15818 IDRAC Online Help (iDRACT BXHLEEEN)

{8 F RACADM EZ ERJ[XF0 NTP
E (A RACADM B EBFXF1 NTP, %544 iDRAC.Time F1 iDRAC.NTPConfigGroup A AN & 5 set as SHEATEH .

BXELIEE, 5257 dell.com/supportmanuals 321t H RACADM Command Line Reference Guide for iDRAC7
and CMC (3&F3-F iDRACT7 #1 CMC &Y RACADM #4178 245/ )
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WEFE—3IFF

AR ERE—S|ISRENBT RSB THREREEHSIS. RIBILIEE, EULLEERGENE—3IS
B&. RO TRNEEENISHRMEERESS, FREEA BIOS SISMFHHE—31S]E, HE
M iDRAC7 Web FEZLM BIOS 5| SIRFEREITESAL. BAILFE—SISFEEZENATREZ—:
E&EsS
PXE
BIOS K E
AR/ FEFA BN R
7 ith CD/DVD
« BEIRHEE
IR
« FE#LCD/DVD/ISO
+ AKi#SDF
* vFlash
Lifecycle Controller
* BIOS 5|5 EHER

% bt o5
BIOS & E (F2). Lifecycle Controller (F10). BIOS Boot Manager (F11) {X X35 B — % 45| 5.
EEHETXBEKASISERE. HBRANSSIS—R.
iDRAC7 Web FEFHE—SIFREFRESBEERLK BIOS5IHFRE.

&M Web FEREFE 51T

{3 iDRAC7 Web FHIREE—5|F8 &

1. %% Overview (#%¥5) — Server (JR%58%) — Setup (3&E) — First Boot Device (E—3|FiZ&) .
1% & 7 First Boot Device (FE—35|5i&%&) TMH.

2. ATRRIIFRPEFRFNE—3ISEE, REEE Apply (BAD .
RGEBMEIEFEAERITREEHSISMEESIS.

3. EAETRSISHMNEER®ESIS, 15EE BootOnce (5|8—R) . tkfFE, REEM BIOS 5| SIF+H
E—3158E3S.

BRERBERESR, 15SIF (IDRACT BHIZ5ED) .
{£F RACADM i EE—S|Hig&

B EE—5| 5% %, 1B5{FH cfgServerFirstBootDevice 315,
ERRAEESIS—X, 1&FEH cfgServerBootOnce 315 .

BRRXEMNRWESEE, 152 dell.com/support/manuals L3289 RACADM Command Line Reference Guide
for iDRAC7 and CMC (i&FAF iDRACT #1 CMC A9 RACADM &4 1T8£35/) .

EREMEH &R ESE—5| SR %

ERSSH[ETHSIBRRFEITZE, BAUEELTH AEERTEERSBIEFRENDTSIZMEE. BT
AT Setting First Boot Device (IREFE—35|5i& %) FFHMAAEFEERIT—X3IE.
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EEAEMTHAREE-SISRE, BPITUTRIE:

1. BIIEREHA.
2. AEEIMTHIEEERRT. M NextBoot (R3]S KBEDRERFNREEANE—51FRE.

BR ERERRS
BRTERAISHORELTHEH, SR UER DRACT IR RGHRER.
BB LRERER:

=7 fak

1. M Dell Systems Management Tools and DocumentationDVD F, 7% &% %% Server Administrator.
BEXEZES, 1E2H dell.com/supportmanuals L1R1%#Y Dell OpenManage Server Administrator Installation
Guide (Dell OpenManage Server Administrator Z2535R/) .

2.  7£ Windows B&IFfIREEF O+, HFRKIEEBNEHSISER.

BXEZER, 5S8R Windows A .
3. {¥H Server Administrator 7] /3 A Auto Recovery (EEIRE) ERTEE. 1% Auto Recovery (BEIIRE) HRIEK

& Reset (FEi&) . Power Off (x#1) & Power Cycle (EHEFFHL) , FHUFRHEBELNEE EHTEE (60 -
480 Z [EHY1E) -

BXELIEE, 5457 dell.com/supportmanuals 321 Dell OpenManage Server Administrator Installation
Guide (Dell OpenManage Server Administrator Z2E4575) .
4. {ERLLTIETIZ —/5 F Auto Shutdown and Recovery (ASR) (EEh%HFIkE (ASR)) IEIN:
- Server Administrator - 1525 dell.com/support/manuals =32 4HY Dell OpenManage Server Administrator
User’ s Guide (Dell OpenManage Server Administrator F§ F35E) o
- 7K RACADM - fFFHIL 3%

racadm config -g cfgRacTuning -o cfgRacTuneAsrEnable 1

5. /3 F Automated System Recovery Agent (EEIRZRENRIE) . EXMX—=, 1B ZE Overview (i)
— iDRAC Settings (iDRAC i&2&) — Network (PI%4%&) — Services (BR%) , i%#% Enabled (BF) ., A/
g Apply (RZFR) .

B R H 0S 2| iDRAC Eif

HEBEEMETF (NDC) ERARERAE B (LOM) R ZHIARSSEE S, TS 0S 2 iDRAC Ei#@IhEE, 1%
INEEEITHEE LOM (MNZRskIBRARSZEE) « ERNIC (28, BRETIHRSEES) , =(i&Eid USB NIC 7 iDRACT
MENIRIER G 2 IR SR M G K@ . iDRACT Enterprise {F AT IEIR Atk ThAE .

MRBELEANCER, WATEENIRMERGEFBINEES, FAE171E iDRAC Web R E. JIFRSEH[ER
NIC j&i Chassis Management Controller 24

LR NIC = LOM Z B A ER EFT B ENREIRFHIRIER S iDRAC.
TR UBE A T AR BRILEE:

+ iDRAC Web B&

«  RACADM = WS-MAN (FIR{ERZIFE)

- DRACEENRIERF (FTIRERZHE)

WSRIEL iDRAC Web REE K T MKLELE, MLMEDFRF10F 5B 0S 2 iDRAC Hil.

W R 118 1T RACADM 2% WS-MAN £ XMLECE S0, HFEMRIESEPHIMBRELETH, NELARES
15 % /5 0S 2 iDRAC EHIBINAESIRE 0S 41 IP Hbilk,

7E£/2F 0S 2 iDRAC EHiBZ A, BEMAfR:
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iDRAC Bc E A€ M NIC SkEZ4E (B NIC EFESECEIFEA LOMD .
EHIERIER LG HN iDRACT AL TF B —F M Fn[E]— VLAN &,
BEEENIRMERS P Hhilt,

BREXFHRMERSZE iDRAC EBINREM .

#E% Configure (ELE) R,

£ /2 Rtk ThBeRt:
AEHZRAT, BEREHURIERSH P i,

AEARRAT, GUFIRRENBERSHNBYIP ik, WRZ LOM &TFEFERE, BEMAE—D

LOM #9 IP bt
7E/2F 0S 2| iDRAC EiEThEEE, WMRILINREREIER:

&8 2R IEFAZEIE T iDRAC BE F NIC BB,
HREL—A LOM R FEIRTS.

HH S
F#% 0S % iDRAC EiRThAEH &
745 USB NIC BUiR{EZRL
{5/ Web FHE /5 Ak E A 0S 2 iDRAC Hi#
{85 F RACADM /2 sk 25 F 0S %I iDRAC Hi&
{8 iDRAC & E /N T2 B A s £ A 0S %I iDRAC Hif

%5 0S Zl iDRAC BEEINEERF

TRIBH T @SR LOM 23 0S 2 iDRAC EiBIhAERIFRITIR.
.8 : Wi {ER LOM 523 0S F iDRAC Hif — Xi¥f+

K5 ISR KB

NDC Broadcom - 5720 QP rNDC 1G BASE-T

* 57810S DP bNDC KR

+ 57800S QP rNDC (10G BASE-T + 1G BASE-T)
+ 578008 QP rNDC (10G SFP+ + 1G BASE-T)

+ 57840 4x10G KR

» 57840 rNDC

Intel - {540 QP rNDC (10G BASE-T + 1G BASE-T)
- i350 QP rNDC 1G BASE-T
- X520/i350 rNDC 1GB

Qlogic QMD8262 J1 /= AR5 2S5 NDC

MER LOM 23 #F 0S 2| iDRAC EHiBIh&E.
AT &R 325 0S 2 iDRAC EETIARE:

Intel 10 GB NDC.

BEFMNTHIZEM Intel INDC - 106 325381 4%,
Qlogic bNDC

PCle, RE-FHMMEIZEOF.
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¥ USB NIC BV 1ER S

3 USB NIC HYiR{EZR G BL1E:

Windows Server 2008 SP2 (64 )
*  Windows Server 2008 SP2 R2 (64 {iL)
Windows Server 2012 SP1
* SLES 10 SP4 (64 {30)
SLES 11 SP2 (64 f30)
RHEL 5.9 (32 fifn 64 {30
RHEL 6.4
vSphere v5.0 U2 ESXi
vSphere v5.1 U1 ESXi
vSphere v5.5 ESXi

7EfE R Windows 2008 SP2 64 [ iR {ERZHIAR B £, F<B&LI (KB iDRAC FE#A CD USB % . fEuwbs
MFHBALILE. BXEZEL, BFSIH Microsoft #FM S BAFEHEHILIL FHITIEMEIRHIZFIED
#I3E (RNDIS) IRENFEF

ST Linux BERS, FESEEVRIERS L% USBNIC ELE A DHCP, ZAEH/E A USBNIC.

AR EHIRIEFR L2 SUSE Linux Enterprise Server 11, TI|7E iDRAC /5 USBNIC /5, EAMIEEHIRIERE L
Fxh/3F iDRAC DHCP E ik, B Xanfal/3 A DHCP B1ES., 1§51 SUSE Linux Enterprise Server 11 #4{E RSt H0
WEBASI 1.

tF vSphere, AR VIB X, SAFHBEREA USBNIC.

SFIATRIERSE, ARZR % Avahi F nss-mdns V6L, MFTLUAENIRIER SR https:/fidrac.local B zh
iDRAC., #NRAZRIFRIXLLIRHE, 1EEM https://169.254.0.1 /53 iDRAC.

RMERSG AER  Avahi S8 nss-mdns X8

RHEL5.932 i #H TEAMN R HFE R EAMI IR HF B R4 (nss-
(avahi-0.6.16-10.el5_6.i386.rpm) mdns-0.10-4.el5.i386.rpm)

RHEL6.4 64 i %:F TEAMN R HFE R EAMI IR HF B R4 (nss-
(avahi-0.6.25-12.e16.x86_64.rpm) mdns-0.10-8.e16.x86_64.rpm)

SLES11SP3  #H Avahi ZX S fERIER S DVD i IS FE R % Avahi BAiB1 2 % nss-mdns

64 {3

EFHN RS LR35 RHEL5.9 BIER SRt USB NIC EBER LT EARS. MRETHREREBRIZER, &
S BEHEES USB NIC & &3 M AIMKIED . S ABITA T E—RIELUEGE USB NIC 1% %
{5 A3 Network Manager TEFZE USBNIC3Z0. SHiZE System (F%) — Administrator (BHEFR) —
Network — Devices (FI4&i%%&) — New — Ethernet Connection CHTEERAKMIERE) Fi%4E Dell computer
corp.iDRAC Virtual NIC USB Device (Dell i+5#1 corp.iDRAC FEL NIC USB &%) . #i Activate GESE) B4R
AIHERE. AXESES, 15S% RHEL5.9 314,

* £ Jetc/sysconfig/network-script/ B 5 6 @ Xt 523 O B9EL & 3L ifefg-ethX. RN E A%< H DEVICE,
BOOTPROTO., HWADDR. ONBOOT. %t ifcfg-ethX SC-Ar7H0 TYPE, SA/EERA @S service network
restart EFBEIMERS.

EXIEIE NN
KAFFTFF R G ERIR

7EEF RHELS 9 IMER LIRS L, MREEZA USBNIC, HEEXHESL (k) » WEITHFRESGRN (F
BERBMUSBNIC) , USBNICEEASBEMBE. EFEHLTEINIRE, 1K E /ete/sysconfig/network-script
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BRHPEEEFEXNT USB NIC #ZEORY ifcfg-ethX.bak 3. INREE, MIFHEAG R 7 ifefg-ethX, SAFFER
ifup ethX #%.
X HEE
R VIB 3T
L% VIB X
%tF vSphere #{EZ %, 7ERR USBNIC Z BT, @ABIZ&4%E VIB 3T
BEREVIB X, EPITLTRE:
1. {#M Win-SCP 4% VIB XX £ %3 ESX-i THIRIER G ftmp/ TR
2. B ESXi B RFAHBITUTHS:

esxcli software vib install -v /tmp/ iDRAC USB NIC-1.0.0-799733X03.vib --no-
sig-check

ol epoR

Message: The update completed successfully, but the system needs to be
rebooted for the changes to be effective. Reboot Required: true VIBs
Installed: Dell bootbank iDRAC USB NIC 1.0.0-799733X03 VIBs Removed: VIBs
Skipped:

3. EHSISmEEHE.
4. TEESXiIBRFFAEBITILT®S: esxcfg-vmknic -1,
M ER ush0 8.

fEF Web FHE /S AT A 0S £ iDRAC HiE

EFH Web FE/S M 0S 2 iDRAC Hifd, HHITLLTHRME:

1. %= Overview (&) — iDRAC Settings (iDRAC i &) — Network (4&) — 0S to iDRAC Pass-through
(0S Z| iDRAC Hi&@) -

Itk A% & 7= 0S to iDRAC Pass-through (0S % iDRAC Ei&) TiM.
2. EFLITE—EBILUS A 0S 2 iDRAC Hif:
- LOM—iDRAC 5EHRERZ Z BMIRIER G ZE IDRAC EiR#E# 2 @id LOM 3¢ NDC 23z
- USBNIC —iDRAC 5EHURERG 2 [ERIRER K ZE iDRAC EBEHRECRITMNER USB BkEN.
EZRILTNEE, 15IEFE Disabled (R .

3. WMREFLOMERNEERE, HAEAERRNEERSSE, WANRIERSH IPva ittt BOAER
0.0.0.0.

By ‘& 0REXZH OMEXTER T RS, WIRIERZ IP it FEHSEH.

4, MREIFUSBNICEAREIBELE, &M USBNIC Y IP Hilit. ZRIAME 169.254.0.1. EIUERLLERIA IP Hb
ik, B2, Rk IP it SEN ARG R A ML EMBIZOR IP HUbhsE, MaAZE UL IP k.

5 BHENRANMARE.
6. BHMHAMEEEURE IPREAHE, UKERCHE DRAC MENIBRIERG 2 BRI HEE.

{§£F§ RACADM /5 A2 0S 2l iDRAC EiE
ZE{$5F RACADM 222 A 0S #I iDRAC HiE, i€ iDRAC.0S-BMC 2B HIx %R . BXxEZEE, HSH

dell.com/support/manuals 3289 RACADM Command Line Reference Guide for iDRAC7 and CMC (G&F3-F iDRAC7
#1 CMC & RACADM 2178 E36m/) -
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£/ iDRAC RE A FATEFBHAZEHA 0S 2 iDRAC Bl
E{FH iDRAC IR E A RIEFBA®EA 0S 2| iDRAC Hilf, BT TIRE:
1. 7£iDRAC&E/ARFERFh, %% 0StoiDRAC Pass-Through (0S | iDRAC Ei&)
FEEN = 7= iDRAC Settings.0S to iDRAC Pass-through (iDRAC i%&E 0S # iDRAC Hi&) TiH-.
2. EFLITE—EBILUS A 0S 2 iDRAC Hif:
- LOM—iDRAC 5E#BRERG Z BIMIRMER S ZE iDRAC HiB D @id LOM 3k NDC 37,
- USBNIC—iDRAC 5EHIMERFZ EHIRIER S E iDRAC HEiBiEEC BT MEB USB RLkE.
EXHIkINEE, 151%4F Disabled (2R .

3. WMREFLOMEREEERE, HFACEAERARNEZRSSE, WANRIERSH IPva ittt BOAER
0.0.0.0.

SEMPEREN LOM B TERTIRS S, MIRIERG: P Mk TR .
E4

4. WMRiEFUSBNICEAEIBECE, 1B USBNIC &Y IP bt

FAOAME 169.254.0.1. 1B, Rt P iESFH ARG A ML H M ORY 1P IEHRSE, MZiEK
I 1P k.

5. {kx & Back (E—2%) | Finish (5ERX) #Yes () . FAEZRNBERE.

REGIER

TR TETERLEMIEP LI,
RO ETERLBIEL R

BRAR ERER KB 3%

{5 F Active Directory HI S S &R AI{E CA IEH %EJZ CSR FHMIEP M4k HAAZRELE
SHA-2 IEB thZ T .

_ZE%;E Active Directory RIS RE A EES . BEEF R

ATis CA SE ﬁtsggafgg Bt

: ;iﬂ* CAES - tEiEF R CA it

SHA-2 IEB thZ .
Active Directory I P& F AJ{= CAIEH ItEiE+H e CA Mk .
SHA-2 IEB B2 HF.
A PER SSLiEH 4 % CSR H M AT {5 CA SRERE &

Q FE:iDRACT BERBVIARIBER
SSL BR%5881E+H . iDRAC7 Web
BRS5EE. BN BRAERIES]

BIERLIESR.
SHA-2 IEB thZ T #F.
icE 32
SSL BR S5
4 BRETHNE P EZIEKR
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SSL AR S5 2iEH

iDRAC7 B2 & Web ARS528, 1ZARSSARECE AEM TAFRER SSL REWNEMLE LEMMERIE. SSLEIE
FEXFRMERASEMZ £, B—MIOZEZHMERK, BTERFRS RS ERESSEIENNENE
15, BrEBRIML%E ERIZIT.

B SSLEY ARG AT LMIT THNES:

E/E R SSLEYE FIRIIEE &
RPN ARG RN E R

ZINEHIE AR M S R EIBIRIT. iDRACT %A 128 43 SSL MNZE4RAE, XE24LEE MY Internet R BH L L
mERR.

ERUATEML T, iDRACT Web fR$525ELE Dell BEE R MIME— SSLBFIER . ERT LA E5HEBR ML (CA) E&
BIERERBVAR SSLIES . IEPMENME— N SEE, EEEEATLFFEEATENFE. fRRMEM
EELRLIRESEESEAT. CABRBIETE Thawte F1 VeriSign. EF#NFKE CA XRZIEPRITIE, EEH
iDRAC7 Web A E 3k RACADM AEE R B EEAREEMIEREZIEK (CSR). KRG, FEMM CSRIERA

CA, {5140 VeriSign 8% Thawte. CA ATLLZ4R CA 8; i8] CA. 7EUXB CA ERZRY SSLIEHE, I§H EHZIiDRAC.
S FEIRL{EERIE A IDRAC, iDRAC B SSLIEB AU BRI AIE B FiEh. BRI F% % SSLIER
&, ZiFHEIYEES T LI ] iDRAC AL B RIEPES.

BRI LB B EXMEZIERR SSLIERER, MARKBULINGEMEINZERIER . BEBBEXFERIE
PENEEEY, FHEENEZIIBMAE DRACHEAEH. MBEBEEN SSLIFPEEFERM A
ENHEZIUES, MBEX SSLIEB#HEZEA, MEABEXNEZIEREZN—REBERMEI SSLEH. EaLL
THEEXEZIES CEZENLE . GETLUMBRINENEEXEZIEE. AMREEXEZIEH/E, iDRAC
ERHAEERFHEES SSLIEH. MREFHERBZEZIES, NLHMTE DRAC MEIRIEZ BIEREE. B
FERE SSLIEBRBERIEE, FMAANLEE—X, HEX—RNFRBHALTIE GERTERE®M
iDRAC AR XIEE) -

FEE RRIER % 215K (CSR) Bf, iDRACT Web AR5 SSLIEBXHIEESET () fEA L AR A MR
57, f5lgn, “*.qa.com” T “*.company.ga.com” . XFRABECFIER. AR iDRAC JMERE RIBECHT CSR, &
HEE—INEXEZHRIBECAF SSLIER, A ESBIZER LA T%A IiDRAC, FH B Fi#H iDRAC &S X IFmisI5s
FIEE. EEAZIHONESE (IFBEMES) %2 iDRAC Web AEAT, iDRACIEZRIIERMET. &
BHEEREMN, DRACBZEHREWHNET.

PSS
H RHTENE B S BiER
EHREBIED
BERE BT
FHEENERITS

T#HBEEX SSLIEPEFIEH
iR B 7 X SSLEP - iFH

& RETHIE B E B IEK

CSR =218 SSL AR 55 25iE B AUIE B IAUE4E (CA) & HEIBFIEK . SSL AR S&FIEH 2 1FAR 552 E P iniE IR S
BHER, HERSHMBMBZLE.

CA 7£U52| CSR F & SR#%FUEIE CSR FESHER. MRHAIBATS CANZEIE, CASKEREXRAW
SSLARSZEBIEH, HHIFEANRSEES Management Station S f TR ST 25 37 SSL 3EHERT, ZIEH ATME—Hy
FRIREIE AR S 2E.

CA #b)ff CSR Ha& SSLARSSEEP/a, ZIEH A L& ZI iDRACT. FF4 R CSR (#Ffi57E iDRACT E#) EMIE
BiS SSLERSENE PP ESMESEE, bR, ZIEP LB iDRACT 8132/ CSR £ MK .

iEPS
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SSL AR S5 BRIEF
£/ Web A E4 X CSR
“E BT CSR:

E: SV CSR LB EE P 9T LATHY CSR #38. CSR REYE BT ILED SSL ARG S2iF B e
2. TN, iDRACT FLIEFIZIES.

1. 7t iDRAC7 Web R, % ZE Overview (¥Ei&) — iDRAC Settings (iDRAC i&=) — Network (f%%) —
SSL, i%3% Generate a New Certificate Signing Request (CSR) (£ m—MEHEBLERIEK (CSR) , Riggt
Next (T—%5) &

1% 2 7R Generate a New Certificate Signing Request (4£f— MNENEBZEZIEK) TIHE.

2. HIANEACSREMMIME.
BEESEE, 1557 /iDRACT Online Help (iDRACT BEHLESR) .

3. i Generate (£R) -
HETIS 4 AR ETHY CSR. IS EIR R ETR.
{85 F8 RACADM 4 Rk CSR

E (¥ RACADM & 5% CSR, 15%% cfgRacSecurity ZAHIXI %R 5 config SHEC &M, 4% iDRAC.Security 22+
MRS set wSELAFER, FARHEM sslesrgen 4K CSR. BXEZIER, 15217 dell.com/support/
manuals _EIRAEY RACADM Command Line Reference Guide for iDRAC7 and CMC (3&FB-F iDRACT7 1 CMC &Y
RACADM #2175 %4EFE) .

LRSS IIER

4R CSRIE, BAILUSE ZEHY SSL ARSS8S1EH 22| iDRACT [Elf#F. iDRACT £7EIEE EHFEE . iDRACT X
JE% X509, Base 64 45R3H9 Web fRS5E5HEH . SHA-2IEHtHZ .
/\ v EEERHAE, iDRACT /LSRR A,
X
SSL AR EFH
£ Web R L AR EEFIEH
L3 SSLARSBSIEH:

1. 7£iDRAC7 Web R, %5 Overview (#(%) — iDRAC Settings (iDRAC%E) — Network (FI4E) —
SSL, i%#¥ Upload Server Certificate ( L IRFEIER) , REHT Next (F—%) .

18 &7 Certificate Upload GEH_E£) T1ME.
2. 7EFile Path (SZHERIR) T, i Browse (M%) Fi%iF Management Station EAYIEH
3. HBEFH Apply (RIAD) .

SSLBR&SSEIEHEIS £ F iDRACT B, HEHMMERIES.

{5/ RACADM _E#4 AR %5 2%1iE

E b3 SSLARSSERIES, 1H{EH sslcertupload %4 . BXEZER, 15S1¥ dell.com/support/manuals 32 H9
RACADM Command Line Reference Guide for iDRAC7 and CMC (i&FB-F iDRACT7 1 CMC B9 RACADM #5 & 11758245
= .
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WMRAE BT HFAHRY IDRAC SMERERL T CSR, MIFIES L% iDRAC:

1. FCSRAZEZEANIARIIR CA. CAIEZEE CSR. CSRIFTLABIES.

2. {EFIETE racadm sslkeyupload A& EEFHFATA

3. [FHI#E racadm sslcertupload EIFEERIES _EEZ iDRAC,
iDRAC I E#MSIS, # LEIEBFEL.

EERS LD

BRI AEE L A07E iDRACT F{ERHEY SSLARSSZRIEH -
ES 3

SSL AR £5 SRIEF
£/ Web FEEFRSHIEH

7£ iDRAC7 Web R, 4= Overview (HfiR) — iDRAC Settings (iDRACi&E) — Network (P#%) — SSL.
SSL TTH H AT S AL TTHE A TR SR E 7~ SSLBRSSEIEH -

{£ /8 RACADM E=E R & &ZiEH

E&EE SSLRSEFZIER, 15FH sslcertview 7% . BXEZER, 152 dell.com/support/manuals _E1Z4EAY
RACADM Command Line Reference Guide for iDRAC7 and CMC (i&FBF iDRACT7 1 CMC B9 RACADM #5& 1T858 %45
) .

EHEEXZERIEH
ERTIN R N EBIEB LS E SSLIEH. SHA2 IRt X5,

£/ Web A EHEENERIES
EfEF iDRACT Web R E EHBEXZERIES, EHITUATRIE:

1. %5 ZE Overview (#i&) — iDRAC Settings (iDRACi&E) — Network (PI%) — SSL.
LRI & 7~ SSL T

2. 7£ Custom SSL Certificate Signing Certificate (BN SSLIEHEZIEF) T, i%#E Upload Custom SSL
Certificate Signing Certificate (_ E# B E X SSLIEBEZIEH) HEE Next (F—H) .

Itk B4% 2 7~ Upload Custom SSL Certificate Signing Certificate ( FZ;EE X SSLIFB&ERIEE) TIH.
3. B Browse (W5 FHiEEFEBEN SSLIEBEZIERIH.

REFFENRMBRRAE #12 (PKCS #12) BYIEB .
4, NRIFBZHIRIP, 57E PKCS#12 Password (PKCS#12 Z380) FEg i N 23D,

B3 Apply (RZFD)

JEHEN_E2Z] iDRAC # B iDRAC E=i. fE=Zi&HAIE, iDRACSH/LSMAA.

fs£F RACADM E# B E X SSLIEHZERIESH

E{FFA RACADM L BEX SSLIEBERIUEF, 1BEA sslcertupload T84 . BAXEZER, 15SI7 dell.com/
support/manuals 32 #£89 RACADM Command Line Reference Guide for iDRAC7 and CMC (i& 3T iDRAC7 1 CMC
# RACADM #r &1T&E 4R

THBEENX SSLIEREZIER

f&ETLAE R iDRACT Web R 3K RACADM FHEHE X ZERIEH .

85



THEEXERIES
EfEF iDRACT Web R E FHBEEXZERIES, EHITUUTRIE:

1. %% Z Overview (%) — iDRAC Settings (iDRACiZE) — Network (%) — SSL.
LERTI$ 2R SSL T .

2. 7£ Custom SSL Certificate Signing Certificate (BEX SSLIEBZEZIEFE) T, i%#F Download Custom SSL
Certificate Signing Certificate (TR EENX SSLIEBERZIEH) HE T Next (T—) &

HRSER—FEHER, BETTUEEXERIEBREFEIFTEE.

£ RACADM T#HEENX SSLIEBERIEE

BETHBEEN SSLIEBERIFR, &EHA sslcertdownload ¥4 . BXEZEE, i&517 dell.com/support/
manuals IR RACADM Command Line Reference Guide for iDRAC7 and CMC (& F-F iDRACT7 1 CMC BY
RACADM & &1T&%E 15/

MR B E X SSLIERZEZIEH
#\] LU B iDRACT Web EHE 3k RACADM MBI BB EN ZZIEB.

HRR B 2 X ERIEH
EfEH iDRACT Web FEMIBRBEXFBIES, HFHATATHRIE:

1. %% Overview (#i£) — iDRAC Settings (iDRAC i &) — Network (f4%) — SSL.
LERTI% 2 7R SSL U@ -

2. 7£ Custom SSL Certificate Signing Certificate (BEX SSLIEBEZIEF) T, i%#E Delete Custom SSL
Certificate Signing Certificate (MIf&EE X SSLIEBERZIEH) HEE Next (T—H) &
BHENXZZIEHBEIM iDRAC Hffifk. iDRAC EiZLAfFER Web RSB ENERMBIABE SR SSLIEH. #E
% HAIE, iDRAC AETA.

{52/ RACADM Bk B XE X SSLIEHERIEH

ZE{F A RACADM B B E X SSLIEBKRIEFR, 1BEA sslcertdelete TH$. AXEZES, BS17 dell.com/
support/manuals 328 RACADM Command Line Reference Guide for iDRAC7 and CMC (i&F-F iDRACT7 &1 CMC
¥ RACADM & &1T8%E18R) -

{5 RACADM E¢ & %4 iDRAC7

R LAE R RACADM L E B BHEE R MR — 5% 1> iDRACT. H&EfEMELE ID MR ID EifJFFE iDRACT
Bf, RACADM M ZHIEE2EE cfg i EXXfr. XHBERFIEEN. HXXHSAHAM DRACT AT#ITARN
RN E .
I OHEEXHESME—RYIDRACT ER (&R P ittt , B SUEAE A Rl S-S B H At
iDRAC7.

ISR A& B RACADM A RSB E XML SCHECE %N iDRAC. R E XML XHESHAHEERFES, HA
Bt SN BFRE S BIOS. iDRAC. RAID FANIC WELE . BXEZES, 15217 dell.com/
support/manuals 5% Dell 7R sh iR BY XML Configuration Workflow (XMLEZE TER) BHEH.
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EERA ofg XHEE S IDRACT, IFEHUITIATIRIE:

1. FERUTHSEAESFERERNBHFRIDRACT: racadm getconfig -f myfile.cfgo
% 215K iDRACT BLE H4E X myfile.cfg 3XtF. MRFE, BRILUERAS—MRBMECEZTH -

K4 1R getconfig - 4§ iDRACT BLE EE M Z R A FIEFE RACADM RE HZ 1 H.
B R ofg XHTE SR FAES.

getconfig A5 & B/n4 GEIEBMMRSEE) T ERERMHZAFRZETRAFRNMBERERM.
2. fEREREXARERELEEH (L) .

K @R B ARIE AR BILSC . RACADM A FIAZFEM ASCI A HTEs . EIAEILIR
{EER S FHL 57t 28 H AT BEREF RACADM HUiRE
3. BEUTHSFERANNIEE XHEXB¥R DRACT: racadm config -f myfile.cfg
XENFE 2 MEE H Ah iDRACT. EATUEF config Fdp44% A PAZEREHIRES Server Administrator [5]
Vo

4, FRAUTHSEIZBEFRIDRACT: racadm racreset

f13E iDRACT B2 B x4

BCE ST .ofg ATLA:
- fliE

* Mracadm getconfig -f <filename>.cfqg #3438 racadm get -f <filename>.cfqg #p<SFREL
* M racadm getconfig -f <filename>.cfqg 3% racadm get -f <filename>.cfqg3REL, A&
Bi#iTHREE
A% getconfig #1 get F SRS S, 1555 dell.com/support/manuals 32480 RACADM Command Line
Reference Guide for iDRAC7 and CMC (& F3-F iDRACT 1 CMC /Y RACADM #4175 E4E/) .

cfg XHERZL BT FEBRRVAMN R BRUARFSEREEZAN . HRSERCNBEIRIT
SHITARIE, FER—FHEBBRZEE. BOMXARSEIRITUREERY, FAETAENHER. MR
£ ofg XHFLIMEIR, MWL EHSHIEZE IDRACT. 7EEMIZHELE iDRACT /I, AFRULAEIEME
$HiR. BT config FAASHER —c I, A A UEIEEEH BT 23 iDRACT HITE#RAE.

TETEQE ofg XA ER AT RN

. éz;%mﬁ%%iﬁu?%%lzﬂ, MEBBMRSIAE#S. JMRSIBIHITRIITHEMNEXtLS SRSIEREX
520

- WMREELER getconfig %>
[cfgUserAdmin] # cfgUserAdminIndex=11 cfgUserAdminUserName= #
cfgUserAdminPassword=**x****** ([rite-Only) cfgUserAdminEnable=0
cfgUserAdminPrivilege=0x00000000 cfgUserAdminIpmilLanPrivilege=15
cfgUserAdminIpmiSerialPrivilege=15 cfgUserAdminSolEnable=0

- MRECZFERH get S
[idrac.users.l6] Enable=Disabled IpmiLanPrivilege=15
IpmiSerialPrivilege=15 !!Password=****#**** (Write-Only) Privilege=0x0
SNMPv3AuthenticationType=SHA SNMPv3Enable=Disabled SNMPv3PrivacyType=AES
SolEnable=Disabled UserName=
© ZFRSIZRAERS, HELTEN. RIEHMKRSBEIRSIFAIBAEZRSIT, HHRENEAH
W ENER T XMEFEMERSI.
 BNRSEAFTREBTNENNESIE. BXEZELS, 1ESH dell.com/support/ymanuals IR RACADM
Command Line Reference Guide for iDRAC7 and CMC (3&F3F iDRAC7 #1 CMC AY RACADM w3 $1TE8E45/) .
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5 racresetcfg Fa<¥4% iDRACT EERENANRE, AFEIT racadm config -f
<filename>.cfg 3 racadm set -f <filename>.cfqg #®%<. R .cig XHEERERMTENTR.
AP, &IMEMSH.

A iy {EH racresetcfg Far S TIIGHIEEM iDRACT NIC i E g ARNIRE, HBRIAEAAFMAP
EE. RAFPTAN, TSEHAAPREERARRINEE.

ST

L “#” ﬁ%ﬂ’\]ﬁﬁﬁﬁ%ﬂﬂ%%&m?ﬁﬁ_ﬁo ERBRITOMAESE—HHFE. ¢ ERFUTEANEMTIEISHI A
“# FR. —LiAHIRBARSHAEREFTEIARES F FH. TEERNFN. EREHEM racadn
getconfig -f <filename> .cfg WESERK .cfg, AR A[ERYIDRACT 1T racadm config -f
<filename> .cfg @4, MARMENXFERF. Fla0:

#

# X E—RERE

[cfgUserAdmin]

cfgUserAdminPageModemInitString=<AHIfEHSSVIEIL TR TR # AEER>

FTEELBWRERE “[” M “1” FRNh. RREABRER “ (7 FHLAEE—FIFHE. EA
MRATAEZ AR R RZAIEE . REBREEXEBRHMNRLEREIR. RERIBALRME, W
dell.com/support/manuals _E12 80 RACADM Command Line Reference Guide for iDRAC7 and CMC GERF
iDRAC7 1 CMC #J RACADM & 175848 FHMEN . UTRGIBREABR, MRMARAELE.

[cfgLanNetworking] -{group name}
cfgNicIpAddress=143.154.133.121 {object name}
- FESHEMEEN N X, EXNR. - HEZEFEE
BREHSREHAK. BERFERNSERETET. = GUNENSTRERERE (B, E-4
“=TE L T T FE) . REFHRENMIERIFARIIRMAFER.
HEH LRSS EEARA.
racadm getconfig -f <filename> .cfg WA IRMELERSIMNRE, A FRREEEINIRE.
EEERIENAS, BEEAUTHS:
racadm getconfig -g <groupName> -i <index 1-16>
STFRSIE, WREMBEAZ “[I”7 WEHE—ITR. UTEHETESIERRG):
[cfgUserAdmin]
cfgUserAdminIndex=11
MRIEHEN racadm getconfig -f <myexample>.cfqg, SIS LT IDRACT BECERY .cfg 3T, Itk
BB SR ABERBIH RIEME—RY ofg SCHRIES .

{&% iDRACT IP bt

FEECEC P IEXUiDRACT IP dulikEY, MIBRETBTLEN <FE-EFXB. RAXREEEFREFE M T 8
FREETE, 815 IPHIHRSHEXNAA <FE-E%E.

fan:

#

# WHRA "cfgLanNetworking™
#

[cfgLanNetworking]

cfgNicIpAddress=10.35.10.110
cfgNicGateway=10.35.10.1

P E AT
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#

# WHRM "cfgLanNetworking”

#

[cfgLanNetworking]

cfgNicIpAddress=10.35.9.143

# VERE, AT R AR RO RE B R

cfgNicGateway=10.35.9.1

% racadm config -f myfile.cfg P EHBETITSIRREMER. EHAIXHSETINEHMNE
H. s, SBRAERS E—RBIMEEM getconfig SHHIAER.
R THEWSEENR BB E MR B RS .

By & “EEHE 2—TRESAE ERREXHHRER.

ZREIMES ENFR % LRI iDRACT BELE R E

TERTLAZE A i 18] LABT At RACADM 5% iDRAC B AR 1EIK iDRACTELEIRE. BER, BAIIEFXLER
BERE. EXTX—:
1. 7£iDRAC7Web R@E, %% ZE Overview (%) — iDRAC Settings (iDRAC i&E) — Network (pHLE) —
Services (fR%) -
2. EEFEUTHARz—HFE:
- Disable the iDRAC Local Configuration using iDRAC Settings (f£FF iDRAC & E 25 iDRAC A IbALE) — #
iDRAC I E A REFHERIARILMEKELERE .
- Disable the iDRAC Local Configuration using RACADM ({5 RACADM %:F iDRAC ARbEACE ) — 771t
RACADM HERiA IO UMERELE R E -
3. BEFHApply (A .
EBiFEE 2R, EBIEFER Server Administrator 5 IPMITool 14T iDRACT BL B . {BEF] LUER
LAN _E IPMI,
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b
#&E iDRACT fIZFERLER

BRI LAEE iDRACT MZE RGNS ITIRAFIEE. ﬁ§1¢?ﬂlﬂ1¢ﬁ/}_,ﬁﬂﬁ RREREITIR, FifR&E. M
BEUREEMERILERFASE. STTIRRSR, BEAUEE flexaddress 58
P 3

E%% ?fﬁiﬁ'{hﬂﬂ}% i

Aﬁiﬁﬂf}ﬂ SN T iR

BB BN RERIGE
FHiEEMFNISN FC HBA 188

25 E FlexAddress REFRIHTFEE
EERLLIE IDRACT £1F

EEXERGEITRANMEM

TE% 5 iDRACT Web RHEAT, 83T System Summary (REHEE) TTHEAUEEZTE RGBT iDRACT
E’J%ZMM\ S ERMESRIE . RMAEETEER, URRERBHES (WITHF. XM, ER) . &FH
AH. FEFMEIREH . FTHEKAFER LED AKX E % iDRACT FE%5-.

Zifji5) System Summary (RGIHE) TIE, HEZE Overview (BR) — Server (R%EE) — Properties (J&
) — Summary (HE) . FERIS B System Summary (RGHE) TTH. BXEZER, 1ESIH DRACT
Online Help (iDRACT BEMLEBEN) .

BRI LAER DRAC IR ELNRAREFEEEARGHERS. EXUX—5&, BE DRACRELRAREFHYEZE
System Summary (R&EHE) . FERI<E /R iDRAC Settlngs System Summary (iDRACI&ERLHE) NHE. B
XEZIEE, ESI7 IDRAC Settings Utility Online Help (iDRAC i E 2\ BIZFEEHE58D)

EBRGRIRE

BAUEEXTERRE L RENBHEMEHAGNER. EXLIIX—&, 7£iDRACT Web RES P, #E
Overview (#i&> — Server (BR%588) — Properties (JB1E) — System Inventory (BRZHIEEM) . BEER
HIBMRIEE, 1§57 iDRACT Online Help (iDRACT BAHLESBA)

B FREMBS ERERRGFUATATREHNES:

iDRAC

RAID #=#12§
it

CPU

DIMM

HDD

iR
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MegEOF (ERRFHRARD
k7S

SDF&

AR & (PSU)

ez

Se#H{=iE HBA

uSB

Bl Z R BRI T AR E bR A :

BIOS

Lifecycle Controller
iDRAC
BIERGRIEFE
32 (IS HRIEF
Z4%: CPLD

PERC #zI 2%

Rt

YRR
BRI &

NIC

KA EE

HiR

HAE

PCle SSD

LS E IR TRE AT EFE G ARAR, B#REFAFHIE1T Collect System Inventory on Reboot (CSIOR) (EF
5| ST E R EFIRE (CSIOR) EIUAET I SHWERZREER. LoE, BFIDRACT, RESH
fZ System Inventory (RZERFEFEM NEEEFEAED. EETRSEKEIEWAETH, EFNRS
B EREMESTE.

B4 i CSIORETERAERA FERM.
i Bxport (St AISREAAREAIN XML R SHHREEILEE .

ERERRRER

THMERERAT A TN ZERGREI TR

Bt - 3255 T R % 4R CMOS F1EAR7Z % RAID (ROMB) LHBAIER.

Q F: R ENRAGAESE S HEAY ROMB BY, 7% ROMB BiigE A AT A.
ﬁtgﬁagiﬁﬁlﬂn?&iﬁﬂiﬁﬁﬂﬁ%%%) -RHATRZENBHESR, BENETAMNE RN EREMSHEHN
X 5lE=.

CPU - 5 RFE ARG H CPU HNEITRAFIKRE. EXRRENIEREESETHF TN EFE.

RE - 5 RZERGEREANIFIERBRNAFER (DIMM) BEITR AR

B - BHEXIBENER.

BiFEE (LERATNERMERRSE) - B IEHEATEREIEMERLIELIRSHER.
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|7 FEMRRGHRE—TEIFERE, WSBERIEETRILER Disabled (BEZRH)
AIBENIAEFA R - 32 E T2 SD #53k (vFlash FARIERIW SD &3k (IDSDM)) EO{EE.

- WMREHA IDSDM T&K, MESERLAT IDSDM FEESRTES
SD2. KR, 1S<ET|DSDMSD1

IDSDM JT&K7AS. IDSDM SD1. IDSDM

- WMRZFRGIHEK DRAC Eig/F, IDSDM AR RHLTERAT, IDSDM SD1 RSB

BA

PN =
z:J.LT

- RS IDSDM T B IDSDM HREF7E@ 4~ SD , FHHEEP—4 SD FHPIRZS
%E?ﬁ%l—r’%ﬁﬁﬁ'““'ﬁﬁ IDSDM H4~ SD Rz BRI TR M. METRMEE,

SEM. EF

S SD EHPRAS BATE R A

= BH, mA—TRRRK
IDSDM

- EEZBRIELURE IDSDM i SD FZEIM TR 4R, BT IDSDM R EXH, ARFSER

IDSDM 7.

- 72 IDSDM &Rk, BBFERIFSHFIFH SD FHRZEHEE
SD + Rl TR RS B S AER.

BE - RMXTARGRESEENHSIREE UERTNRAFMERRSH) HESR.

RNEBFPRS RS AT IR ERMIEF HEEEA.
BE - #E RN RGE N L EERSRAIRSFIEH

TR Han{a I/ iDRACT Web EE#1 RACADM T EEKEIEE.
[E1¥E 2 ST E BY iDRACT Online Help (iDRACT BEHLESEN) .

%=. 10; {3 Web I RACADM B{E RS2

BXRTE Web FHELERHBHHIESR,

(SEV T2EE, BRIERTERREFH

BERNESET

HE

EERRRER 5/ Web FE 1 F RACADM
B ith Overview (#%i£) — Hardware (F& f£EH getsensorinfo ’n“p%\,
) — Batteries (E2jth) XTI, TR UL
Syi'gam .Power. Supply &0 get F
o
BXEZER, 15SR dell.com/
support/manuals 32 RACADM
Command Line Reference Guide for
IDRAC7 and CMC (i&F3-F iDRACT 1
CMC B9 RACADM #4175 %15
M) .
02z Overview (&) — Hardware (F&
#) — Fans (B3
CPU Overview (#5&) — Hardware (58
#) —CcPU
H7E Overview (#i2) — Hardware (%
#>) — Memory (%)
RN Overview (#%i&) — Server (BR%
#8) — Intrusion (BN\)
HiRRE Overview (#5i&) — Hardware (FE
%) — Power Supplies (ELiER
)
A B ENNFN R Overview (#if) — Hardware (&
) — Removable Flash Media (T
BRIAENR
B Overview (#if) — Server (BR%

£8) — Power/Thermal (E83&/f
#) — Temperatures GEE)
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EERERRFRER £/ Web A MH f£F RACADM

Rk Overview (&) — Server (AR
£%) — Power/Thermal (ER &/
#) — Voltages (EBJE)

RERGNMEZSHEMN

s S0 A e EEFE RIS S RAMABUET IO RS, i SHAMARSETUEREEFETEERE
GEESIL 113°F (45°C) W ET k.

$E: XFF 135W CPU. PCle SSD. GPU ~#1LRDIMM, A= SEE. 58 7 HBIRSBHS I HH
BE=SEE, FS Dell BEEA.

KERGHHESSFTEM:

1. 7£iDRAC7 Web R E ., #EHR — IRFB{ — AN — BE.
4B RIBERNH.
2. TEEHBZ=SIHS, B ERRESETEETHESTA M.

EREHLREHE

EA LN ARG ES TEE 23R ESENIMRERE T T ENMNERNES L. RERADRERRIIEH

A—BREERFINE, UEENEE. BREEEREZALT FE X TiE, FEEENRGEERE

WEMEREIE. BRUREME#REELFNZEMNANDRE.

By EGEZTUREFAABHHZSHEMHNARHNDRERHL.

HEMNIRETEEHRIRER:

« E5E—SEAZFABIANDREARFESHNENREFM T LIENFFERNE. £AR121A0E
HAW, REATLATE 10% MBTENEEEEENIE.

© FEREE - SEAFABIANDRELRRSETERENEREFG T LIENRFERE. £AR121A0E
AR, RS LIE 1% MR EAESEEEAIE. mETEBEN 7 S5 cEmEE.

PR E BRI BIRAR RN R R, WUERER 10% 71 1% KF. FriRMRERBIABENL X HZAER.

MRAGHABLBEZ IFHEERENFA THETEEEN TIERE, MWER—INEM. MREEITIER

BRHFEINREAXTFHFFEESKE >=8%) H™EKTE (>=08%) , MK Lifecycle AEFIER—IF

%, FHEERERA SNMP BaER. XLEHEIE.

HEZE121MAR, AOREXTESHENFENBATHST 8% 5, BERESEN.
HEZE2NAR, AOBEXTESRENFEMBIATHEFT 10% 8, FERTEEZMT
HEZE12TMAA, NOREXTFERENFENBEATRSFT 0.8% B, HEREEEN.
HEZE121MAR, AOREXRTFERENFENBATRST 1% 6, BERTEEH.

R W LABCE iDRAC AL RRMIMEM. BXEZER, BRI “RELZRENEN" B7.

9



{£F) iDRAC7 Web R EIEEH L RE X E

BERFREHIE:
1. 7£iDRAC7 Web R E ", #ZEHHR — RS/ — FEHH — BE.
A4 E R iBER@E.

2. FSRRGRAQERELEHERS, HPRETEE-X, 3ENXMITE-FHERADEE (F
HEMIEE HERER.

BEXEZER, BB (IDRACT BHIZEL)
F & 71017 IDRAC EfHE#Hi3 iDRAC B2 A, RLRERRBAIEIRERERRS.

£ RACADM EEA L IEE HIE

Z{FEFH RACADM EEF SR, 151EH inlettemphistory 744 . BXEZIEE, 15EW (EHF IDRACT #1
CMC 69 RACADM @172 ZE5/) -

RFEMA SN F L&

AT LA iDRACT Web Rk RACADM miZMNZER R U T B AEABRAREIE (CEM) ThEE MEHLES
E’JL1TU(/R#§§MJJ_/EHH

RAID $ZHI8: (BLIERRM) .

© HUE, SEYIEEIEER (EMM), BIREE. KERNEEMEE RN
IR
R

g, WS-MAN EREZHFAZSHEHEZFHER

iDRAC7 AT £ S F1 4450 PERC 8 Z%1//Y RAID #5388, @ﬁ H310, H710. H710P #0 H810. A IFEZAMAREIER
Y88 A M BB RIS BC2S (ITA) 0 SAS 6Gbps HBA.

T B R FEE R RIENEEE 4RI

4 R EEHRIEZIRFD SNMP [EMH. EHIERETE Lifecycle HRE

BxREAMER, 1525 dell.com/support/manuals _E3Z4EH OpenManage Storage Management User’ s Guide
(OpenManage Storage Management Fi F3E&) -

£/ Web 7 [ a5 14 &

A Web AHEBEHEEER:
% Overview (&) — Storage (%) — Summary GHE) TEEFMHEGMEILICREHNHE. It
TEERE 30 ¥ BRI
%% Qverview (&) — Storage (£fiZ) — Topology (3A#l) ZEEEHHEA IS BIIIERFHPILE.

%% Overview (HEAR) — Storage (%Ffif) — Physical Disks CIIEREEL) TEYIBHMEER. BET
Physical Disks CHITERESE) T1HE .

3 E Overview (#if) — Storage (7Ff%) — Virtual Disks (FEHI#R) TEERHMEEE. ¥R Virual
Disks C(EERER) T1ME.

% Overview (#if) — Storage (#7f) — Controllers (iFHIg§) &FE RAID 4R E8. BER
Controllers (3Z#128) Tim.

4% Overview (#if) — Storage (7Ffi&) — Enclosures (#4E) ZEHIEFEE . 57~ Enclosures (#
) |,
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EEAAFERFER TR ENREER
BXERNBEMFEER )ﬂu.%%ﬁﬁﬂ’]l#ﬁﬂ:. B, 15510 /DRACT Online Help (iDRACT BEHLEESEN) .

{&£F RACADM M5 i % &

EEEEMBEEES, BEAraid®4$. XEZEE, 51 dell.com/support/manuals 3289 RACADM
Command Line Reference Guide for iDRAC7 and CMC (& F-F iDRACT7 #1 CMC Y RACADM ©$1T&E$5/) -

HiFE R MG EM I &

AR REEZERGP TIIMERENETRAHEERTIRFR,

M£&3ZE Ok (NIC)

REMKIEACES (CNA)

¥ E M (LAN On Motherboards, LOM)

M £& F (Network Daughter Cards, NDC)

RE+ (Mezzanine cards, {UERFIIFARSESED)

MNTFEMEE, BANERROMIFIXPUATESR:

Link Status (EFEIRZS)

Properties (JB14)

Settings and Capabilities GZEFINEE)

Receive and Transmit Statistics (FEUCFIfE XS H3E)

PSS
BRXER /0 FRR R ThEe

fEF Web & m M5iT M1 %

E(FH Web AEEEMKZIEZEE, iFEZE Overview (BE¥%) — Hardware (F8ff) — Network Devices ([
#®ig&) . KBRS &R Network Devices (&%) TH. AXMETRBUMIERAES, 1528 (DRACT B
YIEFES) .

3E: 2n2R 08 Driver State GRMERZRAIEFRE) B RAVIRS A Operational (FTHRE) , ELIETRIRE
ARG IRENIEF IR UEFI BREIEEFFIR TS .

£} RACADM 1554218 &

EEEMRKIRZ(ES, 15EA hwinventory 0 nicstatistics 5% . AXEZEE, 15217 dell.com/support/
manuals 3B RACADM Command Line Reference Guide for iDRAC7 and CMC (i&F3F iDRAC7 %1 CMC 4
RACADM #4178 %4E/) -

[T iDRAC7 Web FE H E/~EIE LIS, 5 RACADM 3¢ WS-MAN BHE AT 62 £ /R EL Mt B 1%

BRSEA /0 #RRALIIEE

BERERZSISERERE, AREENSISEMRLRE. BAUUBR “I/0FHRRNK” ThEEUSEH5IS
fitk. MREEEER, ESERBTERZIEMMAUZANZEERM L. LEREFMEEBRREYE. Em
THRBEREHEEN BIOS. REEEMSIFRMEBL BRI —RARGTER, HE XI5 SEEMREHITRL.
BRI/ #mRMALTIREZ /T, ETHIR:
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ERBER. RREMRFEEFIR,

BIOS. iDRAC MW FEEH EHME . AXRZIFHFNRAER, HSHE /0 FHR ULTNEERT BIOS hit

AFNSHF 1/0 FHRAAALThEERY NIC Bl

B /0 #mRMALTIEES . M IDRAC S XMLECE ST, £ XMLECESCHHIZE AR /0 B, SAEHILEC

HEFH SN DRAC.

Bk XML B E ST A &5y 1/0 FRIRL L ThEE B 1E #9513, 15217 delltechcenter.com/idrac _E3Z{tHY N/IC

Profile (NIC BCE ) 1RAASC

By EAEEXER V0 FRRIR TR R .

FE 1/0 FRRRLALThEER R
TERERH T AT S HF 1/0 #RRIALTIRER R .

FIER

KE

Broadcom

Intel

Qlogic

% FE AT FAZHE /0 $mR Lk IhEe:
Emulex &
KAEEFR
* Intel x520 2= 10 GB

5720 PCle 1 GB
5719 PCle 1 GB
57810 PCle 10 GB
+ 57810 PCle 10 GB
57810 bNDC 10 GB
57800 rNDC 10 GB + 1 GB
57800 rNDC 10 GB + 1 GB
57840 rNDC 10 GB
57840 bNDC 10 GB
« 5720rNDC 1 GB
5719 ZZF 1GB
57810 £Z+ 10 GB

x540 PCle 10 GB
* x520 PCle 10 GB
i350 PCle 1 GB
i350 PCle 1 GB
x540 +i350 rNDC 10 GB + 1 GB
i350 rNDC 1 GB
* x520 bNDC 10 GB
*+ 350 XZF1GB
* x520+i350 rNDC 10 GB + 1 GB

QLEB262 PCle 10 GB

QMES8262 =+ 10 GB
+ QMD8262 bNDC 10 GB
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X H 1/0 ¥R THEERY BIOS kA
TRIEM TS 12 48 PowerEdge AR %588 - T #HUS4K BIOS kA

Dell PowerEdge 5 12 {X AR %5 2% FIFHRIE BIOS kA
R720. R720xd. R620. T620 %1 M620 2.1.0
R820 2.0.15
R520. R320. R420. T420. T320. M520 %1 M420 2.0.19
M820 1.7.0

38F 1/0 FRIREALTHEERS NIC Bk
TR T 3 1/0 FRRIAILThRERY NIC B fFRRA .

HE R SZREI NIC ElfFhR A
Broadcom 7.8.x

Intel & 15.0.x

QLogic 82xx (CNA) 6.0.0.x 1.13.x/

5/ Web RS A=ZM 1/0 FRIRELTNEE

ERHEEA /0 FRRMARIEE, IEHITUUTRME:

1. £ iDRACWeb ZEH, % ZE Overview (&) — Hardware (F&fE) — Network Devices (IZBiE&E) .
18 &7~ Network Devices Summary (4&i& &) TIH.

2. 7£1/0 Identity Settings (1/0 #xIRI&E) FF5r, 1%£#E I/0 ldentity Optimization (I/0 #RIRHLIL) EIRLLS ALt
hee. B, AIBERRILIE.

3. BEApply (KA MAKE.

{£ /3 RACADM /= Ak £ 1/0 #RiRME L ThRE
ZEREA 0 FRRMHTIRE, BERUTHS:

racadm set idrac.ioidopt.IOIDOptEnable 1
BRILINEER, BUAEMRINRGAEEREEN.
EERA /0 FRRM TR, BERUTHS:

racadm set idrac.ioidopt.IOIDOptEnable 0
EEE 0 FRMMUIERE, BEAUTHS:
racadm get iDRAC.IOIDOpt

FEEMA AN FC HBA &%

A LR SN TR AHEEZERFEP A EEEN B L&IER S (FC HBA) & ZHIEIREEM . Emulex Fn
QLogic (FC8 F&4M) FCHBA ZE|%#. s FEA FCHBA KSR, AIUEREROMUTER:

HERTSHER
i OB

Receive and Transmit Statistics (FEUYFN{EE G EIE)
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5 Web R HE W FC HBA & &

ZE(FH Web BEEZEE FCHBA B&Z{EE, 155 ZF Overview (&) — Hardware (FEf§) — Fibre Channel (¥
HEE) o WFENEERFCTIE. EXMETREBHNESEE, 5S8R /DRAC7 Online Help (iDRACT BXH1 %8
B .

HTREE B RiEE4S (FCHBA B FRT) $0 FC HBA i & HIZ R,
{86/ RACADM 4531 FC HBA &%

Z{F M racadm =& FC HBA Z&Z {52, 151EM hwinventory 764 . BXELEE, 15217 dell.com/support/
manuals _E3R{EHY RACADM Command Line Reference Guide for iDRAC7 and CMC (i& P+ iDRAC7 1 CMC R4
RACADM @ &1T&%E15/) .

& E FlexAddress RE-FILTERE

ETIRRARSZERT, FlexAddress RIFABANZEMRS IR QEEER KX HlHESEHEIKZFRF MAC it
(WWN/MAC).

EAIUEES N RENBRARUKRMMTIEREFKEONUATES:

FEEBRLL
© OREFEEL
AR5 5 ECRY. MR BCRYEIZIZ 2 ECAY MAC Hhik.

ZE2E iDRACT A Flex i3t {52, i57E Chassis Management Controller ECE H S Flex S RE. BXES
=8, 1527 dell.com/support/manuals 328 Dell Chassis Management Controller User Guide (Dell Chassis
Management Controller I F36E) . GRB AT A FlexAddress i &, NMYEMIMAELITHI SR EN REIE
S8k,

E EERGTRSHITETBZERENEIR, SNROFMLTEESLSTRETREVNREFR.
FlexAddress ThAES{# AHI AN ECAY MAC bhit EHAR 588 57 BCAY MAC thtik, HESTIA R LOM. REFRF1/0
& —#2 )9 iDRACT L. iDRACT FlexAddress ThEE S 5 A#H A8+ Y iDRACT {REBIGIEYF ERY MAC Hbilk, #FEHD

FCAY MAC ttbhit 776% 7 CMC IE S kM7 28, 41R/S A FlexAddress, 1% MAC it &% iDRACT 5| 2+ %
%2 iDRACT.

&R CMC /BB S ECAY MAC Hiilt, iDRACT £ 2R NFEA T E _EAY MAC Hbiit.
Overview (#ti&) — Server (fR%8%) — Properties (JB1%) Details G¥4H{SE) — iDRAC Information
(iDRACEE) -
Overview (#tiR) — Server (BR$Z8%) — Properties (JB1¥) WWN/MAC.

+  Overview (#fiR) — iDRAC Settings (iDRAC¥%&E) — Properties (J&1) iDRAC Information (iDRAC f5R)
— Current Network Settings (4BTRIZEIEE)

+ Overview (#i&) — iDRAC Settings (iDRAC % &) — Network (FI4%) Network (%&) — Network
Settings (MILRIRE) -

A vty |8 FA FlexAddress J&, IR MRS R4 ECH MAC Huhit )33 #1585 E R0 MAC il EHE R .
iDRAC7 IP #blitth 354k,

EEHT L L IDRACT 217

TEA B H HATE R iDRACT WA PEHKRIEAFASE.
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£ Web R4 1L iDRACT £21F

REEEMREIA P15t B & Configure iDRACT (BCE iDRACT) #XBRA 8E{# A iDRACT Web R £%1E iDRACT

SiE.

EEFL I IDRACT £1F:

1. 7£iDRAC7 Web RE, % Z Overview (#i¥5) — iDRAC Settings (iDRACi&E) — Sessions (£i&) .
FEED Sessions (£1F) THASETSIEID. AFAE. PR EIERE ., GXIEEHMERESR, &
213 (IDRACT BHIZED) -

2. FEEIERIE, 7ETerminate (1) 3T, BERIERIEIUWEAEFR.

{#F RACADM #£&1F iDRAC7 £1i&

fE BB ETE RPR A 8E{F F RACADM ££ 1E iDRACT £1F.
EBEYNRARSIE, B5EA getssninfo 4.
BRIEBAFRSIE, 15 closessn 4,

BAEXEGSHESZEE, 15S7 dell.com/support/manuals 3R HEAY RACADM Command Line Reference Guide
for iDRAC7 and CMC (iEF3F iDRAC7 1 CMC B9 RACADM w3 $1TE8 £ ) .
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% E iDRACT 1B1=

BRI LUER T HIIER 2 —5 iDRACT i&1&:

+ iDRAC7 Web F @

{3 DB EE4E (RAC 178K IPMI &1T) HEITHITESR - SUER THAAR S R FNE AR 25
IPMI Serial Over LAN (IPMI LAN £ &47)
IPMI Over LAN (LAN Lt IPMD)

1E#2 RACADM
« ZKith RACADM
« mIERRFE

BRIFFMY SRR FMHOBE, FSRATR.

=B ERK —RE

BEER RN T wS AR
iDRAC7 Web R H Internet /1Y (https) TiEA Web Server
ﬁj@ HBITE/EDBIESMN BTN RACADM iDRACT B HUER 4
BITHEO SMCLP RAC &17 IPMI BITER
IPMI H.
IPMI Serial Over LAN HRETEEERE&N IPMI IPMITool E%£ % B IPMI
(IPMI LAN E247) SSH LAN EH=ITERH.
Telnet
LAN E IPMI HEET AR SN IPMI IPMITool BE% % H IPMI &
EERBH.
SMCLP SSH SMCLP iDRAC7 _t &Y SSH 5% Telnet
Telnet 2B8H.
&=F& RACADM https it#2 RACADM TFE RACADM B REHZ
B
&4 RACADM SSH [& {4 RACADM [E % RACADM B %EH =
Telnet H.
Z i RACADM IPMI Z<#1 RACADM i RACADM B &%,
EFERS (1] WS-MAN WinRM (Windows) WinRM B %% (Windows)

OpenWSMAN (Linux)

8¢ OpenWSMAN B &%
(Linux)o

N BXELIER, 5217 dell.com/support/manuals IR LAY Lifecycle Controller Remote Services User’ s Guide
(Lifecycle Controller Remote Services F F45F) -

EPS3

59 DB9 FE4E1@Id R {TiE %S iDRACT #H1TIB(E

{5 F3 DBY E 4% AT 7E RAC ER{THN B ITIEHI B Z Bk

{59 IPMI SOL 55 iDRACT i&{5
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f$ /A LAN F IPMI 5 iDRACT 1&15
B2 A itiz RACADM

X Kt RACADM
BRZERS LK IPMI

A5 SERE A B TIEHI SR E Linux
TR SSHMBRE

£/ DB9 BB 41T R 1TiE %S iDRACT #1TEE

EA UER A TE MR E A EES EH L ME R S SN R ITEENTREEIRES:
RAC &1T
IPMI 1T - EiEEEEAERNEFZREIZRIFER

FMRETIFRSSE, WHITEZBSNHEREMY. BXEZEE, 15EF dell.com/support/manuals 1%
£ Chassis Management Controller User’ s Guide (Chassis Management Controller Fi F358) -

EEN BRITER, EPUTUUTIRE:
1. BZE BIOS B B1TiER:
. FH1TRIE DBI BN BB B 1TiR EREIZT E RS MINBRITIEERS
3. WMREBEWMAZRAERGEEZERTER T EA—IABEITIER:
- Xterm # @Y Linux Minicom
- Hilgraeve B4 HyperTerminal Private Edition (hRZ< 6.3)

RIBZERFLTHSISHETHMAE, BTUBRFNERRERERRERERE. XETUTES:
SAC GEFRTF Windows) FA Linux XAERRFERE GEAT Linux) .
4. 7£iDRAC7 fr /2 F RAC SBITIERES IPMI HITiEE.
X
S EBITIEREACE BIOS
B RAC BT
B IPMI BITEEREANLHRER

ST ERITIERRECE BIOS

$hatRITERACE BIOS:
Ky E X OUER THARFMERAR SR IDRACT.

FEREHRHNERES.

1% <F2> #,

4% System BIOS Settings (Rt BIOSi&HF ) Serial Communication (E{TEE) -

1%3%%| Remote Access device (GEAZi7ia)i%%&) AY External Serial Connector (SMEBERITIEIERS)
kX8 Back GEE] . Finish (5ERR) #1Yes () .

% <Esc> §2i1BH System Setup (RZFEB)

JEFI RAC B 1Ti%#E
7 BIOS i B S 1TiEES, 7£iDRACT /2 RAC $1T.

A .
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Ky & XOGERTHRKARSEMIE RS2 LAY IDRACT.

£/ Web F /S A RAC H1TiERE
B F RAC ST

1. 7£iDRAC7 Web R, %£Z Overview (#(%5) — iDRAC Settings (iDRACIZE) — Network (fI4%) —

Serial (&B4T) .
MEEN£ 2% Serial (B{T) FHE.
7£ RAC Serial (RAC £4T) T, i%#% Enabled (2R HisERBMIIE.
B Apply (RERRD)
IPMI BITRECEE.
{# 3 RACADM /2 F RAC S{TiEE
ZE (¥ RACADM S A RAC B1TiERE, BFERUTENZ—:
4% cfgSerial LA AIXTR 5 config s SECEIER -
1% iDRAC.Serial tAFHINI RS set HSELAEMR.

B R IPMI BITERERMA IR

ZE /5 H BIOS 2| iDRACT 89 IPMI B1TERH, B TEEIRINAY iDRACT HECE IPMI $B1T:
7 3 X UE A T ZEMER RSS2 HY iDRACT,

IPMI EARER — I EFiHRIp —#tHE0, 540kE Baseboard Management Utility (BMU) Fii5#9 IPMI
shell (ipmish). 130, ZE&@ET IPMI EARERER ipmish ITENREEZHHAE, BETUUTHS:

ipmish -com 1 -baud 57600 -flow cts -u root -p calvin sel get

IPMI 223518 3K — THF M ERITLR IR A XA ASCI 5<% . AR TIFEA 1738t H ASCI FFFRARBIREK 2
B < (BIERIRIESD MR IPMI <. ERFEAED SSH 2 Telnet B3R iDRACT RIEFHRIER LS

SR £ Z BIOS,

PSS
$txf SR {TEEHEACE BIOS
IPMI ST IRR AR H At 1% B

£ Web AH B A H1TERE
HfREEH RAC SITEOUB A IPMI &4T#0.
BEEE IPM RITHEORE:

1. 7£iDRAC7 Web R, %= Overview (#(¥i) — iDRAC Settings (iDRACiZE) — Network (%) —

Serial (B1T) -
2. £ IPMI Serial (IPMI $47) T, I8EXBMIE. BXIXETIEER, BHSF (IDRACT BEHIZE) .
3. HBEFH Apply (IR .

{s£F3 RACADM /& A S4TSR IPMI #R5X
EEE IPMIR, EEMA RAC BITED, RARERAUTE—SLSER IPMIER:

{8 config &%

racadm config -g cfgSerial -o cfgSerialConsoleEnable 0

racadm config -g cfglpmiSerial -o cfglpmiSerialConnectionMode < 0 or 1>
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Hrp, 0RREmENT 7 RREXENX
« £ set @
racadm set iDRAC.Serial.Enable 0

racadm set iDRAC.IPMISerial.ConnectionMode < 0 or 1>

Hep, 0RFEIREAM 1 RRELRER,

f€ M RACADM & il SR{THEESR IPMI 1T E
ZRE IPMI £TIRE, ATRUEM set 3K config #<-
1. EAUT &SR IPMI STERER E AR IR E:

- {#H config &%%: racadm config -g cfgSerial -o cfgSerialConsoleEnable 0
- {#f set®%: racadm set iDRAC.Serial.Enable 0

2. WE IPMI BITHEFE:

- {#H config ®%: racadm config -g cfglpmiSerial -o cfgIpmiSerialBaudRate
<baud rate>

- {FF set#%: racadm set iDRAC.IPMISerial.BaudRate <baud rate>
Hrh <baud_rate> 799600, 19200, 57600 5§ 115200 bps.
3. B IPMI BITREERITH:

- {£H config w4 racadm config -g cfglpmiSerial -o cfglpmiSerialFlowControl 1
- fEM set%: racadm set iDRAC.IPMISerial.FlowControl 1

4. RE IPMI HITEERIBIREA:

- {#H config %%: racadm config -g cfgIpmiSerial -o cfgIpmiSerialChanPrivLimit
<level>

- {FH set®%: racadm set iDRAC.IPMISerial.ChanPrivlimit <level>
Hr, <level>A2 (AP, 3 RMER) 4 (BER) .

5. WHREBITMUX (SMRERITIEER) 7 BIOS RERFHEMREATIENENZZ AT RITIEREE
BIOS.

BEXEBHRIEMEE, 52 IPMI 2.0 M3E.
IPMI B ITR IR EMIZE
AFEIRME IPMI BITEBERNEMRERE.
1&/F Web ZEILE IPMI F 1742 B MR E
ERERHEERRE.

1. 7 iDRAC7 Web R, %% Overview (#(¥i) — iDRAC Settings (iDRACZE) — Network (%) —
Serial (1T

MEEN< B 5% Serial (B4T) T1@E.
2. BHIPMI #1T.

3. i Terminal Mode Settings (ZRHERIFE) .
FEEN< B 7R Terminal Mode Settings (4%3FEXBE) TE.
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4. BEUATE:

- Line Editing ({T43%8)

- Delete control (HR&3EHIDD

- Echo Control (EIFEZH])

- Handshaking Control (3%

- New Line Sequence (EF{TEF

- Input new line sequences CMIANERITRFI)

BEEZETNIESR, 1ESIR IDRACT B8],

5. B Apply (RZA) o
KimtR I E AR E TR .

6. FAREITMUX (SMEBERITIEIERS) 7£ BIOS IR ERZF P IEMIZE AmFZiAeNL & L s 3T BITEZERE
BIOS.

1&/H RACADM B & IPMI B 1 T2857 1R B9 BIR &

ERERIHRNIKE, BFEBITHS: racadm config cfglpmiSerial

{51 DBY EE4GKT7E RAC SR1TH B ITIEHI & Z 8]

iDRAC7 X #FiR i F5!l(Escape key sequences), iZFFI R IFANZZAMIEN RS E LA RAC HITHEROBES S
1THEHIRR 2 [EY)#k.

MEBITIEH & T1# 3] RAC 51T
B ITRHI SRR IRE RAC FTROBEER, HEAUTHRFS.

<Esc> +<Shift> <9>

L E#2FF< EE 2] iDRAC Login (iDRAC &3R) $E/RFF (205 iDRAC % E 7 RAC Serial [RAC 1T &) =
Serial Connection (SR{TIERE) BN, EIZERATULZRIHDHS (WR IDRAC % E A IPMI Serial Direct Connect
Terminal Mode [IPMI B {TEIZERLRIERD o

M RAC SE1THIH#E| R ITIEHIE
E7E RAC BITEOBEERATHRE RITIEHEER, HFEAUTEFS:

<Esc> +<Shift> <q>

ARIRRAT, ERERTRARITENGRN, HER:

<Esc> +<Shift> <g>

ARITEHERATH, ZREZHEXAE, HER:

<Esc> +<Shift> <9>

£/ IPMI SOL 5 iDRAC7 &3

IPMI LAN £ &1T (SOL) R IFZERGE T XARITH & SH1THIEET iDRACT WE R ZFINAKMETEM
WEEE. BT SOL, EATL:
IR EIRE R G A S BT .
7£ Windows B2 2 2IFBR 5 (EMS) 3 Special Administrator Console (SAC) £ 8% Linux Shell 2B E#1 &%k
Fi B EREPEERSBNHEHEMECE BIOS HEEF.
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®E SOLAEHEN:

1. BCEHITEEMBIOS.
2. 2E iDRAC7 LA SOL.
3. BHEX#EM (SSH. Telnet. IPMltool) &

iR
St EBRITIEERLE BIOS
E2E iDRACT LAfF A SOL
BB Eathil

$t3f R ITERZECE BIOS

$txfsR{TEEHEECE BIOS:
By E XOUERTHIRIEXRS R A DRACT.

1. ABRREHBRHZRZ.
2. IR<F>#.
3. %% System BIOS Settings (Rt BIOS % &) — Serial Communication (B{TIEE) -
4. EBEUTE:
- Serial Communication (&1Ti#{S) — On With Console Redirection
- Serial Port Address (&4TimO#btE) — COM2.

7 #E: 4R serial port address (EB{TiROIMAL) FEZ A9 serial device2 ({7 & 2) W E 7 coml,
MR 4% serial communication (EB{TIE(E) FEXi% E A On with serial redirection via com1 (FF, &EiF
com! H{TRITEERD .
- External serial connector (4MERERITIEIERS) -- Serial device 2 (HR{TIEE 2)
- Failsafe Baud Rate (¥IBE{RIFIRIFE) — 115200
- Remote Terminal Type GEFZLLuiHZER) — VT100/VT220
Redirection After Boot (5| SEZEE[E) - Enabled (B
B Back (F—2%) ., #AIFE & Finish (5ERR) -
B¥Yes (B) UREEK.

7. & <Esc> %2R System Setup (RZHEE) -
B E iDRAC7 KA{&EF SOL
AT AE R Web A& RACADM 5k iDRAC & E N #2735 E iDRACT FhAy SOLIEE .

{5/ iDRAC7 Web 7 EF & iDRACT AR SOL
ZRLE IPMILAN £ 217 (SOL):

1. 7£iDRAC7 Web R, %5 Overview (#i%) — iDRAC Settings (iDRAC%E) — Network (FI4E) —
Serial Over LAN (LAN t&47) .

FEEN< 2 7= Serial Over LAN (LAN E&4T) T1E.

2. BRSOL, EELE, AFEE Apply (B .
IPMI SOL & E BIEC & 5Ehk -

3. EREFHHRERMEMEFLEEE, 1H%#F Advanced Settings (SKIEE) .
FEEN4 &7~ Serial Over LAN Advanced Settings (LAN ES{T=&I&E) TH.
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4. EEEBMNEFBS Apply (A
IPMI SOL &% BRNEC B emk. XLEEBMTRA MR
BXBIEMNIER, BSIE (DRACT BHIZEL) -
{&£ /8 RACADM fit & iDRAC7 LA SOL
Ei & IPMI LAN £ 347 (SOL):

1. BF IPMILAN E£47:

- {#H config #%%: racadm config -g cfgIpmiSol -o cfgIpmiSolEnable 1
- {FHf set®%: racadm set iDRAC.IPMISol.Enable 1

2.  EFIPMI SOL RARIBRE S

- £ config 8%: racadm config -g cfgIpmiSol o cfgIpmiSolMinPrivilege <level>
- {#f set®%: racadm set iDRAC.IPMISol.MinPrivilege 1

Hr, <level>R2 (P « 3 GRMEHD . 4 (BIER) .
% SE: IPMI SOL S KA BRZR R AR E BUE IPMI SOL U IRIUBRE R . BXIFEMIES, ESIE IPMI 2.0

SBo
3. EFH IPMI SOL SR,

- f#H config 8% : racadm config -g cfgIpmiSol -o cfgIpmiSolBaudRate <baud rate>
- {EM set®%: racadm set iDRAC.IPMISol.BaudRate <baud rate>

H <baud_rate> J3 9600, 19200, 57600 % 115200 bps.
Eq ‘£ EEEMELAN ERITIRHIG, E#HGR SOLUKBRSZERGRNTRT2MARE.

4. AENMAPFBH SOL:

- {#M config %%: racadm config -g cfgUserAdmin -o cfgUserAdminSolEnable -i
<id> 2

- {FFH set#%: racadm set iDRAC.Users.<id>.SolEnable 2
Hrh <id> 2R FHE— D,
Eq ‘EEEEELAN ERITIZHIG, B SOLURBRSZERRRNITRTEZMAE.

JB A FF Y
EHAOWLA IPMI. SSHF1 Telnet.

{2/ Web FE /B A R E0HHY

ZE 5 SSH 2 Telnet, &% %] Overview (#E5T) — iDRAC Settings (iDRACiE) — Network (%) —
Services (BR%) , PA/54 SSH =X Telnet 43 Hll3%E#E Enabled (B -

ZEE /A IPMI, 5% 3] Overview (#%) — iDRAC Settings (iDRAC i&'E) — Network (M%&) , %% Enable
IPMI Over LAN (JEF3 LAN £ IPMI) . i5#54% Encryption Key (INEBHESH) B AT, siEBRBEEEHIEEE
ERAEER.

{5 F8 RACADM /3 B S #rHa il
E B H SSH 5 Telnet, FETUTHS:
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* Telnet:

- {#M config &%%: racadm config -g cfgSerial -o cfgSerialTelnetEnable 1
- {#f set®%: racadm set iDRAC.Telnet.Enable 1
» SSH:

- {#M config ®%: racadm config -g cfgSerial -o cfgSerialSshEnable 1

- {Ffset®%: racadm set iDRAC.SSH.Enable 1

EFTQSSHixRO, BHATIATIRE:

- M config #%: racadm config -g cfgRacTuning -o cfgRacTuneSshPort <port

number>

- {FH set®%: racadm set iDRAC.SSH.Port <port number>
BRI AN TR TR

+ IPMItool GERTFER IPMI #1380
*  Putty/OpenSSH GERF{ER SSH =k Telnet #130)
X HEE

5 IPMI 1180 Y SOL

{5 F3 SSH =% Telnet 11384 SOL

{38 IPMI 33 B4 SOL

IPMItool <—> LAN/WAN 3%E#E <—> iDRAC7

T IPMI 9 SOL 2 FHFZ#1 IPMltool £ F8 RMCP+ ({£F UDP %tk &% 2)um O 623) o ZH{FF IPMI 2.0 B,
RMCP+ 1R £ BUH A SAIEIE, BIBEEBMRE, MBENFIURES SN BHOEHEGEND. BXFAES, &
2[5 http://ipmitool.sourceforge.net/manpage.html.

RMCP+ {§F 40 NEFRF+H7SEHIFERFE (FZFF0-9, a-fFA-F) MEZHHITHMIEIE. BIAER 40 NFAR
A F R

#515) iDRACT B9 RMCP+ E#Ew S E B 252548 (Key Generator (KG) 2548) #4725, AT LU{# F iDRACT Web
AMEKIDRAC K E L NREFEREMEEA.

Z M Management Station { i IPMltool /) SOL &15E:

E AN E, BATLLE Overview (#fiR) — iDRAC Settings (iDRACZE) — Network (%) —
Services (BR%E%) S SOL BIBKIAHBAT(E.

1. M Dell Systems Management Tools and Documentation DVD &% IPMITool.
BRRERP, BSH (AHREZEIER)

2. AEBHSETFET (Windows 5§ Linux) , i&{TM iDRACT B5) SOLHY4<: ipmitool -H <iDRACT7-ip-
address> -I lanplus -U <login name> -P <login password> sol activate

Z #4448 Management Station E#ER S E R KN RITiHO .
3. ZEMN IPMitool JBH SOL £1&, BREMIET <~> M <>. SOL 21ERIXMHA,

K4 & WR SOL£iEREIL, {EEE DRACT HE/F A HUETMRSS.

{8 SSH =% Telnet 18 &Y SOL

Secure Shell (SSH) # Telnet 2T 5 iDRACT T S1TRFHIME L. BRI UBEE—ZOSHITE
RACADM #1 SMCLP # 4.
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SSH 7£ Telnet S BEIERMR £ M. iDRACT (X #HFH B EMIGIER SSHARA 2, HAEBRABERATERH.

iDRAC7 EIAT &R % %M SSH £1EFNFAA Telnet £1&F. EiUFEM SSH, FE X Telnet HIER LW, RETE

R4 SSH Z Pums Mg R MR MR £ i 21§ A Telnet.

fE A7 Management Station =373 SSH 0 Telnet M4 WY AU FFRFER (5120 PuTTY = OpenSSH) ZEiZZ|

iDRAC7.

E4 £ M Windows LE) VT100 3¢ ANSI 3/ EA2RFFE1T OpenssHe £ Windows @ &H2R A TEIT
OpenSSH BT ZTLIEREIT (B, FERITMEHFBELERER .

{3 SSH % Telnet 5 iDRACT IB{EZ BT, IEHAIR:

1. BZE BIOS UBABITIEHIA,
2. 7£iDRAC7 #f & SOL.
3. {¥/ iDRAC7 Web F =, RACADM /= F SSH & Telnet.
Telnet (3% 23) /SSH (3% 22) FEFuf <—> WAN %E3E <—> iDRACT
T IPMI B9 SOL {3 SSH 3 Telnet il AT R B E M AFBER, EABRITEIMEGEEHRE iDRACT AL % .
1EEFRY SSH X Telnet 15| & A BB BRI N N ZFE RGN B ITIK O AR, BTsO@EEMMN
Z|{AE ANSI- 3% VT100/VT220 ££ixH4 shell. SBITIEHIGE BENEEREE] SSH = Telnet IFH1&
P S
M Windows &Y Putty {3 SOL
M Linux A9 OpenSSH 5% Telnet {8 SOL

M Windows _E£9 Putty &/F SOL
M Windows Management Station _E#4 Putty 250 IPMI SOL:

AN E, BATLLE Overview (#%%5) — iDRAC Settings (iDRACiZ2E) — Network (f%Z%) —
Services (BR%5) TEBAIARY SSH 5K Telnet #BAT.

1. BITAT#SEES] IDRACT: putty.exe [-ssh | -telnet] <EXHA>Q<iDRACT ip Mibk> <ig
a%5>

By ‘EHOSEAMEN. RAFHSEKOSHAFEILN.
2. 1E{T&% % console com?2 3 connect LTI SOL H S| SZFE RS,
1837 FF M Management Station B ZE& R %8, £ SSH 5 Telnet 1Y A9 SOL £iF. ZEifjia] iDRACT % 41T
BHlE, 151%E8 ESC #FFH#1TH#RIE. Putty 70 SOL ZEIZITAH:
- EFHNEREIERED putty FEISE RS, IR putty ERVIHAESERNEAIETHEE -
* VT100+ —F2 38T, {BF2 k&Eid.

* ESCIn~—F12i@3id, {8 F2 LB,

- f£ Windows #, IIRE2EE RS (EMS) IZHI S EEHEFHSISFIBNFTFH, M Special Admin Console
(iAg) KIFATRES TR, IR SOL£1E, (AL, ITHAS—1MRin, REFEAHERMGSEE) SOL
=)

iEP 32

7£ iDRACT 1T & P BT FF SOL SiFE %
M Linux _E£9 OpenSSH 2% Telnet (&/F SOL
M Linux B34 A OpenSSH g Telnet Bh SOL:
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% AV E, AL Overview (H#E5R) — iDRAC Settings (iDRAC &= ) — Network (&%) —
Services (IR%E) TEXBAIA SSH 2 Telnet & 1EH#BAT.

1. RBzhshell,
2. (FRLTa4EEE iDRACT:

- XtF SSH: ssh <iDRAC7-ip-address>-| <iDRAC7-ip-address>
- %tF Telnet: telnet </DRAC7-ip-address>

Q SEEWNREN T Telnet RESMWBANIROS (50 23) , MK OSRKNE Telnet HSERE -
3. EHSRERFTHMAUT®SZ—E5S0L:

- connect

- console com?2

XE%% iDRACT EZERZE RGN SOL i . —BE SOL41E/E, iDRACT e S 1TiEH| 84T . ?zﬂﬁ
Y FHIEfRIZIEVITIF iDRACT 8 $1TisHI& . —B SOLLiEEER, X FIthaERE LITED.
ERG KA, I SOLSIFEEE—LrtE.

Ey & ERLUERESE com! SHEH & com2 B SOL. EHi5I SRS AR ERE.

console -h com2 B¢ RRNFHREMATORE BHITHONMFHRBITHALIERETXHAE.
RERREAXHFIA (FIRX) K/NA 8192 FFF. ERLUERUTHSHLBERERNB/NHE:

racadm config -g cfgSerial -o cfgSerialHistorySize <number>
4. R SOL IELAXHERNM SOL £1&

i aiE
£/ Telnet ERIZHIE
A3 Telnet 21EACE Backspace
£ iDRACT a £1TEHI & P B SOL SiFEiEH:

E/F Telnet IZHIFZHIE

L BIOS EHUEFIE% 9 VT100/VT220 {HEAET, Microsoft 32{ER L _ERIF L Telnet BB A SEA S EFE R
BIOS & ERHE. MRLELEIR, 5% BIOS ITFHIEER A ANSI RRUEMER. B BIOS REFREHRIT
k2R, i51%4% Virtual Console (FEIMESHIA) — Remote Terminal Type (GEFELRimAEAI) — ANSI.
HEEREEZFH VI AEFON, BEREECREMTHANET O MAEFIEE A 25 1T x 80 FILIFHRICAK
EMER: &N, T KRREAGESHIESE,

E(FH Telnet EHURHIE

1. 7 Windows Component Services (Windows ¢E#BR%) = /& A Telnet.

2. {FR&®SEESR|IDRACT: telnet < Ip Hulik >:< iS5 >, He 1p #ihl2 iDRACT Y IP #ulik, ™o 1
S Telnetim OS5 (AMRRFEAFHHOD

29 Telnet £1Z A& Backspace 5

IRE Telnet EPum, {FH <Backspace> GRIZ) BAJRESTHEEINNGER. BN, £FTHESEN “h. T
&, K% Microsoft £ Linux Telnet 2 PRI BL & 18 A <Backspace> 8.

ERLE Linux Telnet 21&{FF <Backspace> #, ITHGLIRRTHENAN stty erase “ho ERRHTR, #EA
telneto
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Bt & Microsoft Telnet 2 P {# Fl <Backspace> ##:

1. THASSERFED @ﬂ%%%)
2. WMREHEIEIT Telnet RiE, BEEN telnet. WRIEFEIEIT Telnet R1E, HI <Ctrl><]>
3. TERERET, #A set bsasdel.
FE/RIEE Backspace will be sent as delete (Backspace ¥H delete LE) .

7 IDRAC7 @ S{THE#I & P SOL 213 E/E

HiFF SOL 2TEEEM G SET AMAIERF. NS SOLSETEER LN A RREARERF.
EWFT SOL =1E&EHE, M iDRACT s 1TIEHI A& Lk SOL &1&:

ERH SOLEEM, B I% <Enter> . <Esc> B0 <t> . SOL 21EIF XM,
Z Linux LAY Telnet IR SOL &, iHHR{E <Ctrl>+]. ¥ T 7R Telnet 32775 A quit IR Telnet.

MRABREFEDH SOL 21EFETEKIE, MEAM SOLLIFF NI H. EMRILIEE, E74E Web EEEN
Overview (H%E) — iDRAC Settings (iDRACI%E) — Sessions (£1F) TR ILHSITIEFIE.

89 LAN _E IPMI 5 iDRAC7 j&1=

&5 73 iDRACT BLE LAN L IPMI, A BEXHME(TINEBR LR LAN (FiBB A EZEA IPMI 4. tIRZECERTT
&, MISNERRERG T EER IPMI 445 iDRACT BRZR=iE1E.

£ Web R |EEACE LAN _E IPMI

ELE LAN L IPMI:

1. 7£iDRAC7 Web AT, %% Overview (#E%1) — iDRAC Settings (iDRACIZE) — Network (FI4&) .
1887~ Network (4E) TIME.

2. 7£ IPMI Settings (IPMI&E) T, {EEBMME, REHF Apply (BAD .
BEBEMMER, 1ESI8 DRACT B 780
LAN EIPMI&EBERE .

£ iDRAC & E N AIEFECE LAN E IPMI

B & LAN £ IPMI:

1. 7£ iDRAC Settings Utility (iDRACi&EAFIERF) &1, # = Network (FIL) .
1% & 7~ iDRAC Settings Network (iDRAC i&EMI4K) TiH.

2. xtF IPMI Settings (IPMI&E) , i5EE.
BERRNES, BS10 DRAC B E LN FE/FEHZED.

3. fiokE & Back (GR[E]) . Finish (5EAL) #0Yes () .
LAN EIPMI&EERE .
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{£F RACADM EZE LAN E IPMI

EREE LAN £ IPMI, iEfEF set 3¢ config 74 :
1. B LAN L IPMI:

- {#M config %%: racadm config -g cfglpmilan -o cfglpmilanEnable 1
- £ set®%: racadm set iDRAC.IPMILan.Enable 1

FEZIEETHEFEA LAN £ IPMI REHITH IPMI 4. BXxEZES, 5517 intel.com LAY IPMI
2.0 H3E.

2. EFIPMHEERR:

- {#H config &%%: racadm config -g cfgIpmilan -o cfgIpmiLanPrivilegeLimit
<level>

- {FH set#%: racadm set iDRAC.IPMILan.PrivLimit <level>
Hrh, <level> B TE-IR: 2 (AP . 3 RER) 54 (BER)
3. WMRFE, {FIEE IPMILAN SiEMZZE:

- f£H config #%: racadm config -g cfgIpmilan -o cfglIpmiEncryptionKey <key>
- {FF set#%: racadm set iDRAC.IPMILan.EncryptionKey <key>

Hrh <key> B—MNEHMH 3 HIRRNE 20 ZFFMEZZH.
ﬁ #E:iDRACT IPMI 35 RMCP+ thifl. BXEZEE, 15S (7 intel.com LAY IPMI 2.0 H3E.

B AizfE RACADM

fwTLAfE R iDRACT Web & 5 RACADM /2 R s £ FiT4E RACADM, ERIAHITIEI TR Z A1 IZiE RACADM =
o

£ Web RE /S A=l Z HizfE RACADM
& s & FFE RACADM:

1. 7£iDRAC7 Web E@E, #Z Overview (#f%) — iDRAC Settings (iDRACi&E) — Network (f%&) —
Services (JR%) -

%57 Services (JR%) T1E.
2. 7t Remote RACADM (GE#E RACADM) T, 1%#¥ Enabled (B2EH) . &N, i%#¥ Disabled (BEH) .

3. BEApply (HAD
L2 RACADM J$IR#EiE 12 A B A -

{£F RACADM /3 A3 & F iz #E RACADM
20N S F RACADM Imi2ThRE. WMNREZEAILLIHEE, BEANUTHESZ—:

* {¥H config ®%%: racadm config -g cfgRacTuning -o cfgRacTuneRemoteRacadmEnable 1
* {FHset®4d: racadm set iDRAC.Racadm.Enable 1

EEARBENRE, BERAUATHSZ—:
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£ config #8%: racadm config -g cfgRacTuning -o cfgRacTuneRemoteRacadmEnable 0
M set %: racadm set iDRAC.Racadm.Enable 0

By & BUEAARS EBITRESS.

# F A< ith RACADM

A RACADM BUNBEA TERBH. Z2H, B2 RZRARIIEREN RS LAY iDRACT L ERE .

BERZEARS LR IPMI

EZE RS L, {#H Dell Open Manage Server Administrator AT/ 2 IS ZH IPMl. BXELEE, 57
dell.com/support/manuals L3248 Dell Open Manage Server Administrator’ s User Guide (Dell Open Manage
Server Administrator FB A #8F)

75| FHAE R BR1THEH S ECE Linux

T #38% BT Linux GRand Unified Bootloader (GRUB). #AR{FEAANEIRIGISMEIEF, MEERMUNEK.

FARER PR VT AEEORN, BEREEEEMEHENEOREARZFRER 2517 x 80 FILLH#H
FEXAEHET. B, BEXEFSTRESHIELD.

FRBB AT AA4R4E /etc/grub.conf 32{F:

1.

H B2 HRY General Setting (FAIKE) BAHFIMUATHE:

serial --unit=1 --speed=57600 terminal --timeout=10 serial
ERRZIT LB MAANETR:
kernel ............. console=ttyS1,115200n8r console=ttyl

=M GRUB MBI AEHERAETXANAE. EN, GRUB BB RAC EMEHIAFER. EEH
ER AR m, EFBEE splashimage kBT

U RGBT /=451 fetc/grub.conf 321, B RZEELEZFIRABRER.

# #iL anaconda A grub.conf # VWHER, XM CHFHITERE LT EWIET grub # IE
B A /boot X, XREWEHE # WM initrd Y / X, #lW0 # root
(hd0,0) # kernel /boot/vmlinuz-version ro root=/dev/sdal # initrd /boot/
initrd-version.img #boot=/dev/sda default=0 timeout=10 #splashimage=(hd0,2)/
grub/splash.xpm.gz serial --unit=1 --speed=57600 terminal --timeout=10
serial title Red Hat Linux Advanced Server (2.4.9-e.3smp) root (hd0,0)
kernel /boot/vmlinuz-2.4.9-e.3smp ro root=/dev/sdal hda=ide-scsi
console=ttyS0 console=ttyS1,115200n8r initrd /boot/initrd-2.4.9-e.3smp.img
title Red Hat Linux Advanced Server-up (2.4.9-e.3) root (hd0,00) kernel /
boot/vmlinuz-2.4.9-e.3 ro root=/dev/sdal s initrd /boot/initrd-2.4.9-e.3.im

EE A% GRUB i£LRIET RAC BITEREBHEINEHIERTE, HUATITRMEI R HIEIN:
console=ttyS1,115200n8r console=ttyl
AHER console=ttyS1, 57600 RMBIE—MED.

RIFHES | FEEREEIEH &

TESUH fetc/inittab &, FTIE—ITLATE COM2 &1Tum O LECE agetty:
co:2345:respawn:/sbin/agetty -h -L 57600 ttySl ansi
AT R REE T —1TRRBIS

#inittab This file describes how the INIT process should set up #the system in
a certain run-level. #Author:Miquel van Smoorenburg #Modified for RHS Linux by
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Marc Ewing and Donnie Barnes #Default runlevel. The runlevels used by RHS are:
#0 - halt (Do NOT set initdefault to this) #1 - Single user mode #2 -
Multiuser, without NFS (The same as 3, if you do not have #networking) #3 -
Full multiuser mode #4 - unused #5 - X11 #6 - reboot (Do NOT set initdefault to
this) id:3:initdefault: #System initialization. si::sysinit:/etc/rc.d/
rc.sysinit 10:0:wait:/etc/rc.d/rc 0 1ll:1l:wait:/etc/rc.d/rc 1 12:2:wait:/etc/
rc.d/rc 2 13:3:wait:/etc/rc.d/rc 3 ld:4:wait:/etc/rc.d/rc 4 15:5:wait:/etc/
rc.d/rc 5 16:6:wait:/etc/rc.d/rc 6 #Things to run in every runlevel. ud::once:/
sbin/update ud::once:/sbin/update #Trap CTRL-ALT-DELETE ca::ctrlaltdel:/sbin/
shutdown -t3 -r now #When our UPS tells us power has failed, assume we have a
few #minutes of power left. Schedule a shutdown for 2 minutes from now. #This
does, of course, assume you have power installed and your #UPS is connected and
working correctly. pf::powerfail:/sbin/shutdown -f -h +2 "Power Failure; System
Shutting Down" #If power was restored before the shutdown kicked in, cancel it.
pr:12345:powerokwait:/sbin/shutdown -c "Power Restored; Shutdown Cancelled"

#Run gettys in standard runlevels co:2345:respawn:/sbin/agetty -h -L 57600
ttySl ansi 1:2345:respawn:/sbin/mingetty ttyl 2:2345:respawn:/sbin/mingetty
tty2 3:2345:respawn:/sbin/mingetty tty3 4:2345:respawn:/sbin/mingetty tty4
5:2345:respawn:/sbin/mingetty tty5 6:2345:respawn:/sbin/mingetty tty6 #Run xdm
in runlevel 5 #xdm is now a separate service x:5:respawn:/etc/X11l/prefdm -
nodaemon

TEXCH fetc/securetty 1, {3 COM2 By 1T tty BFRFIE—1T:
ttysSl

ARG R RS T —TRIR IS
By E ERTERAEFS (~B) ERITEH A LM IPMI TRHT Linux Magic SysRq a4 <.

ve/1l ve/2 ve/3 ve/4 ve/5 ve/6 ve/T ve/8 ve/9 ve/10 ve/11 ttyl tty2 tty3 tty4
tty5 tty6 tty7 tty8 tty9 ttyl0 ttyll ttySl

T HEY SSH B A X

ZE{FH SSH #7195 iDRACT {15, EXH THRPIHNESMBZE SR,
#.12SSHEBBEHE

FRAER BR
JEXFFRINER Diffie-Hellman DSA/DSS 512-1024 (B#E#1) {3z/NIST #i3E
SRR N

* AES256-CBC

* RIJNDAEL256-CBC
» AES192-CBC

* RIJNDAEL192-CBC
* AES128-CBC

* RIJNDAEL128-CBC
* BLOWFISH-128-CBC
+ 3DES-192-CBC

* ARCFOUR-128

*  HMAC-SHA1-160

*  HMAC-SHA1-96
*  HMAC-MD5-128
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FRAER BR
HMAC-MD5-96

B583IE 2R

PKA B{583iE N-FAEEAXT

Xt SSH £ A LB ALIE

iDRAC7 32#¥ SSH LR L ESALIE (PKA). X Z—PRIGIFAIERITHAE. SNRIEMIZREFFEM SSH LAY PKA,
M%7 %2 iDRACT B}, BRFBWMABFBHETN. XMREHITEMINENENUMAEEER. LHNE
$AWLZUfE R RFC 4716 5 openssh &K, BN, BbFUGEREERAIZIER

EEAERT, PTE Management Station E4E—XTFAR AL 1§ HE4A F3 2 iDRACT A#sF
A, [EIft SSH & Fif < A FA G 25405k 32 37 Management Station 5 iDRACT ZBIRISIEX &,

A LUBE A T AR R A KA E AT
SHFIEST Windows B9 Fif, EF PuTTY Key Generator RI R 27
SHFIEIT Linux BOZ P, 1§/ ssh-keygenCLI,

/N\ /i £EIDRACT b, ZAURERREHRTERARAMANAAER. B2, TUELT “0E
X RPEFHRARSERIIR. SEKSRMNAFPTENENRAANES. XA @M ERA
P, REMRAFEE SSH BAF. BTXLEFERE, Hit, HEESEEAIR.

A ity 8. EEFN/MER SSH BEAMEEHBURT “BEERAFR” APBUR. ZARAFHAPEER A
FH) SSH 41, SEEERESE IR,
4 RR7E Windows FR{EFR Q4R
E(ER PuTTY Key Generator N FATZF 8 B E AR 4R .
1. BNz BRFEHEFEES A SSH-2 RSA 3F SSH-2 DSA Z4A2KH! (SSH-1 AT X)) . IFNZHERK
B X {X 38 RSA #1 DSA.
2. MINEPRIAIE. 3T RSA, ZHANIEH 768 F0 4096 i, mXTTF DSA, NJg 1024 {iL.

3. B Generate (ERR) , WRIBIERER D PBINERIFR.
RS E R

4. EAIDMEREREETFR.
5 MIAEBEIEURFESR.
6. RELCHMMLBENR.

4 R #E Linux AR AR

EER ssh-keygen SLREFOIEEARER, BEFTFLIHEOHE shel IBRFFT, M ssh-keygen -t
rsa -b 1024 -C testing

Hep:

-t B dsask rsa.
- b B E T 768 F0 4096 Z (BRI N BRI H .
- CIETAFEM A X TR, KA AL/,

B b EHRHANS.

BRBIETHTRE. SSWMITR, ELEEAHH.
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A 1vts: £ ssh-keygen M Linux Management Station 4£ FREY B 4A = 3E 4716 48R . iEFEH ssh-keygen -e
-f /root/.ssh/id_rsa.pub > std_rsa.pub #iZZHEIA 47116 1&3X. HDEBZHACHE
PR ZEE R AE ARGABUR T .

4 7E:iDRACT RS#5# AR ssh-agent %

J:i!?‘, SSH #$A

TR AR S /f A LR SN A HERED SSHIEOER . FMAKEFRZH, EHREFEAREER
E, UEERAT W EINE S

WIFRE A ZHAR, FRARIIENEATIERMHZAMENRS|. iDRACT NFAERMFEA A
PITHREURBRUARRBABRR . ZRMIBAR, MREM SSHEOBIEEER.

1E/F Web 77 EI_L# SSH &4
% SSH %4A:

1. 7£ iDRAC7 Web REH, &% = Overview (#E¥I) — iDRAC Settings (iDRAC&E) — Network (FI#&) —
User Authentication (FAP3&3E) — Local Users (AR .

B E 7R Users (FAF) TTE.
2. fEUserID (AR ID) %dh, BHEAFIDHS.
1% 2 7% Users Main Menu (FAPEZESR) THE.

3. 7 SSH Key Configurations (SSH Z54ABCE) T, i%#% Upload SSH Key(s) (% SSHE54A) , SRS & o5 Next
(F—% .

%27~ Upload SSH Key(s) (-3 SSH #48) WM.
4. BEEUTHNz— L% SSH &H4A:
- EE=ERE .
- BEACHEMNEEFIEISTAE.
BXREMER, FS1T (iDRACT BEHLEEEN)
5. = Apply (R .
&/ RACADM _L-2t SSH %55
ZE 3 SSH 4, BEITUT®S:
ﬁ I LB EHZA TR HIT.
T At RACADM, iFH{T: racadm sshpkauth -i <2 to 16> -k <1 to 4> -f <filename>

JtFim#E RACADM, i&5fEH Telnet 3 SSH: racadm sshpkauth -i <2 to 16> -k <1 to 4> -t
<key-text>

fian, ZEAXHFERNER BB E— N ZATE T DRACT B ID2, BEITAT®L
$ racadm sshpkauth -i 2 -k 1 -f pkkey.key

g $¥: - £ IRI7E telnet/ssh/serial RACADM EARZ X #.

EE SSH #4H
R EE 33 iDRACT H9ZE4H.
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&/ Web FEIZE SSH &4
#E SSH Z4A:

1.

£ Web RS, %£%) Overview (HE%%) — iDRAC Settings (iDRAC iZE) — Network (%) — User
Authentication (FIPSAIRIHE) — Local Users (KRHFAF)

B E7R Users (AR TIHE.

2. fEUserlD (AR ID) FIf, BHEAFIDHS.
1% &7~ Users Main Menu (FIPESESR) TiE.

3. 7£ SSH Key Configurations (SSH #5$ABCE) T, i%£#¥ View/Remove SSH Key(s) (Z=&/MER SSH ZEH) . A
FEgd Next (F—2) .
1% & 7= View/Remove SSH Key(s) (Z=&/MBk SSH 247> TTE R ZHHIEMER.

&/ RACADM Z& SSH #47

EEEFSSHER, BBITUTHS:

HFEZA - racadm sshpkauth -1 <2 to 16> -v -k <1 to 4>
FREZ4A - racadm sshpkauth -i <2 to 16> -v -k all

fB& SSH 2248

EMBRAXZRA R, FHAEEZARTEREN, URRMEA.
& Web FEME SSH 254

B SSH Z54A -

1.

7£ Web RS, %53 Overview (HE5E) — iDRAC Settings (iDRACi&E) — Network (FI4%) — User
Authentication (FAPEAIEIHE) — Local Users (ARMAF) .

&&= Users (AF) Ti@E.

2. fEUserlD (AR ID) 3%, BEHEAFIDHS.
REEN< B 7R User Main Menu (FIAESEH) TTE.
3. 7£ SSH Key Configurations (SSH ZF$AEIE) T, %1% View/Remove SSH Key(s) (Z=E/MEk SSH EA) , A&
F8E Next (F—) .
KR4 BB A B 4A1E4{S 2 A View/Remove SSH Key(s) (Z=&/MIB& SSH #F4H) T1mE.
4. i%¥% Remove (MMER) EMBRMEIH, REFRE Apply (D .
i 5 4R BN 45 MR o
1&/F RACADM M5 SSH Z4H

ZMBR SSH HEA, IBBITUTHL:

FEZA - racadm sshpkauth -1 <2 to 16> -d -k <1 to 4>
FABZ4A - racadm sshpkauth -i <2 to 16> -d -k all
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I/
fic & FH Pk P AR

BRI LU EE B ERIR (EFA &40 R FPkPLUER iDRACT EIBRGEMENRERE. BIAER
T, ERAAEIREZKAEE iDRACT. WEAB P &R rootH BZERE R cavin, {EAEIER, BAILURERF
M 7 AT 72 1 EL 4 A 7175 18] iDRACT .
BAIEE A AR EFRS (5130 Microsoft Active Directory % LDAP) LUEE R Ak~ . /M BFER
EARE—INEFHIMNE A TEBIRNA PR,
iDRACT ZHE TR EE—HEEXNIRNAF. AETAEER, BER. REAFETAE. ABE
XA A am KPR
=P

A & A tth Ff

B & Active Directory A/

BLE & LDAP

BCEAMA A

AT LA 45 E RO 814X BR7E iDRACT LECE %34 16 N AR . 78I iDRACT Pz HI, BEWIEREEA
ETLHFTRA. SAERAXEAPHSIRIEERARE. BEMAE. XE&H PR RS aEEEM iDRACT
HRLRPRE (B Web EE. RACADM 3% WS-MAN) #1TE K. BIEA LU AEMNE B BAHEA SNMPy3
6.

g $E: SNMPv3 ThEE2 3R 1S A], iDRACT Enterprise JFATIEZ L LETNRE .

{5 iDRAC7 Web REACE A -

NAnF0ED & At iDRACT A -
K4 & EL5R% Configure Users (BLEM ) MIRABEBIE iDRACT B F.

1. 7EiDRAC7 Web RE, 1545 E Overview (#fiR) — iDRAC Settings (iDRACi%ZE) — User Authentication
(B RISE) — Local Users (AMEFAF)

tEHE R R Users (AP @,

2. f£UserlD (AP ID Fid, BEHERAFIDHS.
Eq ‘ERP1RATIPMIEZRR, BRAESMEE.
7R User Main Menu (FFFEZS) T@E.

3. i%#% Configure User (BEERF) , ABHEE Next (T—5) &
& 7% User Configuration (FAFECE) TH.

4. RBRARARIDHAAFEERFAE. ZEMHER. G AAFBH SNMPY3 IEiE. %X ED
MEZIER, 1555 /DRACT Online Help (iDRACT BEHASEN) -

5 BEApply (KA . BISEABRENREA,.
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{8/ RACADM EZE A b A
Q SE: AR P oroot B3R A REFEIRTE Linux B4t EIT RACADM %4
#ERT A RACADM BR B 285 % iDRACT FI A=,
ERESEEHREEREN DRACT AR, BHTUTEFZ—:
ﬁ%ﬂxﬁ%qﬂﬁ’q RACADM 7ffl, 8 RACADM #&BIAMIE 1, REERNBE ARG LT IZMAIES

Egﬁﬁﬁ El—E &N FE R % L 8)2 iDRACT Bt B 3x 4 H 17T racadm config 2§ racadm set 7454
B0 SR 14 IF 2EBC B #THY iDRACT S & 18 2 21 A racadm racresetefg 64, NME—HINATAFRE root, HEiEH
calvin. racresetcfg Fai4$ <18 iDRACT EiRAEKIAE.
ﬁ ERAFREEFTAMER, AW EA. Eitk, E£81IDRACT £, AFFREERRNESIHS.
EWMIERAPREREE, BFEGPRAMFLBAUTHESZ—:

{#/ config %4: racadm getconfig -u <username>

R get #%%: racadm get —u <username>

%
BMAUT®S, SRNEHRRSI1E 16 PH—1:

{£H config #6%: racadm getconfig -g cfgUserAdmin -i <index>
=M getfp‘%\: racadm get iDRAC.Users.<index>.UserName

S B AU racadm getconfig -f <myfile.cfg>B{ racadm get -f <myfile.cfg>,
HEE T HIE myfile.cfg X, ZXHFEEFH iDRACT ELESH.

ENBHMNER ID 5HYRE—EER. HPEENHNRE:
+ WMREEBLFER getconfig 654 :
# cfgUserAdminIndex=XX

cfgUserAdminUserName=

WMRIECEFER get S

iDRAC.Users.UserName=
BNk cfgUserAdminUserName xi% & H1E, MIFTLUFER cfgUserAdminindex X &R IERIMESIRS . MR “=" F
BRTEWR ZRSINSELAAZER.
{5 racadm config Fa S FaZARERAA P, L4400 - ZIEERS].
BER, LRI+ ERA cfgUserAdminindex MR EE “#” FiHF. ERTEXE—MRIEMNR. B, MRE
{8 F racadm config -f racadm.cfg @ S RIEEEEHEETARE/XR, MIERERS. X#THLIFERE
% EAE % iDRACT BT E&E KRR EM.
{s£ /8 RACADM 375/m iDRAC7 FA
ERNMFAFZ RACEE, HEHITUUTEHRIE:

1. &ERAPSA.
2. ®EERE,
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3. REUTHFR:

iDRAC7
- LAN
- BiTmO
- LAN E$1T
4. BHRHARF.

A5
TEBRGEEARRIET A /2 "John" 2585 "123456", iZF P35t RAC BEF “BF” R,

racadm config -g cfgUserAdmin -o cfgUserAdminUserName -i 3 john

racadm config -g cfgUserAdmin -o cfgUserAdminPassword -i 3 123456
racadm config -g cfgUserAdmin -i 3 -o cfgUserAdminPrivilege 0x00000001

racadm config -g cfgUserAdmin -i 3 -o cfgUserAdminIpmilanPrivilege 2

w
|
O

racadm config -g cfgUserAdmin -i cfgUserAdminIpmiSerialPrivilege 2

w
|
]

racadm config -g cfgUserAdmin -1 cfgUserAdminSolEnable 1

w
|
o

racadm config -g cfgUserAdmin -1i

EHTIRIE, BERUTHSZ—:

racadm getconfig -u john

cfgUserAdminEnable 1

racadm getconfig -g cfgUserAdmin -1 3

A% RACADM S HIEZ(EE, 15E17 dell.com/support/manuals _E1R 89 RACADM Command Line Reference
Guide for iDRAC7 and CMC (3& T iDRACT7 1 CMC 9 RACADM 4 &1TE8E46R) -

BREBIRY iDRACT B
EREEESESENRMAR, (ETABHNER
E4 iE ERILUER getconfig 71 config #r &3 EEM get 7 set &<

1. ERSSEERRITRNARRS]:

- 8 getconfig #%: racadm getconfig -g cfgUserAdmin -i <index>
- {#H get®%: racadm get iDRAC.Users <index>

2. ERHAPBRMBELREANUATHS.

- {#M config &%%: racadm config -g cfgUserAdmin -o cfgUserAdminPrivilege -i
<index> <user privilege bitmask value>

- {Ff set®%: racadm set iDRAC.Users.<index>.Privilege <user privilege
bitmask value>

Ky & AREER PR BHMAERSESIER, 1551 dell.com/supporymanuals L2 RACADM
Command Line Reference Guide for iDRAC7 and CMC (3&FB-F iDRACT7 #1 CMC Y RACADM & $ {178 £ 45
B . BANRERO0, BIRTAFPREEABR.

BCE Active Directory I

R IEAI A FIERA Microsoft Active Directory 31, WA LABE BiZEX 4 AR 1712 iDRACT BIABR, MM IFR
nFnfEHl B FIRE P IAE A PR iDRACT A FARUR. X 23RS IFANERITNRE.
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$¥: 7£ Microsoft Windows® 2000, Windows Server 2003 F1 Windows Server 2008 #&{E &%t - #55 F Active
Directory 3&i2 3! iDRACT A .

&R LB Active Directory fit & A P B3 58 E LUE 3% 2 iDRACT,
J\—.rujjﬁ-'{iﬁﬁ)t'@ﬂﬁ'-ﬁi BIRLBR

MBRSBEEERE, DRACT ABIIRMNBMELEEN. ABATRA:
%. 13:iDRACT &

R LRHMET A ERINIR, AMEEE

Hanx—K Ar—K PR

=R R ;&%\ A= = as BRGHEE] Il EREES
I:l\ lﬁlﬂ)ﬁMuJﬁ\ gﬁﬁ?,ﬁﬂf 1“ k

BIER =& Bx. BB, REEH HREBIEEE . HEIEMN R,
RGRME. AR

Riz KERF TR

I ¥ o

2. 14:iDRAC7 FH FHUR

Banx—& A—K BiAA
R 5 iDRAC StV PSR E iDRAC.
[ i & iDRAC s F FECE iDRAC,
BEERF EEERA FERAFATAIFFERFIARBIRS.
= BREE ER P LUEMR RS S HAE (SEL).

RS PATAR =510 5I 6 < A EH ARG XN EB I
WEEMERE FEERNERIEEER FRAAEITEIMEE.

gé %ﬁ)ﬂ FIIRRSE

iBRENESIE GER

%m%&ﬁ.iuﬁﬁﬂﬁ%

TREERLA B TR AT R fER AR LS TAE R EHL T R

Ry MK EER RFUSHBMNARELERA AL ENERNEGEUREE
#J&ﬁlﬂ%

i HITIZH &S FERATLEITISEH®S

xR

%+ iDRACT {$ F8 Active Directory I iF I BTIE R
#5849 Active Directory I8 1FH1

%t iDRACT7 {8 F Active Directory 38 iFAURTIE &

Z (¥ iDRACT Y Active Directory SR IEIETNRE, IBFHREMIT TIIERIE:

EBE Active Directory 2243, BXIFMER, 1555 Microsoft [k,

1% PKI &£ 3 Active Dlrectory Zatych, iDRACT 1 AR AN £ Z54A 404 (PKI) #L&I5RIEE Active Directory FY %
M. BXFEMER, 155 Microsoft i .

7£ iDRACT B 2B AT BIEIEHIR LB AR 2 EEF R (SSU), MR AEITFIsE Rt

iEES
TSI /S A SSL
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IR LB A SSL

2 iDRACT f£F8 Active Directory SBiiZHIRRIIEM PR, KBISEEHIZR 2B SSLEIE. MY, HiEHRe
A& FHERINENH (CA) ZZRHER — HARUER t E2F) iDRACT i T A7 {E F g 15 8848 EAY iDRACT
— A EERREEHIEETR R FIIEHIRE — ziirtlS L M B G HEMNIMENAELNER T SSLAYIES.
R &E A Microsoft Enterprise Root CA a4 IGRIFR BT HIgE 2 ECEI SSLIEH, MAsm:

1. EEMIEHIEE EZR % SSLIER.

2. EiEEEHISR IR CAEH S H 3] iDRACT.

3. S\ iDRAC7 Ef SSLIEH.

i a0E )
L MYIEHIZE A SSLIER
1&iEiiEHI824R CA JFH S % iDRACT
S )\ iDRAC7 El# SSLIEH

REFMIIFEHIREH SSLIES
LR MHIEHIERAY SSLIEH:

g3 Start (FF4R) — Administrative Tools (ZFHETH) — Domain Security Policy ({iZ&2 &%) .

FE 7T Public Key Policies (AILEESAERE) i, A E D Automatic Certificate Request Settings ( BEIE
HeRiHigE) 8+ Automatic Certificate Request ( BEEBEHIE)

1% 2 7~ Automatic Certificate Request Setup Wizard (BalhEBHRIFZEES) .
B & Next (T"—25) FH1%3% Domain Controller (3Eia&Iag) .
B Next (T—2) , SARE T Finish (5@ - SSLIEHE &%,

BigiiEHI2E4R CA EH S = iDRACT
Ky & RFEGIET Windows 2000 SREMER MK CA, AT SERATEERRE.
EIg T HIZE 1R CA iIE B S = iDRACT:

1. #%ZB)5E1T Microsoft Enterprise CA AR 5% BUIsiEHI2S
2. B Start (FFEB) — Run (GGBETT)

3. HiAmmc, RFETOK (HE) .
4

7£ Console 1 (#ZHIA 1) (MMC) HO =, B File (32 (7€ Windows 2000 %%t M| 8 & Console (3=l
&) ) #3%$E Add/Remove Snap-in GRIN/MNEBEEETT .

7£ Add/Remove Snap-in CGFnN/MFREERTT) FOF, #EAdd GRMD .

7£ Standalone Snap-in (ST EIBETT) HO T, i%$F Certificates GER) FH &4 Add GFM) -

i%#% Computer (GHEH) HEH Next (F—)

i%+% Local Computer (A<ibit&#1) , 3 Finish (GERR) , RFHEE 0K (HE) -

7 Console 1 (3ZFI& 1) B, %%Z| Certificates (FIEF) Personal (4 A) Certificates GE$) Xk,
10. HREIFHAEBFR CAIER, %EIF AllTasks (FIEES) . AREHEE Export.. (BH.D) .

11. 7£ Certificate Export Wizard GEBSHES) &, #d Next (F—2) Fi%4E No do not export the private
key (T, TSHFABEEBH -

12. B Next (TT—3b) 31%4% Base-64 encoded X509 (.cer) (E-T 64 frZmABHY X.509 [.cer]) {ER#E .
13. B Next (T—%) HFEEREEZRZELMNER.
14. 13513 SRFHER _E£ 2 iDRACT.

N =

© o N o o
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N\ iDRACT El# SSLIEH

iDRAC7 SSLIEH 2T iDRAC7 Web AR S 25 R9HEEIEF . 7 iDRACT #5834 Mits— NN B ERIEH .
3n5R Active Directory BR 2515 B A7E SSL &R EXHABIEIE R Fim, 1855215 iDRACT AR EFIEH L&
#| Active Directory 1345 %28 . 405R Active Directory F7E SSL SIERIMIRL I BRABIITR FmIIE, LTk
M.

K4 & MRHRGHELT Windows 2000, AT HRATEERFE.

5¥: 2n5R iDRACT Bl SSLIEB 2 CA FZ i HiZ CA BUIEP 2 LA 183558884 Trusted Root Certificate
Authority CZ{EERIRINENAD FIgRS, BEORITADHHSE.

% iDRACT Bl SSLEH S AEI B BHEHISREERNERT%R:

1. fEA LT RACADM #34 T &; iDRAC7 SSLIE+H:
racadm sslcertdownload -t 0xl -f <RAC SSL iF$>

2. fEiEdEHIsE ., FTFF MMC Console (MMC #2%I4) & O3+i%$% Certificates (IiFH) — Trusted Root
Certification Authorities (SIERIHRIAIENLA) .

L8258 Certificates GIEP) , 1%#%F All Tasks (FFEES) H 23 Import (BAN) .

B Next (T—25) HixBEE| SSLIEPTH

EEMIIEHIZEHY Trusted Root Certification Authority CR{SERIMRIAIEN4) %35 iDRACT SSLIEH.
MRGBELREBCHWIER, 1EF{R CA Z& LT Trusted Root Certification Authority CZ{S{ERIARINIEALHID
SIRFHEEIER. WRIZNBAETIRS, WELAEREEERHSEERET.

B Next (T—%) HiZFEREE Windows IRIFIEERB Bz E R EERX, SR EIFTEEERX.

B Finish (BAR) , AFHEE OK (ME) . iDRACT B SSLIEHE SAFREEEHIREEMIERT
o

% #5##9 Active Directory 3&iEA5

TR A] L I A Fh 75 351 A Active Directory ZE X iDRACT i FijF a4 pR :

I EZEHIRR SR, {UER Microsoft BUZRIA Active Directory ZHXT %R

T RIFHIERFR, HEBEENH Active Directory 38R . FT AT HIXT & B/ Active Directory 4P,
EREEEEMIRKAAAIE iDRACT LEE A Fif el i RIZB I T S AR FEM .

=P
FfE 244 Active Directory #E58
3 %244 Active Directory #E %

F¥RfE4244 Active Directory HE %

W T B, 7 Active Directory SE R {F FI#R/EZRTEETE Active Directory 1 iDRACT E#BIFHITALE .
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Configuration on Active Configuration on

Directory Side

Role
Role
Group

Name

Group Name
and Domain

Role
Definition

[& 1: £ /3 Active Directory #R:fE42498C & iDRACT

1£ Active Directory &, #RfEEMRAEAELE. BF DRACTIHESIRMB AR T AGAENRR. EALLAA
SECIHIEI4EE iIDRACT BIPR, TEASE DRACT LR ERGERZMREER. AERIIRAHIAEEA iDRACT
(MAE Active Directory 1) FH#ITENX . S/ IDRACT 1, BEZAUENANMAEE. REEZHESETR

TERNABBEIIBUR
=15 R A EATR

sl BRI R RS

T HIUR

(DECEE

AfE ¥

BB ?2 7

BEBHS 7

Login to iDRAC (ERF|
iDRAC> . Configure iDRAC
(BCE iDRAC)
Configure Users (B2 &
F) . ClearLogs GEMH
&) . Execute Server
Control Commands (31T
R =EEFIHS) |
Access Virtual Console (3
B ERUEFHIE) « Access
Virtual Media (if5ia] 2
AR TestAlerts GUlR
Z38) . Execute
Diagnostic Commands (3
TSRS
Login to iDRAC (ERF|
iDRAC> . Configure iDRAC
(it E iDRAC) . Execute
Server Control Commands
(BITRR S 2515 HI €

%) . Access Virtual
Console (if5a] EE#IEHI
&) . Access Virtual
Media Cifal EH#l4 T

&) . TestAlerts CGUli{ZE
#®) . Execute Diagnostic
Commands (H{Ti2Brdn
=

E3RE|DRAC

0x000001ff

0x000000f9

0x00000001
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el AR PR % Al T RIBUR (ELE]

fmEEs ¥ RESEUR 0x00000000
AEAES x RESEMR 0x00000000

E4 EBitMask (fii##5) {ERH7ER RACADM i EAR/ESRMET A (LR .

BIgRZEHIRER
MRBERAFMARE (BEHREH EHERES, MNFZEL iDRACT LECEHiTHIZ i, AixMs
HIRRF, SXRFAAEREE.

MRFEERAFAMABEAE (REMBREL) KEZNME, MAMTEIDRACT LEELSBmFERSHE M. £
XEEIERD, FREARBAMBGESR (MRE) ¥4 Universal Group GERLE) AL,

B Z #5224 Active Directory
B E iDRACT LLI#ST Active Directory B3Rifa]:

1. 7£ Active Directory AR 5588 (IHi#THIg8) L, #TFF Active Directory BRI+ EHNEEE T
2. QIE—MEZGEFIIARHE. 1F Active Directory Fi P {EA Active Directory 4B AR 53780 LA 18] iDRACT.
3. {£iDRAC7 Lf¥F iDRAC7 Web Ak RACADM EcE4HE . HEFAEINR,
xR
{$ i iDRAC7 Web B IUFRAEZHIACE Active Directory
{&£F RACADM B & B A¥r.E 224989 Active Directory

{5 A iDRAC7 Web F E LAFF AL HIEL E Active Directory
K EBXEFROER, ESR (IDRACT B -

1. 7£iDRAC7 Web RE™, %:Z Overview (H#¥%) — iDRAC Settings (iDRAC i&E) — User Authentication
(FPLEUE) — Directory Services (E3&ME%) — Microsoft Active Directory.

FEENE 7~ Active Directory #2511 .
2. E Configure Active Directory (& & Active Directory)

1% 2 7% Active Directory Configuration and Management Step 1 0f 4 (Active Directory BLEFIEIEE 15, 4
) M.

3. =&, 25 Active Directory (AD) AR S5 ERiBISRT, B AIERIIEFH L3 SSL AN IA (L HAE AR A BOIAIENLAE

ZENEFIER. Alt, LIUEEEEHIZEMEFRYRE FODN, ZBREBEREMLEPSTR. Eit DNS
M7EM4I% B P IERIHITALE

4, FEE Next (T—H)
1% &7~ Active Directory Configuration and Management Step 2 of 4 (Active Directory Eg EFNIEIRE 2 5, k4
®) A-

5. BF Active Directory #38E X T Active Directory BR5=5F A Pk EFE 2. LI, JEEFE IDRACT &
232 iDRACT w4715 % Active Directory M N BYETE].
Eq ‘& ORIBEIICER, 1BEEEHERRS 2RI 254%5% FODN. #fk DNS 7 Overview

(#E¥E) — iDRAC Settings (iDRACi&E) — Network (f4&) TIEMBLE.

6. 2 Next (T—#) . 14T R Active Directory Configuration and Management Step 30f4 (Active Directory Big
BEMEEE3IL, 4P A,

7. i%#¥ Standard Schema (FREZR40) FH & Next (T—25) o
1% 2 7~ Active Directory Configuration and Management Step 4a of 4 (Active Directory EeEFEIRSE 4a 25, it
4%) TiME.
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8. #IA Active Directory £ SRR FSF/HME FH1EE R TIRA PHIRUREAE.

9. 5 Role Group (LA FLErEZRMREN T AP RITHIRURE .
4% 2 7~ Active Directory Configuration and Management Step 4b of 4 (Active Directory BgEFIEHRSE 4b 25,
4%) IE.

10. $EEMPRF 2 S Apply (KA -

1% R F31& & # & 7~ Active Directory Configuration and Management Step 4a of 4 (Active Directory fig 2 &
Haap, 4P TA.

11. B Finish (5ERR) - FREZR#AY Active Directory I8 ERNECE FEAK
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{35/ RACADM i E A B#rAEZR 4N Active Directory
{ F RACADM B & B B#r/E424947 iDRACT Active Directory:

1.

128

fEracadm FESRRA R, EBITUATHS:

- {%F config %%

racadm config -g cfgActiveDirectory -o cfgADEnable 1 racadm config -g
cfgActiveDirectory -o cfgADType 2 racadm config -g cfgStandardSchema -1i
<index> -o cfgSSADRoleGroupName <common name of the role group> racadm
config -g cfgStandardSchema -i <index> -o cfgSSADRoleGroupDomain <fully
qualified domain name> racadm config -g cfgStandardSchema -i <index> -o
cfgSSADRoleGroupPrivilege <Bit Mask Value for specific RoleGroup
permissions> racadm config -g cfgActiveDirectory -o
cfgADDomainControllerl <fully qualified domain name or IP address of the
domain controller> racadm config -g cfgActiveDirectory -o
cfgADDomainController?2 <fully qualified domain name or IP address of the
domain controller> racadm config -g cfgActiveDirectory -o
cfgADDomainController3 <fully qualified domain name or IP address of the
domain controller> racadm config -g cfgActiveDirectory -o
cfgADGlobalCatalogl <fully qualified domain name or IP address of the
domain controller> racadm config -g cfgActiveDirectory -o
cfgADGlobalCatalog2 <fully qualified domain name or IP address of the
domain controller> racadm config -g cfgActiveDirectory -o
cfgADGlobalCatalog3 <fully qualified domain name or IP address of the
domain controller>

{EH set 4

racadm set iDRAC.ActiveDirectory.Enable 1 racadm set
iDRAC.ActiveDirectory.Schema 2 racadm set iDRAC.ADGroup.Name <common name
of the role group> racadm set iDRAC.ADGroup.Domain <fully qualified
domain name> racadm set 1DRAC.ADGroup.Privilege <Bit Mask Value for
specific RoleGroup permissions> racadm set
iDRAC.ActiveDirectory.DomainControllerl <fully qualified domain name or
IP address of the domain controller> racadm set
iDRAC.ActiveDirectory.DomainController?2 <fully qualified domain name or
IP address of the domain controller> racadm set
iDRAC.ActiveDirectory.DomainController3 <fully qualified domain name or
IP address of the domain controller> racadm set
iDRAC.ActiveDirectory.GlobalCatalogl <fully qualified domain name or IP
address of the domain controller> racadm set
iDRAC.ActiveDirectory.GlobalCatalog2 <fully qualified domain name or IP
address of the domain controller> racadm set
iDRAC.ActiveDirectory.GlobalCatalog3 <fully qualified domain name or IP
address of the domain controller>

BXBEERABAMNRMAEIE, FSREARBANR.

HMNIITHIEEAY FODN, WA=21EAY FADN, 0, A servername.dell.com MAZ
dell.coms.

=AU EADE—NEEHITECE . iDRACT Z—2iEZE| BN EMHbiE, EEIRIIEMNIEE.
fF ArRESRMRT, XL 2 A Pk A0 G ATl sS At .
REAPKANAREEMNTARNEFE, RERMIFTELRERRESHE. EZMINELT, R
HEfFFIBAI4A.

MREBRA TIEBIWIE, NELLFEE 5 ERI FADN =X IP #itlk N 5157 HI85IEH AY Subject (ERF) 3k
Subject Alternative Name (EFZH B FEMARF.

WRELFA SSLIEFIREPAIERIIE, BMALLT RACADM a5 <:

- {#F] config §5%: racadm config -g cfgActiveDirectory -o

cfgADCertValidationEnable O



- {[FH set®%: racadm set iDRAC.ActiveDirectory.CertValidationEnable 0

HEWERAT, TFHELHOAUENA (CA)IEH.

£ SSLIEF S EHRFIITIEREIE (FIE) -

- {#H config &%%: racadm config -g cfgActiveDirectory -o
cfgADCertValidationEnable 1

- {EF set®%: racadm set iDRAC.ActiveDirectory.CertValidationEnable 1

FERERT, HHERLLT RACADM w4 L3 CAES:
racadm sslcertupload -t 0x2 -f <ADS root CA certificate>

Eq ‘EWRERWIECER, 15 EHITH R RS 2Rt i< H%5% FADN. #{k DNS E7 Overview
(#8Eid) — iDRAC Settings (iDRAC &) — Network (M%) TIEFRELE.

AT~ RACADM & &AM .
racadm sslcertdownload -t 0xl -f <RAC SSL iF$>
2. R IDRAC7 EE/ZF DHCP H B &% 2 {F F DHCP AR5 2542 LAY DNS, &M LLT RACADM #5%:

- {£H config #%: racadm config -g cfglLanNetworking -o cfgDNSServersFromDHCP 1
- {FHf set®%: racadm set iDRAC.IPv4.DNSFromDHCP 1
3. 2R iDRAC7 LE % DHCP sk& 8 FEhMN DNS IP #hhik, NN LLT RACADM 654

- {&F config %%
racadm config -g cfglanNetworking -o cfgDNSServersFromDHCP 0 racadm
config -g cfglanNetworking -o cfgDNSServerl <primary DNS IP address>

racadm config -g cfglLanNetworking -o cfgDNSServer2 <secondary DNS IP
address>

- [FHset®%:
racadm set iDRAC.IPv4.DNSFromDHCP 0 racadm set

iDRAC.IPv4.DNSFromDHCP.DNS1 <primary DNS IP address> racadm set
iDRAC.IPv4.DNSFromDHCP.DNS2 <secondary DNS IP address>

4. WMREREAFPEFIRUEESRE Web AEFIAFZMARFAE, MMAUTHS:
- M configﬁi%: racadm config -g cfgUserDomain -o cfgUserDomainName <fully
qualified domain name or IP Address of the domain controller> -i <index>

- ffF set#%: racadm set iDRAC.UserDomain.<index>.Name <fully qualified
domain name or IP Address of the domain controller>

2]

ERZAEEE ONMNAPE, RSIHSHT 13840 (8.
3 RR 4244 Active Directory #5353
EFERY REMMERS REE Active Directory 22483 R .

Active Directory 22453 @

Active Directory #1E 2 E /450 209 5N BIEEE . Active Directory 2 B3EFAE AT R SR E PR Nk & 3E R
BRREFN . B AR RRRIBEDEERN 22— RG], —EREBAEBUTHEIERFHEE. BK. B
BEEEEE. ERLUBIRME CM— /B M40 28R Active Directory BUiRELIA T4 EE K. Dell B R
ZEHILABIESE A Active Directory T IFmiZ EIRIIEFIRM AN EE K.

NINZIENA Active Directory 2RI BN E 143k XE L FUERME—RI ID EX . AT EBMTIA%EFE—R

ID, Microsoft ¥§4£37 Active Directory 3R #RIRTF (0ID) MIEIEREE, LUEATLRMEMGY RAT, ATLMRIEX LY
BME—HB RS ILHZE, & Microsoft Y Active Directory ¥ B Z244, I RMEIERRS P RIE MM

%, Dell ¥ULBIME—AY OID, ME—RYY R & FIME—HEIZRYE 14 ID:
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EE: dell
HREOIDE: 1.2.840.113556.1.8000.1280
* RACLinkIDSEERZ: 12070 #| 12079

iDRACT ZE#93 R4 5T

Dell B REHILLELFE Association (XH) « Device (i%#5) F Privilege (R BYE. Association (XE) B
HAFIER A S — AT E R —EHEE R — 12 %4 iDRACT 1% & . IREU MK EE&FHAA.
iDRAC7 #XBR#1 iDRACT & FAEANEIERIEHR T HRAWRENE, METEDIRE.

TR EIGZES Active Directory SERFEI TIIEFIR BT F MR iDRACT 8%, BIBZEL— P REX&RFI—
A iDRACT &R . WRAILIBIEZ N KBENNR, HFASNKBENRTRBETEEZIIRTEZHAR. AR
4A3% iDRACT B & %1% . FAFF1iDRACT A FLERT AR &l P E IS BI R R o

BE, BMRBENHRREEHED—MURN S (FJ#EAFP. AP IDRACT BE&WTE) « ARGIRIFER
RAEHI4FE iDRACT & _ LS A FPHIBUR.

iDRACT % & X5 245[5) iDRACT EEA04E1E, BT 2516 Active Directory DUFEITISIFFNIZAN . & iDRACT 5 NZIM
i, EERVMBCE IDRACT. Hig&E IR KX Active Directory BFR, LUEFH FRET5IEIT Active Directory 11748
UEFNRA . o, BEIRSIANE iDRACT SRINEIE D — A XBAST R UUMER AT

T E R AR IEFIRA AT BEIZRI B KRBT R o

_— ——
- -

/ iDRACT
l\ Association Object

— —— o — o ——
— —. - . - —

L - \ P T ‘-\\ e . ~

e . / ) .
/" Userls) Ty _ DRAC?
[\\ Groupl(s) Privilege Object ‘ Device Object(s)

[& 2: Active Directory X} & A 818G &

AR BEEEEEER AN EENR. BE, BAFREEL—NLBENR, FEMEK EES Active
Directory SEA% LAifid iDRACT I&IEFNIZAN A BN iIDRACT & F A ME— iDRACT IR ZXT R,

LB R R EEH BB FAF/SE LR iDRACT &R, BER, ENMXBENRNEHE—MURETR. *B
XS AT EE$E7E iDRACT %% E A RRA A .

ADUC MMC ‘E32 B T h) Dell B R 221545 5k B HHREIH AV PR T & 1 iDRACT 3R 5 X Bk R HE%Ek. Dell 'R
T RFREEMhigAY2E SR iIDRACT IFTRAE A KEEXT R B MmA SN o

AIRBEAREMBAAR, FEEEABATTERXEENIR. Dell Schema Extender 22 FAFTEFF B2 AIBAIA K BX
S EEAME, HERESKEEMEMNBRA—REFER.

XBEEMEMAA. BPESiERPAEBTRME XBEXN S 5. I RIEFRRTT R # Microsoft Active
Directory S FHUIEST A LR KB FIBE S MBI ER ERERT A 4R,

BERY REAA RIABUR

1R ZRADBEEAL S ST EF N A BRI PR X R P A TAR R (X LRI RBEI T RIHIXE S R SHEEIRA A%
B o #%EnEH, T REMINERITBIRUITRAARESMBEEHEMNR, XLEELEMRMNTSHERAR
GBS RNEET SO 3

TERME T —MERY R RNRA KA.
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Domain 1 Domain 2 e e

/\/

v
( User

. P
( iDRACT1 ) [ iDRACT2
[ 3: FPHBRRER

ZEIRR T AN KEEXTR — A0 F1 A02, BITXAEANKEEXTER, A1 XBE iDRACT2,

¥ R LMIEER AR A A XA R RR RS S ECAER, SMRMUEIR, MMfER A HE R KRR
£45.

EARRGIH, A 14874 iDRACT2 A Privl #0 Priv2 #2BR. FA A 1 {387 iDRACT1 £&Y Privi #UR. FF 23858
iDRAC71 #1 iDRAC72 LAY Privl #XBR. 1tkSh, ZEERRTHA 1 ATUAEARRRE S, FETUREMERR

Do

BC F 3 FR 2244 Active Directory

EZ & Active Directory LAij55] iDRACT:

1. # R Active Directory 22#4.
2. #FE Active Directory Fl PHIHEH BIREA T,
3. 1% iDRAC7 Al P R EMPRAMNEY Active Directory.
4. {&F iDRAC7 Web & RACADM B E iDRACT Active Directory B1%.
iEP S
R %244 Active Directory #E %
Z % FF Microsoft Active Directory Fi P I+ EHLETE S T Dell 3B
1% iDRAC7 A P AN4X RN Active Directory
{3 iDRAC7 Web & [ LU FRZZHIALE Active Directory
£ FH RACADM Fit B B 5 R 424389 Active Directory

3"F& Active Directory 244

B3R #6 Active Directory 2243, TITH) Active Directory ZE405710 Dell 4H4R 8T, B FIUR B, URR
BIRPRFAREEIT R . FEET RBEMZAT, BRETEFAEMEN TR ENERE (FSMO) AEHEEESE
MBI RIR.

i & #Ri% ik AR R RARE T ZAIK RAC =&, FHIMRBTERTZ~ M,
B & RARATSEMZATRA AR,
ALUERUT ARz — RE:
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Dell Schema Extender 2\ 12
LDIF BEA Sz

NSRIEF LDIF BIARST . 1§40 Dell LHER R TTRMEBIZR M,
LDIF 3z44%n Dell Schema Extender 4> BILTF Dell Systems Management Tools and Documentation DVD BRI T~ B #

o

DVDdrive:\SYSMGMT\ManagementStation\support\OMActiveDirectory_Tools\Remote_Management_Advanced
\LDIF_Files

<DVDdrive>\SYSMGMT\ManagementStation\support\OMActiveDirectory_Tools\Remote_Management_Advanced
\Schema Extender

E(FF LDIF 3, 15417 LDIF_Files BR P BEA TEhaYitAR .
AN EELLE EHI3H3IE1T Schema Extender 8¢ LDIF 325

1€/ Dell Schema Extender

o B~ W DN

#)vty: Dell Schema Extender £/ SchemaExtenderOem.ini 3Xf. ZE#i{R Dell Schema Extender 22 IEE
I, BZEBULXHR B R,
7£ Welcome (GRilD) & £, BT Next (T—%) .

FEH TRESE, AERE Next (F—5) .

%3% Use Current Log In Credentials (fFAMAIERER) SMANEGEMEERBRMA A ZMEB,
B Next (F—%) 1E1T Dell Schema Extender.

# & Finish (FEA) -

BMIEHT . EWIFLEMT R, &FE/ MMC #0 Active Directory ZE# IR S T IS VERFIB LB ES
F1E. BXEM MMC #0 Active Directory Z2E TR B TTRVIELMIS R, 15S 17 Microsoft BT

EFE M

. 16: RMEER) B REHMHISEHI2EE X

K2R P EHIXRIRIRS (0ID)

delliDRACDevice 1.2.840.113556.1.8000.1280.1.7.1.1
delliDRACAssociation 1.2.840.113556.1.8000.1280.1.7.1.2
dellRACA4Privileges 1.2.840.113556.1.8000.1280.1.1.1.3
dellPrivileges 1.2.840.113556.1.8000.1280.1.1.1.4
dellProduct 1.2.840.113556.1.8000.1280.1.1.1.5

3. 17: dellRacDevice 2

0ID 1.2.840.113556.1.8000.1280.1.7.1.1
154 AR X 3% Dell iDRAC7 #%#% . 7E Active Directory @A %04

iDRAC7 ECE 3 delliDRACDevice. XFHACE {5 iDRAC AT
HRERBRIHEINY (LDAP) Eif) &KX 2] Active

Directory.
HpyAR Y AES
itk dellProduct
B4 dellSchemaVersion
dellRacType
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#%. 18: delliDRACAssociationObject 3§

0ID 1.2.840.113556.1.8000.1280.1.7.1.2

iz KT Dell XKEEM R, XEMNKATREARSREZ
[BIRETE.

LryLEH LTS

itk 4|

B dellProductMembers

Z%. 19: delIRAC4Privileges &

dellPrivilegeMember

0D 1.2.840.113556.1.8000.1280.1.1.1.3
AR 79 iDRACT ZE X PR (IRIABR)
KpgAR =N ES

e x

B delllsLoginUser

3%. 20: dellPrivileges 3¢

delllsCardConfigAdmin
delllsUserConfigAdmin
delllsLogClearAdmin

delllsServerResetUser

delllsConsoleRedirectUser
delllsVirtualMediaUser

delllsTestAlertUser

delllsDebugCommandAdmin

0D

1.2.840.113556.1.8000.1280.1.1.1.4

LA
e
FE
B

%. 21: dellProduct 2

FA{E Dell PR (FRAVINPR) HIA RT3,

EELAES
AR
dellRACA4Privileges

0D

1.2.840.113556.1.8000.1280.1.1.1.5

LA
e PP
FE
B

. 22: %3 Active Directory Z2Haf B 051

B Dell /= @ik FRikiERIE 2.

A AN
HEH

dellAssociationMembers

BB FR/AGRR SYECHY OID/AE AT RARIRFF B2{E
dellPrivilegeMember 1.2.840.113556.1.8000.1280.1.1.2.1 FALSE
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BB FR/5ER S BCEY OIDAEEXT RARRFF BiE

BFLtE MR dellPrivilege 348 ®J 4 ##2 %R (LDAPTYPE_DN
HFIE. 1.3.6.1.4.1.1466.115.121.1.12)

dellProductMembers 1.2.840.113556.1.8000.1280.1.1.2.2 FALSE

BTt ER dellRacDevice 1 AT 4> ##ZFR (LDAPTYPE_DN
DelliDRACDevice 3 & 89513, 1% 1.3.6.1.4.1.1466.115.121.1.12)
B2 dellAssociationMembers

RIRSEIEM AT REE.

$&3E 1D: 12070

delllsLoginUser 1.2.840.113556.1.8000.1280.1.1.2.3 TRUE
MRAFREAESHERNE, 7/R{E (LDAPTYPE_BOOLEAN

M| 33 TRUE. 1.3.6.1.4.1.1466.115.121.1.7)
dellisCardConfigAdmin 1.2.840.113556.1.8000.1280.1.1.2.4 TRUE
!IH%FHF'E-E "EHROLE N 7 /R1E (LDAPTYPE_BOOLEAN

FBR, W% TRUE. 1.3.6.1.4.1.1466.115.121.1.7)
dellisUserConfigAdmin 1.2.840.113556.1.8000.1280.1.1.2.5 TRUE
WRAPAGRENAFEER /R1E (LDAPTYPE_BOOLEAN

PR, MJg TRUE. 1.3.6.1.4.1.1466.115.121.1.7)
dellsLogClearAdmin 1.2.840.113556.1.8000.1280.1.1.2.6 TRUE
WRAPABRERHETER  fH/R{E (LDAPTYPE_BOOLEAN

BR, WX TRUE. 1.3.6.1.4.1.1466.115.121.1.7)
delllsServerResetUser 1.2.840.113556.1.8000.1280.1.1.2.7 TRUE
WRAPEGRENMSEEER  /R1E (LDAPTYPE_BOOLEAN

#BR, MJ9 TRUE. 1.3.6.1.4.1.1466.115.121.1.7)
delllsConsoleRedirectUser 1.2.840.113556.1.8000.1280.1.1.2.8 TRUE
MRAABBRENENIEFIE  Fh/R(E (LDAPTYPE_BOOLEAN

#BR, M9 TRUE. 1.3.6.1.4.1.1466.115.121.1.7)
delllsVirtualMediaUser 1.2.840.113556.1.8000.1280.1.1.2.9 TRUE
WRB P AR EREUNN AL f/R{E (LDAPTYPE_BOOLEAN

PR, MJg TRUE. 1.3.6.1.4.1.1466.115.121.1.7)
delllsTestAlertUser 1.2.840.113556.1.8000.1280.1.1.2.10 TRUE
!{u%ﬁﬁ)ﬂﬂ{ﬁ WERMKEIRA 7 /R1E (LDAPTYPE_BOOLEAN

PR, % TRUE. 1.3.6.1.4.1.1466.115.121.1.7)
delllsDebugCommandAdmin 1.2.840.113556.1.8000.1280.1.1.2.11 TRUE
MRAPBERENFRA®SE  i/R{E (LDAPTYPE_BOOLEAN

EEAPR, Mg TRUE, 1.3.6.1.4.1.1466.115.121.1.7)
dellSchemaVersion 1.2.840.113556.1.8000.1280.1.1.2.12 TRUE

SRR AR T E#HRMA. BEEANEFITH
(LDAPTYPE_CASEIGNORESTRING
1.2.840.113556.1.4.905)

dellRacType 1.2.840.113556.1.8000.1280.1.1.2.13 TRUE
kB2 delliDRACDevice 3T&R A ZBEX/NEFFFH

287 RAC KB K Z (LDAPTYPE_CASEIGNORESTRING
dellAssociationObjectMembers B  1.2.840.113556.1.4.905)

RN RIR

dellAssociationMembers 1.2.840.113556.1.8000.1280.1.1.2.14 FALSE
BT = 5E AT 53§42 7R (LDAPTYPE_DN

dellAssociationObjectMembers B9 1.3.6.1.4.1.1466.115.121.1.12)
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BB FR/5ER S BCEY OIDAEEXT RARRFF BiE

yR. ZBME
dellProductMembers $&3EE 1Ry
RiREERE

$EREID: 12071

22 % F-F Microsoft Active Directory Fl RFFNHH B4 B3 8 T HY Dell 3R

& Active Directory R BIZE4aRT, EaASH TR Active Directory R PFITENSESE T, MFESEREREE
iDRAC7 &% . FAF#NF F4E., iDRAC7 <BXF1 iDRACT PR

{$ 18 Dell Systems Management Tools and Documentation DVD R 3% ARG &R RS, BB AR EEFITE
rh%3% Active Directory Users and Computers Snap-in (Active Directory FIFFIHEH EIRATT) RN REES
L. BAELRERGEBRGMNEAMILAA, 1528 (Dell OpenManage R RIE L 2E4E5R) - XFF 64 if Windows
BIERG, EERERRERERNLT:

<DVD IR Zh3F>\SYSMGMT\ManagementStation\support\OMActiveDirectory_Snapln64

B Active Directory F PFIIT B EIRR TANEMRES, 152 F Microsoft i ARC .

48 iDRAC7 FJ PFn4XBR# N2 Active Directory
f£F Dell 37" FEAY Active Directory A PAITEMNEIR R T, EBaILUBEOIZEIRE . REKARPRITSR A iDRACT
B RMR. EBRMEIANR, HRITUTERE:
*  f1)3 iDRACT I &%
BRI R
BB KB R
o BXSHRMB LR
TR
eSO SVINEIEIETIE]
8132 iDRACT B &XI R
BIENPRIT &R
RIEEEIESO
BY# iDRACT B & XI5
B3 iDRACT & XI5

1. 7£ MMC &) Console Root (JEHIGMRBR) HO+, FRELEF—IESH.
2. %&#¥ New ($i#) — Dell Remote Management Object Advanced (Dell SZITIZEERSR) .
1% &7~ New Object (XIS HO.

3. HIAIFISREBMR. 2B EAER iDRACT Web R EHACE Active Directory B 4R N AY iDRACT &
s eHEE.

4. 1%#% iDRAC Device Object CGIREZEXR) , AEHET 0K (FAE) .
YR RRTS

EO PRI R

Ky & SRR KB I R R — M b 8 AR I R

1. £ Console Root (FHIERB ) (MMC) O+, HHEBE—IFHE.

2. & New (i) — Dell Remote Management Object Advanced (Dell SRTIZEIEXSR)
1% 27~ New Object CEFEXR) &0O.
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3. AMMREANEIR.

4. IE4% Privilege Object (BRI , AFHEE 0K FAE) -

5. AEBRLEEMNRYTSRHFIEFE Properties (BT .

6. Ed5 Remote Management Privileges GEFEETRMR) ETFH AR P E S ECHSR .

B XRS5
OB RBTR:
F4 % iDRACT XEXM SR MAIREMR, HIEERE X Domain Local (A .

1. 7t Console Root (JRHIAMTTA) (MMC)EO+F, ARBRLE—IERE.
2. %&#% New (¥i#) — Dell Remote Management Object Advanced (Dell SZTIZEENR)
FEEN4 &7~ New Object (EFEEXS) HO.
HINFTXT R A B FRFE1%$F Association Object (EFEXFHR)
i%#% Association Object (REXXTR) RUSERE, SA/FHT 0K (HE) »
(38 A PR A 0] 1) 22 B9 X BX T SR A9 a1 A PR
iEP St
R EBEIT SRR P a1 R
Ky X BRI RIEH I FIHEIR IR
EEIIER PR 863 A X BT R A R -
1. %% Administrative Tools (BTET.E) — ADSIEdit (ADS| 4&48) . BEENS 27 ADSI Edit (ADSI 4F38) &
A
EAMERS, SMECENXBENR, ARBEHEHIEE Properties (B .
7£ Security (R4E) EIF, B Add GRMD .

HIN Authenticated Users (WEMA ) , B Check Names (BERM) . ARFHT 0K (Ff
) . WA B4 NE Groups and user names (4AFMAAE) Fik+.

5 8H0K FAE) .

TEXT SR ME X RIS

{§ FJ Association Object Properties (XEXXSREM) B0, TJIXBERAASAFE. MRXTSR M iDRACT &&
iDRAC7 i& %40
ATLLR AN F4EF0 iDRACT 18 & 4H.
HExHE
APz AP
DA R
/0 iDRACT & & ek i% 4R

FME R E
ANINF P F4E:

1. Ai#HE Association Object (KBEIFR) FHik#E Properties (B
2. i%3F Users (AP EI-FH &S Add G

3. MAFAPSAPEZRAEE OK (BB .

IR

EIRIAR :
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B Privilege Object (FXBRIIR) AR IABXEGRIMBURIT R, 1Z<BE X 7§13 iDRACT & FI8IERT, AP
AFERRIR. — N RBEXTR QAR IM— MRS .

1. i%#% Privileges Object (AR &) EIF, FHEd Add GFID -
2. HIABURMRBFMHF BT OK (HE) .

3. i Privilege Object (AUPRIFR) IR LAEREXMANRII R, 1% KEKE X T §+3F iDRACT & & IERT,
RAFS A FREORR. — DR RABERM— PRI R

51 IDRACT 12 4 8¢ 18 #54H

ZERN iDRACT i& & ek i %4A

1. i%$E Products (F=@) EI-FHE4 Add GRM) -

2. I\ IDRAC7 &%} iDRACT R ZH BRIt H T 0K (FIE) -

3. £ Properties (BM) B, #dApply (A ., HEBEEH 0K (FEE) -

4. B Products (F2E) EIRLURM—BEEREITHTE XA A AL E iDRACT 8%, &
AT LUE S A iDRACT 18 & RN B A K BAXT &R .

{s£ /8 iDRAC7 Web A E LAY R ZCHIBCE Active Directory

EFA Web RE LU RIHIELE Active Directory:

By EBXEFTERNER, BER (IDRACT BN .

1. 7£iDRAC7 Web RE S, #Z Overview (#f55) — iDRAC Settings (iDRACi%E) — User Authentication
(FFI&HE) — Directory Services (B&BR%E) — Microsoft Active Directory.

FEEN & 7~ Active Directory i ZE 51 .

2. Ed5 Configure Active Directory (ECE Active Directory) .
1% 2 7% Active Directory Configuration and Management Step 1 0f 4 (Active Directory EL EFIEIEE 145, 4
+) AE-

3. %5 Active Directory (AD) BRSS831@ 180T, AERERIERIIEFH L8 SSLEIEM AL HAE ER AV IAEN
ZENBFIES.
4, FHE Next (T—H) .

1% &7~ Active Directory Configuration and Management Step 2 of 4 (Active Directory Bg EFNEIRE 2 5, k4
®) TH-

5. 4B XT Active Directory (AD) IRSZBMA KM EEE. B, TEEEERRIZHE, iDRACT &4
NS AD M B BYETHK
SE: R E R TIEBRIE, 35 Domain Controller AR 5388 b4t #1 FADN. #84% Overview (#¥s) —
iDRAC Settings (iDRACi&E) — Network (%) THY DNS IEFHECE .

6. B Next (T—2B) . J%E 7 Active Directory Configuration and Management Step 3 of 4 (Active Directory it
ENEEFEIL, #4P) A,

7. 1% Extended Schema (3 BZ#) H#EH Next (T—2) .
1% 2 7~ Active Directory Configuration and Management Step 4 of 4”  (Active Directory BL EMEIRE 4 25, it
4% TE-.

8. i Active Directory (AD) 7 #J iDRACT R & X R ZFRFMLE, FH & Finish (5ERR) -
R 4980 Active Directory IR ER B 52/
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{3 RACADM B E A H# R4 Active Directory
{8 RACADM EL & B RE441Y Active Directory:

1. HTFGSRRAHHALT RACADM fi%:

- {#H config &4
racadm config -g cfgActiveDirectory -o cfgADEnable 1 racadm config -g
cfgActiveDirectory -o cfgADType 1 racadm config -g cfgActiveDirectory -o
cfgADRacName <RAC common name> racadm config -g cfgActiveDirectory -o
cfgADRacDomain <fully qualified rac domain name> racadm config -g
cfgActiveDirectory -o cfgADDomainControllerl <fully qualified domain name
or IP Address of the domain controller> racadm config -g
cfgActiveDirectory -o cfgADDomainController2 <fully qualified domain name
or IP Address of the domain controller> racadm config -g
cfgActiveDirectory -o cfgADDomainController3 <fully qualified domain name
or IP Address of the domain controller>

- {EH set#%:
racadm set iDRAC.ActiveDirectory.Enable 1 racadm set
iDRAC.ActiveDirectory.Schema 2 racadm set iDRAC.ActiveDirectory.RacName
<RAC common name> racadm set iDRAC.ActiveDirectory.RacDomain <fully
qualified rac domain name> racadm set
iDRAC.ActiveDirectory.DomainControllerl <fully qualified domain name or
IP address of the domain controller> racadm set
iDRAC.ActiveDirectory.DomainController2 <fully qualified domain name or
IP address of the domain controller> racadm set
iDRAC.ActiveDirectory.DomainController3 <fully qualified domain name or
IP address of the domain controller>

F AR ELTRE= Mtz —. iDRACT B—=XERRI S ML EMMIL, BRMINEILEE,
e RIRMART, XLER Lt iDRACT 1% & P 7E (L & 545235 #Y FADN =X IP itk

7 SSLIEFIREPEMIEBIIE (Wik) -

- {#H config %%: racadm config -g cfgActiveDirectory -o
cfgADCertValidationEnable 0

- {FH set®%: racadm set iDRAC.ActiveDirectory.CertValidationEnable 0
B EERERT, GEELE CAES.
£ SSLIEF I RFIITIERIIE (AIE) -

- {#H config &%%: racadm config -g cfgActiveDirectory -o
cfgADCertValidationEnable 1

- {EF set®%: racadm set iDRAC.ActiveDirectory.CertValidationEnable 1
FERFERT, i b2 CAIES:
racadm sslcertupload -t 0x2 -f <ADS #R ca iEfi>

Eq ‘£ 0RBRATIEHEIE, MNiEEEH RS R tUEF FODN. (EHHIRZE Overview (i) —
iDRAC Settings (iDRAC i&E) — Network ([4%) TIEFRECE DNS.

AT RACADM 43 &l i%:
racadm sslcertdownload -t 0xl -f <RAC SSL iF$>

2. 0SRiDRAC7 L2 /5 DHCP H B A {FE A DHCP ARSSRFHEHEAY DNS, M LLT RACADM 64

- 1§ﬂ300nﬁgﬁF§h racadm config -g cfgLanNetworking -o cfgDNSServersFromDHCP 1
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- {#M set#%: racadm set iDRAC.IPv4.DNSFromDHCP 1
3. 4nfR iDRAC7 L E%EF DHCP sk A EF a0 DNS IP tuiik, WA LLT RACADM 5%
- {#H config &%
racadm config -g cfgLanNetworking -o cfgDNSServersFromDHCP 0 racadm
config -g cfglanNetworking -o cfgDNSServerl <primary DNS IP address>

racadm config -g cfglLanNetworking -o cfgDNSServer2 <secondary DNS IP
address>

- (M set @4
racadm set iDRAC.IPv4.DNSFromDHCP 0 racadm set

iDRAC.IPv4.DNSFromDHCP.DNS1 <primary DNS IP address> racadm set
iDRAC.IPv4.DNSFromDHCP.DNS2 <secondary DNS IP address>

4, MRERSAPEIFEEAELS IDRACT Web BEAAEHANBAZ, MMAUTHS:

- {#H config %%: racadm config -g cfgUserDomain -o cfgUserDomainName <fully
qualified domain name or IP Address of the domain controller> -i <index>

- fff set#%: racadm set iDRAC.UserDomain.<index>.Name <fully qualified
domain name or IP Address of the domain controller>

EREFAERE 0 MAAE, FIRESHT 1840 26,
5. 1% Enter SRR E RAH R Active Directory FII3 7.

iz, Active Directory i &
&AM Active Directory i B AKHEEHIBELE R T IEM, ZHi2HT Active Directory B R KLIMAIIEIRE .

{53 iDRAC7 Web A MR Active Directory i &
SMSK Active Directory & :

1. 7£iDRAC7 Web RE, #Z Overview (#%) — iDRAC Settings (iDRACi%E) — User Authentication
(FFI&IE) — Directory Services (BRARS) — Microsoft Active Directory.

1% & 7~ Active Directory I ZE 51 .
83 Test Settings GUKIFE) .

NP REFR (540, username@domain.com) FNZERL, SRS Start Test (FFEGMIR) . B ER
EERTIIR S R AR BRE .
WMREMHBENY, BFEEFEWRBEPWIEAEEUAECEM AT RENEREE.

3¥: 7Ei% 5 Enable Certificate Validation (J8FIEPIEIE) AYIER TR Active Directory & B BT,

iDRACT7 Z3K Active Directory AR 55251832 FQDN M2 IP #lb#THRIR. #05R Active Directory AR 5525
BT IP HoltARIR, MEERIEIERM, JRER iDRACT Fi%5 Active Directory BR 55251815

{853 RACADM ix Active Directory i& &

ZR Active Directory I8 &, 5 testfeature #%. BXELEE, 1527 dell.com/support/manuals +
RBY RACADM Command Line Reference Guide for iDRAC7 and CMC (3&FB-F iDRACT7 1 CMC BY RACADM #3$1T
SEIER .

ECEE M LDAP B

iDRACT 1R ItIB AR S BRI BFET R ELKEFIH AN (LDAP) BIIEIE. WINEEAZTEAEBRRS LHITE
ATZEH Y R o

Z({# iDRACT LDAP sEiEiB A, AR PNFAAAR BRRSC ENERMARBREAP-AXR. BRRSEFE
MEBRIERZEM., e, MTEESTFRMEMEMATE. BRULAFPMAZ ERHEE, XERERTE
iDRACT it 1THLE .
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g & &M LDAP BRMS AT HaEFRWNERIE (TFA) 18 —ER (SS0).
EES

{5 F iDRAC7 2T Web B R EELE@ A LDAP BHERSE
{5/ RACADM EZ E@F LDAP BHEARS

{8 iDRAC7 &F Web R EBCEE A LDAP HRRSE

£/ Web A HEECE®EA LDAP HRARS:
By EBXEFEROER, BSR (DRACTBEH#HE)

1.

9.

10.

7£ iDRAC7 Web R TEH, % ZE Overview (#E3Z) — iDRAC Settings (iDRAC i&E) — User Authentication
(FFAI&IE) — Directory Services (B#ARSS) — Generic LDAP Directory Service (GEFH LDAP B5%AR
£) .

Generic LDAP Configuration and Management (GEFf LDAP ECEFNETE) T1H B R ETAIER LDAPIRE.
# Configure Generic LDAP (B EiEF LDAP) .

&, E51BA LDAP fRSSERIEERTAY SSLIERMIALIZIEH B AIERIIEH R ERMNBFIER.
By i EubhRA S, R RrETE SSLIROH) LDAP 4872, {X32#F SSL Lk LDAP.

EBEH Next (F—%) &

1% 2 7~ Generic LDAP Configuration and Management Step 2 of 3 (i F] LDAP e BfI&ESE 248, #£3H) &1
H.

BRIEM LDAP iEFH 5 E X T i@ LDAP BREBMA KA ERES.

Ky ERRERRIEE/RA, 15&E LDAP BR352%49 FODN H#fR DNS 7£ Overview (#£¥2) — iDRAC
Settings (iDRACi#%E) — Network (f4%) TIFMELE.

Eq £ ElhAS, TXRHHER. EFFSRRIXANERRRIATER A DN. s, Rt
W, NXZHEEE.

BEE Next (T—3) &

1% R 7~ Generic LDAP Configuration and Management Step 3a of 3 (G LDAP ECEMEIEE 3a &, £ 35)

Py

B35 Role Group (fAfR4R) .

1% 2 7~ Generic LDAP Configuration and Management Step 3b of 3 GGEF LDAP ECEMETRE 3b £, #£3)

TlH.

IBEMIRA S HNEZTR, SZEXBKMBIR, ARFET Apply (R

Eq £ tnREAEF Novell eDirectory #3140 DN BFREA TUTFH: # +5) " (WE15) ; (&
) > (KFS) «, GES) Zi< UMFS) , Muwbiize X,

AEEIREIS{RTE. Generic LDAP Configuration and Management Step 3a of 3 (ifFH LDAP Bt EMETESE 3a

T, #3P) TEBERABHERE.

MREGEHMACE, BEEETLMES L.

B Finish (5eRk) . @M LDAP EEMRSEIECE MK .

{£F RACADM ECEZiEF LDAP BRIk S%
EfE LDAP BFERS, 1BHITIUTHRE:
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1% cfgLdap #n cfgLdapRoleGroup B IR 5 config i SECEIER .
4% iDRAC.LDAP #n iDRAC.LDAPRole A HIFT R 5 set s SECAER .



BXEZER, 1527 dell.com/support/manuals E124£89 RACADM Command Line Reference Guide for iDRAC7
and CMC (3&F-F iDRAC7 1 CMC B9 RACADM &3 &1T7&%£45/) -

i LDAP BRRSRE
FERT LMK LDAP BIRIRS R EUMIEEMEERBER. SISH LDAP BRAMAM .

{85 F iDRAC7 Web A AR LDAP HRBRFEE
K LDAP BFERBZEE:

1. 7£iDRAC7 Web RE™, %53 Overview (%) — iDRAC Settings (iDRACi%E) — User Authentication
(BPEHIEIE) — Directory Services (B#MR%) — Generic LDAP Directory Service (ifif LDAP B 3#Bk
£) .

Generic LDAP Configuration and Management (i@ LDAP ELEMEIR) HE T B~ ATHIER LDAPRE.
2. B3 Test Settings GUIXIGE) .

N LDAP RFMEBRA PR A2 MER. FRNEREBURT Attribute of User Login (/5B RE9/E

%), BMANHARPZYIS kR R EITE

SE: IR A% Enable Certificate Validation (JSRMEBIEIE) KYIE MK LDAP & &, iDRACT E3k
FA FODN (A2 IP #hiib) 3R#xIR LDAP BRS588. nRA IP ik sk#RiH LDAP BRS525, IERIWIEE %K
M, XZFJIDRACT iS5 LDAP fREZE5E1E.

RSB LDAP, iDRACT BESERUBRRAAPHNERERA,. MREN, NSBRAARH
BRPEk.

REEN L Bk s R AR A .
{&£F RACADM iz LDAP B FRFEE

ZR LDAP BRIRBZILE, EFM testfeature €. HEEZER, 1&ES1¥ dell.com/support/manuals £
R RACADM Command Line Reference Guide for iDRAC7 and CMC (3&FB-T iDRACT7 1 CMC BY RACADM #3$1T
SERE .
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8
FCE iDRACT HITR—ERNUERHFER

ATHIRMECE iDRACT LURITERERE SR GERT A A0 Active Directory i) Fi#— (SS0) BF GERTF
Active Directory i) BIE2. SSO MEREREFRE RS IFATHITIAE.
iDRAC7 Z#5E T Kerberos B9 Active Directory 3§ IER 358 56~ F0 SSO B3R . B X Kerberos FIEE, 15IHIG)
Microsoft fXsik .
iR

73 Active Directory F§ P ¢ & iDRACT7 SSO &R

A A AECE iDRACT BHEEFEEF

79 Active Directory i P& iDRACT EEEFE R

Active Directory BE—E R e R ERB RS

£ Active Directory 9 SSO B & e R ERHIAIR & HE1E:
1% iDRAC7 (8] 5 Active Directory 3SiiZ =g BTiEIE 5. anRA[E2>, iDRACT LAY kerberos I IERY. A
LUSE BT X A0 NTP ThEEE SRTE. EXMX—o, FSFAEER XA NTP.
1% iDRAC7 ;i /5 Active Directory #RIg AU E 1.
&£ M ktpass T E 4 i keytab 3214

BT REMBRE—ER, 15MIRTE Delegation (FiK) £ £ keytab A Pi%EH T Trust this user for
delegation to any service (Kerberos only) (IHMEfIARFZHIZRIRIIEELLLA R~ ((XFR Kerberos) ) o IZIETFIR
TE(E F ktpass 22 FIFZF B2 keytab SXHE AR Ao

BEENSEER LU A SS0 B3R
B Active Directory Xt 5 FH R B4R .
33F SSO, 159 iDRACT FR7ET M #Y DNS AR5 =50C B & B E i X1 .
E FE:MRENZ SR E DNS EiEA TS, Kerberos BAIIES KM
X HEE
L& % 22 L2 B Active Directory SSO
1% iDRACT ;5 Active Directory #R3si F AT E#1

4 gk Kerberos Keytab 324
81| Active Directory X5 FH2 {4 IR

1% iDRACT ;3 #ft # Active Directory #2318 P AYHE#

1 Active Directory 213 = ;¥ fiff iDRACT:

1. B Overview (fE¥%) — iDRAC Settings (iDRACi&E) — Network (I4&) — Network (fi4%) .
1 E 7~ Network (fI4%) T1m@E.

2. EHEHEMHY Preferred/Alternate DNS Server (EiZ%/&F DNS BR$58%) IP k. ZERIEARIBLER IS HY
B DNS AR 25 IP ik,

1% +% Register iDRAC on DNS (5] DNS 3:4f iDRAC) -
24 5% DNS Domain Name (DNS %) -
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5. I&IFM4& DNS Bt 5 Active Directory DNS {52 ILEL,
BXREEMAEMES, 1ESIR IDRACT BEHL 7).

4 i% Kerberos Keytab 324

E 5SSO A e B FINIE, iDRACT M 3F7E Windows Kerberos [4% 91 /= F B BHE 4 Kerberos BR & HIHYED
E. iDRAC7 LHY Kerberos B & i$ X A £ SECE IE Windows Server Kerberos AR 5514 Windows Server Active
Directory P& F RIS EHERE.

ktpass TR (AI{EZAR 525 %% CD/DVD BYLEAER 5> M Microsoft 3X15) AT G2 A K PRIAR S E X B R
(SPN) 8 E HIFEEEESHE] MIT 48X A9 Kerberos keytab SrtEd, XERIFINEAPRS ARG S ZE N Ll
(KDC) Z B IEfEXRFR. keytab XHEEMEZH, ATMEZERSEFM KDC ZEHIESR. ktpass TR
#F Kerberos 30 3FAVET UNIX 0BRSS, MTAT{EM Windows Server Kerberos KDC AR BRI HI2MEIETHRE. B
3 ktpass 2\ FITEFHOIELRIS R, 151719) Microsoft ik : technet.microsoft.com/en-us/library/cc779157(WS.10).aspx
4 A keytab SXHEZ HI, EAFBIE— Active Directory AP 5 ktpass 454 HY -mapuser IZI—#FEH.
tesh, 1B FRE S B8 R keytab 3T F A iDRACT DNS & FRHEREIMI & TR

fE A ktpass T E4 AR keytab -

1. 7E#IEY% iDRACT RLETZ! Active Directory H1 B it P RYEi#HIE2 (Active Directory BRE%88) _EiE4T kipass
LRER.
2.  {ERLLT ktpass #4613 Kerberos keytab 3714

C:\> ktpass.exe -princ HTTP/idrac7name.domainname.com@DOMAINNAME.COM -
mapuser DOMAINNAME\username -mapOp set -crypto AES256-SHAl -ptype
KRB5 NT PRINCIPAL -pass [password] -out c:\krbkeytab

JNZRSA H AES256-SHAT, FE{RZEH S KRB5_NT_PRINCIPAL, FR&EFAZFEIETEE FMAAHKAKEYS
RRA “/FF AES 256” fnZR RV AR B Btk P B M.

E: %1 iDRACTname #1 Service Principal Name (fREEEEMHR) FANSFE, WEHBFEAKEFE
&, Bl AR.
3. EBITUT®<:
C:\>setspn -a HTTP/iDRAC7name.domainname.com username

154 BR—A keytab ST
Eq £ REMAZ A keytab STHHE) IDRACT A PAEISIRE, EBIEH A F0HT keytab 2. 2R
BRBITRAISE/E— keytab 32, N IEIERRECE.
B2 Active Directory 3T H1E AR
TET Active Directory 3 FRZ2AAA SSO BEFZHITU T ST

£ Active Directory BREZ 25 EIEIRZEXTR . WPRITRFAEBLITR

W EEEBPRIRAFRIPIR. BINAEREEEGIR, BAXAJRESKE—LEREKE.
15 A S B RT R K BRI B 3T RANBUR TR

B2 Ak SSO AP (BFEAFP) ANEERETR.

R IR ARERRIRER, LAHE A RERTR .

P S
4% iDRAC7 A ~ FniR BRZR N2 Active Directory

Bt & X 3225 LS A Active Directory SSO

AF5 524 Internet Explorer F0 Firefox B3R 52 251% & LLE A Active Directory SSO.

o~ DN -
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% 3E: Google Chrome #0 Safari A~ 3%{$ A Active Directory #4T SSO B =R.

fig & Internet Explorer LLE A Active Directory SSO
B E Internet Explorer B BRiR B :

1.
2.

4,
5.

1E Internet Explorer 1, S ZE Local Intranet (Z<ib Intranet) FHEd: Sites GiEm) o
{GEFELAT IR :

- Include all local (intranet) sites not listed on other zones (EL3E% B FI7EH i XA FF B A<M [Intranet] &4
J=D I

- Include all sites that bypass the proxy server (B¥EFRERFERRIBIRSZ RS -

B35 Advanced (2% .

[E14% F{E SSO BCE —3R 43 B9 iDRACT SLBRMATEEF AR XIEZ (a0, myhostexample.com)
g Close (KD H 82T 0K (HWE) HiR.

B & Firefox LLE A Active Directory SSO
AL & Firefox BN ST & -

1

2
3.
4,

£ Firefox #ulitA= 9, 4@ about:confige

1£ Filter (GEiER8) 1, i network.negotiateo

1% iDRAC7 BFRAINZE network.negotiate-auth.trusted-uris ({FFIESHIREIFTIR) -

1% iDRAC7 B RN ZE network.negotiate-auth.delegation-uris (fEIES SFFRHIFTIER) .

73 Active Directory F§ Pic & iDRAC7 SS0 & 5%

39 Active Directory SSO & 3#HCE iDRACT B, HARC TR ERIIES M.
LEET Active Directory & & B Ak A8+, RJLAJ9 Active Directory SSO Bit & iDRACT.
P 3

Active Directory B2 —E R 5 B BE R E R BIIE &1
{5 iDRAC7 Web & IAFR/ESEHAACE Active Directory
{# /3 RACADM Pt & B HFrAE 42448 Active Directory
5 iDRAC7 Web R AH RIEHIACE Active Directory
£ F§ RACADM Fit B B 5 R 224389 Active Directory

{£F Web RHEHACE Active Directory F§ /i iDRAC7 SSO &7

fic & iDRAC7 LLi#t1T Active Directory SSO & 3
By EBXRSETNGER, BSR (DRACT BEH#E) -

1.

I&F iDRACT DNS Z#R 2B ILATC iDRACT SELFREIZ . ESLINLIR{E, 72 iDRACT Web REH, #ZE
Overview (#t%5) — iDRAC Settings (iDRAC i&E) — Network (P4E) — Network (M%&) , REEE
DNS Domain Name (DNS1#%Z) Eit.

BCE Active Directory IXETHRERIGSY REMIZER FIKFET, IFRITATEANMIINSERKEE SSO:

- £ Active Directory Configuration and Management Step 1 of 4 (Active Directory EESFIEIESE 15, It4
%) TET L keytab X

- £ Active Directory Configuration and Management Step 2 of 4 (Active Directory EESFIEIE® 25, it4
#) TIE®i%$% Enable Single Sign-On (BEBA—EF) %I,
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{8 F§ RACADM 3 Active Directory Fi it & iDRAC7 SSO &7

% TECE Active Directory RIUITHIS B2 4, ERBH SS0, EFEITUTH Sz —:

«  {# config &%
racadm config -g cfgActiveDirectory -o cfgADSSOEnable 1
{EH set %
racadm set iDRAC.ActiveDirectory.SSOEnable 1

AZEM A B E iDRACT BReFER

BcE iDRACT At R TERERER:

1. BEEEFAPIEBMEER CAER -2 iDRACT.
2. BREERER.

PSS 3
FREGIES
LHEEFAAIED
ERSEREEFER

FHERERFAMES
EHAAIEBZAT, ERRRE SR GRRRA FIED M Base6d RS . SHA2IEH 5.
EES
SOTES
fE/ Web & EEREFR FAIES
EEmERAAES:

1. 7£iDRAC7 Web R E, B4 ZE Overview (#5X) — iDRAC Settings (iDRAC3&ZE) — Network (P4%)
User Authentication (FAPIEIE) — Local Users (AMAF) .

B E 7R Users (FIF) T1@E.
2. ftUserlD (AAID) %, BHEAFIDHS.
15 27~ Users Main Menu (FBPESZE) TT@E-

3. 7£ Smart Card Configurations (B 8ERECE) T, 1£#F Upload User Certificate (LEEAFIEH) , RERE
Next (F—%) .

1% 2 7R User Certificate Upload (FAPIEB L) TimE.
4. FSTFHIEE Basebd A AIEH, SREEHE Apply (RZFDD .

{8/ RACADM _E#i &5tk AiEH

EFHEsFAPIER, BEH usercertupload 3R . HXEZEE, i5S1H dell.com/support/manuals 24t
B9 RACADM Command Line Reference Guide for iDRAC7 and CMC (i&F3-F iDRAC7 1 CMC B9 RACADM a3 & 1T75%
E&E .

EHEREFRIEE CAER

E# CAIERBZ /T, E#HFRIAA CAZEZHIES.
EESE

|
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FREGES
ffEF Web RE LHE&EFHZE CAEE
FHBTEEEE NS CAES:

1. 7£iDRAC7 Web RHE, %£Z%E Overview (#i%5) — iDRAC Settings (iDRACi%E) — Network (&) —

User Authentication (FHPIEE) — Local Users (AMAF) .
R~ Users (AF) TT@E.

2. fUserlD (AFRID) %, BHAFIDHS.
18 2 7R Users Main Menu (FIFRESEE) TIE.

3. 7£ Smart Card Configurations (ERE-FECE) T, i%#% Upload Trusted CA Certificate (_E#3%{% CAEH)
RIEERE Next (T—H)
1% 2 7R Trusted CA Certificate Upload ({5 CAEH EH) 7im.

4. FEHIEFZE CAES, AEEE Apply (R -

J3{# F RACADM R & 86 L8315 CAEH

BAHERBEREHZIE CAIES, &E M usercertupload X% . BXELEE, 5255 dell.com/support/
manuals _E3Z{EHY RACADM Command Line Reference Guide for iDRAC7 and CMC (&P iDRAC7 1 CMC R4
RACADM & &1T&%E1E/) .

73 Active Directory FH PECE iDRACT EEEFE R

A9 Active Directory Fl FECE iDRACT BeERERZ A, BHREE TSR ENRIREH.
BCE iDRACT #ITE BERER:

1. 7£iDRAC7 Web RE, BLE Active Directory & B & TFr M BB E Ak 28T, 7 Active
Directory Configuration and Management Step 1 of 4 (Active Directory EEMEIEE 15, HE4E) TIEm:
- BRIERWIE.
- EHEEHNCAKRIER.
- % Keytab 3t

2. EHEERER. BXENNER, 521 (IDRACT BHI#L)

PSR
BASEREERER
FREVIES
4 pk Kerberos Keytab ST
{5 iDRAC7 Web & H IAFR/ESEHAACE Active Directory
{5 F§ RACADM fip & B 554424447 Active Directory
{3 iDRAC7 Web & E LA FRIZHIALE Active Directory
{5/ RACADM Fic & BB R Z2441Y Active Directory

BERIZEHAEEFER

B2 H iDRACT W ERERBERZHI, HHk:

EEELE iDRACT 1R .
EAHEMNIEFRY iDRACT 7t Ff Fiic & 5% Active Directory Fl PECE 252K
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& RS REFEEA, M SSH, Telnet, LAN _E IPMI, LAN £ &47F0izFE RACADM I 2 A, 1tk
5, MREE2RAEERER, WEOT2B:ERH.
iEP S
SREGIEH
73 Active Directory Fi P B & iDRACT EHEEFEEFE
AR A B E iDRACT EEEFEE R

ERA Web AEEAXERAEEFER

EERASEAERERERIGE:

1. 7£iDRAC7 Web RE e, # %) Overview (#55) — iDRAC Settings (iDRAC i%=E) — User Authentication
(APBHIGIE) — Smart Card (EEER)

FEEN< 27~ Smart Card (£28EF) T1@E.

2. M Configure Smart Card Logon (FEEE4EFEFR) THSZH T, i51%$F Enabled (B UEBAEEEFES
%, Z&Ei%+FE Enabled With Remote RACADM (fFHiz#2 RACADM 5D . BN, i%#% Disabled (EF) .

BERIERTEMIEE, ES DRACT B Z5ED.
3. B Apply (R UNAIRE.
{3 iDRACT HHTEMEHE T LRI, RALSERBHITEHFER.

£/ RACADM GRS EREREFEFR

ERRERFER, BEAUTERZ—:

* %% cfgSmartCard A EIXT R 5 config in SECAFEH -
4% iDRAC.SmartCard tAFBIXT R 5 set ip SECAER -

BXEZELR, 1527 dell.com/support/manuals E124£89 RACADM Command Line Reference Guide for iDRAC7
and CMC GG&F3T iDRAC7 #1 CMC B9 RACADM #&1T8E4ER)

&/ iDRAC R E A HEF R BREREFER
BRSNS R R TR

1. 7EiDRACRELFATERFH, %= SmartCard (ZEEE)
1% 2 7% iDRAC Settings Smart Card (iDRAC & BE&E+) TiHE.

2. #E#HFEnabled (BBA) BAEEFER. &N, % Disabled (BEMA) . BXETNIFAEE, S
8 (IDRAC & E 2\ BFE/FBEHIZERE) o

3. f{ikkEF Back (JR[E]) . Finish (5ER) FYes (B) .
BHRFERIEERIBEFEEPARER.
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9
BCE iDRACT A& EER

ERAIAZRERG AT ESHREERMBFEE. SRGEHNRSBENEXHZGH, ReRERD
Eft. MRENEHSEEREITFERERER (BT SNMPBER. IPMIER, TERZHEH WS F
) WEHFEREN, WSBERLEE—IRSMRENBFR. MREEE TILLHERRITRNRE
GNEHSIF. XNEBEFNHKXARG) , MWSPITIZRE. BREABIEHRE—ERE.

EFCE iDRACT UREER, HHATLAT#RE:

1. BRZR.

2. BEAIREXRIS T EIRE FEER.

3. ELERTFEHFER. IPMIER. SNMPFEHE, ZIERGHE, BRIERZEALRF/ZH WS EHEE.
4. BHREHZHRMEE -

- E’r;@?ﬂiﬂ#%#&\ IPMI &4R. SNMP (&, mIERGAE. RIERFHETH WS FHLXECHEN
o

- MNRERGHITEMSIS. XNBHEBEFIRIE.

xR
B ZRER
Tk EEIR
WEEHER
WEERSMEH
i & B F 23R . SNMP BaB#ER IPMI PERHE B

ERERZHZICR
fLE WS =t
ERERID

BRSERER

ATHERELZZEENERSEPITEHRE BeIBREBERED. EERMSBERENANERS
EHRME,
EESE

i E4R

BL & FE T AR EER. SNMP BEf#ER IPMI ERHIS B

£/ Web & /5 AR ERAER

ERRRERERER, HRITUTHRE:

1. 7£iDRAC7 Web EE®, % Z Overview (#&) — Server (FRFHEEE) — Alerts (BR) . FEEILSE TR
Alerts (Z3R) TH.

2. 7E Alerts (Z53R) 4

- i&f¥ Enable (BR) LIS AEREMBMITEHHRI?E.
- i£$¥ Disable (2R UERMEREMBEREMHRE.
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3. B Apply (KA REFRE.
{85 F§ RACADM /= sk 2 &4k

ERASERERERIFMHRIE, BEM config &7
racadm config -g cfglpmilan -o cfgIpmilanAlertEnable 1

EASZAERERSEHERE BFEM set @S
racadm set iDRAC.IPMILan.AlertEnable 1

&€/ iDRAC R BN REFE A EAER
BARRERRE G IR

1. 7 iDRACRELRIERFT, #%ZE Alerts (R .
1% &7~ iDRAC Settings Alerts (iDRAC iZBER) T1ME.

2. 7f PlatformEvents (CE&E#) T, %1% Enabled (BR) BRAEREHEKIRIE. BN, %$F Disabled
(BERH) . BXEMEMER, BER (IDRAC RELNFIEFHYIZE) -

3. k& Back GRMED . Finish (52RE) #1Yes (&) .
ERRERLETMH .

TR R

&) LURE ZE B Fn = 2 1 TR 23R
TS
BRSZRER
BB B FHREZE4R . SNMP BERFSE IPMI BaERHSE B

% F iDRAC7 Web E T EER

ERBEXANFEM T IEER:
By EAEERRFREAIRNAR, waLldiEER.

1. 7£iDRAC7 Web RE, # = Overview (#i55) — Server (FR%5EE) — Alerts CE4R) . I E 7 Alerts
(&) TmE.

2. 7E MertsFilter (BRI %, BIETFI— RS %3).
- REETRR
- i
- BE
-
- BH
- IfEEE
3. EETH—ARSA RS,

- Informational ({52
- Warning (&%)
- Critical (j=&)
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4. BEApply (HAD
Alert Results (EHREGR) BB RBITIEHAIN M ELE RER.

{85 F} RACADM (%1% 2545

EiFRER, FTLUER eventfilters 4. BXFLEE, 15207 dell.com/supportymanuals 124t RACADM
Command Line Reference Guide for iDRAC7 and CMC (3&F-F iDRAC7 #1 CMC B9 RACADM 44 178£45R) .

ESEHER

EALUREE R X AR EBRMEMER, flINEFEHER. IPMIER. SNMPRER . ZiERGFRAE. #E
ARG HER WS 4.

1k g
BRsRER
il 2 B F AR 4R . SNMP Bapiak IPMI FERHE S
THIEER

£/ Web AR ESHHER

E{EH Web FEIRESHER-:

1. HBREGCKL/EE THETHEER. IPMIER, SNMP EHFEEN/RZERFHFLE.
2. % Z Overview (HEiR) — Server (JR%3E) — Alerts (E4R) .

FEENS &R Alerts (Z4R) Ti@E.
3. 7£ AlertsResults (Z4RER) T, EFRUTHEEHHN—NSAEER:

- HETFHEHER
- SNMP BB
- IPMI #54
- ERRZHE
- BERSHE
- WSEH%
4. B Apply (KA
RENSRE.
7 Alerts (4R B4y, #%#¥ Enable (B &L, FERL XA ERBFR.

(ATE) WATLLE EMKE . 7£ Message ID to Test Event GHZ ID ZEMKEH) FEH, MAZMKE
HEID (MNMRBERER) , HHEd Test GUiX) . HXBEE ID BFIFR, 5215 dell.com/support/manuals
IR Event Messages Guide (EH#EEEERE)

{£F RACADM & E=H-&E4R

EREEHEIR, 1BEA eventfilters % . BAEZEE, 1527 dell.com/supportymanuals LIREHI RACADM
Command Line Reference Guide for iDRAC7 and CMC (3&F3-F iDRACT #1 CMC &Y RACADM #£1T5£45F) .

REERENSEH

MRAGRHEAERTADEERERGAREFRMT I, ERTLECE iDRAC LARHR IR E i 8] 18] Fa4E B M AN
B, BOUAREERRZ 30 X. AYCEER 02365 K. & “0” HrEREHEN.
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Ky ‘EEw5RE “EE DRACY AR, AREREERSNE.

£ iDRAC7 Web A HIIXEEREMNEH
WEEREIE:

7£ iDRAC7 Web R+, EZEHHA — PRSE — TR — HIREW.
RN B R ERE I TUE .

2. HEEIIH, ARFENRER ERMTELRBMANERIARE.
BXEZER, BEIA (IDRACT BZHIZFEL)

3. BEMNHA.
BrREFERENRE.

£ RACADM & EEHREVEH

E(E A RACADM I EEMREMEH, 1B eventlilters TS . BXEXER, 1HSH (EHF IDRACT #1
CMC #9 RACADM w172 £755) -

WEEHRE

ERALUREFMHRE, GIERGE ERITERSIS. XUEHEFN. KNKTNITERE.

—_

PSS

TR EE4R

EANRBER
£/ Web F I EEHRIE
BB R

1. 7£iDRAC7 Web RE, % Z Overview (#i5%5) — Server (BREEE) — Alerts CGER) . 15 E R Alerts
(&R T@E.

2. 7t Alerts Results (EERLER) T, M Actions (I{E) THRIXICE S, ABPEHEFE—MRE:
- Reboot (E#5|5)
- Power Cycle (KHEBEFFH)

- Power Off (EHFIERE)
- No Action (Fig{E)

3. HBFHApply (A
REMNSRE.

{£F3 RACADM & EE 41k
EREESRE, BERAUTIERZ—:

eventfilters 454 .
1% cfglpmiPefAction %1% 5 config &r S EL&1EF .

BXEZIER, 1S dell.com/support/manuals 3248 RACADM Command Line Reference Guide for iDRAC7
and CMC (i&FA-F iDRAC7 #1 CMC Y RACADM &4 1T8£16/)
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fe = R EE3R . SNMP BaEftER IPMI PERHE S

E IRk F 8] B LR E IR S (SNMP) FnE e A EIRA M (IPMI) BaRHEZUW iDRACT B3R, W TFREXET S
HERZ, SELNTAIaELENESMIERIIAE ) iDRACT it, EAEELLRIET. a0, HHrapaLuET
T E 2 BRI EEE & I IERRERT & E R SR FE BN B IR, .

EA] ABCE IPva F0 IPv6 3R BiR. BT EM SMTP BRER(BIEE, HMIXXEIRE.

BB FHREE. SNMP 5% IPMI BERF IR E Z BT, 15HR:

#2875 Configure RAC (EZE RAC) AYHLIR.
+ BEEBEEHHES.
ki
BLE IP &R BT
BB TR EIRIEE

BCE IPERBFR
EETAECE IPv6 B§ IPva Mtk DAL IPMI 23R 3k SNMP Bl

5/ Web R E IP EHR B+
EFERH Web AEEEZIRBIMEE, BEHITUUTRIE:
1. %% Overview (i) — Server (AR%5#%) — Alerts (#4®) — SNMP and E-mail Settings (SNMP F1E8-F
R -
2. &% State CIRZS) ETUZ AERBMR (IPv4 thtk, IPv6 Hilitsk5e 2 PRE % (FADN)) SRIEULBERH .
GBRZALIEE/\NBfrttit. BXETNEZIEE, 152517 /DRACT Online Help (iDRACT BXHLEEEN) .
3. %\ iDRAC7 SNMP Hl{&=EFFE 50 SNMP E3Rin 05,
BEEERTNESISR, 1555 /DRACT Online Help (iDRACT BEHASEN)
3E: Community String (BIAZFFFE) {E3R 7~ iDRACT &% Y 5 5 MK EIRHY (SNMP) ZE3R Rt iE
AR ERSR. 1EHRENERERT S S iDRACT AAErF5EERE. EIAEJ Public.

4, ENEK P Huhit 2 & IEZEIEYT IPMI 2% SNMP BEBH, &8 Send (&3%) (D HILLT Test IPMI Trap GRlizt
IPMI B&R#) #0 Test SNMP Trap CGlist SNMP B&RE) T) &

5. B Apply (A .
45 AFRENSE R E .

6. 7£ SNMP Trap Format (SNMP P& ER4y, IRBER T & XBaME R LREREI AT A - SNMP v1 5%
SNMPv2, SRIEE T Apply (RPAD) &

3¥: SNMP Trap Format (SNMP BER#A& =) EBUE AT SNMP faBf, mMAER T IPMIFERF. IPMIBa
BHaZ% L SNMP v XA 2 ETE E B9 SNMP Trap Format (SNMP PaRHEE) &%

SNMP fER & I BISE R EL &
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£ RACADM BL & IP 4R H 45
T EEMHEREE:

1.

15 FABERH:

- X IPv4 Hidit:
racadm config -g cfgIpmiPet -o cfglpmiPetAlertEnable -i (&5l) (0]1)
- RTJ':]:|PV6ﬂ{3i.IJ::

racadm config -g cfgIpmiPetIpvé -o cfglpmiPetIpv6AlertEnable -i (&3l) (0]
1)

Hrh, (F5]) RBHFZRS], 0301 532 A50E BEH.

Blan, ERRBABERS4HMEH, BRAUTHS:

racadm config -g cfglpmiPet -o cfgIpmiPetAlertEnable -i 4 1
[ S o chil
racadm config -g cfgIpmiPetIpvé -o cfgIpmiPetIpv6AlertDestIPAddr -i [EF]]
[Ip Hhik]
Hep [(%5]) ZEMFEARRS], M (1P M) REWTEESHERNAGHBFR P i,
BLE SNMP AHEIRFFFH:
racadm config -g cfgIpmilan -o cfgIpmiPetCommunityName [#FK]

Hep (4] 2 SNMP A&7k,
mBVE, FMREM:
racadm testtrap -i [Z5]]

Hep (%51 REMNABBEHERERS]

BXELIEE, 5457 dell.com/supportmanuals 321tH RACADM Command Line Reference Guide for
IDRAC7 and CMC (iEF3F iDRAC7 #1 CMC B RACADM #4178 %&45/F) .

£/ iDRAC ¥ ELHERFEE IP EiRBx
BRI UER iDRAC R E N REFEEEIREFR (IPv4, IPv6 3% FADN) . ELIX—=, 1A:

1.

7£ iDRAC Settings utility (iDRAC B ARERFH) &, #E Alerts (£ .
1% 2 7% iDRAC Settings Alerts (iDRAC & EE4R) TIH.

2. 7t Trap Settings (PEPHIEE) T, /B FIEULRERHAY IP Holit, F#i IPv4. IPv6 B¢ FODN Bfrittit. RS
A AFEE 8 il

3. MABRKFEFEEZR.
BXREEIEE, &SI /DRAC Settings Utility Online Help (iDRAC & B 2\ FIIZEFEEHLEEEN)

4. ffkxEd Back (E—2#5) . Finish (5ERK) #Yes (&)
Zif BFRRISERECE

AL E T ERIZE

AT LAED B T B3 Mo b DU TR EE4R . AT AR E SMTP ARS8 E .
E SE: In R AR AR 5528 2 Microsoft Exchange Server 2007, &{R iR {ERR 55 25ECE iDRACT 132, LUEM

iDRACT T B8 F iR - 4Rk

Q 3 BB TR E4R 35 IPv4 70 IPv6 ik, {5 9 IPv6 BfuAZiide £ DRAC DNS 1842 .
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EPS 3
BCE SMTP B8 FHpfHAR S8 thibig &

£/ Web A EACE R FHRH-ERIGE
EfEH Web FEECE B FHMFERIRE, HPITUUTR(E:

1. %% Overview (#5&) — Server (BR%8EE) — Alerts () — SNMP and Email Settings (SNMP FIEEF
MR E) .

2. i%#E State CRZ) ETLUS AEENERRE TRt H BN G E Fai bl BXETNES
158, 1&5&7 /DRACT Online Help (iDRACT BEHLEEEN) .

3. B TestEmail GUiXHE FHiHE) THY Send (&%) KA &RV FHREHEIRIGE .
4, #BFHApply (A

{2 RACADM BL B et Tl #H &R IR E
ZERERFEHERIZE, BEHITUTRIE:

1. ERABETFHAER, BHITUTERE:

- {4 config &%
racadm config -g cfgEmailAlert -o cfgEmailAlertEnable -i [index] [0]1]
He, [index] RETFHMEBRERS. 0 SZHETHHER, 1 2BPER.
BFtEMRRIITUE 1B 40E. i, EFERARS 4 BHABFWMYE, HOAUTHS:

racadm config -g cfgEmailAlert -o cfgEmailAlertEnable -1 4 1
- [FHset®d:
racadm set 1DRAC.EmailAlert.Enable. [index] 1
Hir, [index] REFHHERERS . 0 SEABTFHHER, 1 SBHRER.
BFtEREIITTLE 1 B 400E. G, EEARS4BHABEFHME, H@MAUTHS:
racadm set iDRAC.EmailAlert.Enable.4 1
2. EREHETHEHERE, FHITATERE:

- {4 config %
racadm config -g cfgEmailAlert -o cfgEmailAlertAddress -i 1 [email-
address]

Heh, 1 RHFEMEERFZES], [email-address] 2IENT A E LR B FRE AR,
- 1%)% Setﬁbﬁ'j’?\:
racadm set iDRAC.EmailAlert.Address.l [email-address]
Heh, 1 EHFEMEERFZES], [email-address] BIENT A EHERA B FRE FAREMIE,
3 EEAEXNESR:

- {4 config %
racadm config -g cfgEmailAlert -o cfgEmailAlertCustomMsg -i [index]
[custom-message]

Hr [index] 2B FIHBFRESI, M [custom-message] REENXHEE.
- {[FHset®%:

racadm set iDRAC.EmailAlert.CustomMsg.[index] [custom-message]

He [index] R FHEBRES], M [custom-message] REENXHE.
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4 FENAREMNBEFHEGER (MBELE , HRITUUTRE:
racadm testemail -i [index]
H [index] REMXRE FHiHERERS].

BXEZEE, 1557 dell.com/support/manuals 32489 RACADM Command Line Reference Guide for
iDRAC7 and CMC (i&F8F iDRAC7 #1 CMC {9 RACADM #4178 %45/) .

BCE SMTP B TR AR S5 Rattbiib i &

BB E SMTP AR 5528 btk DU B F 4 E54R 4% 3% B3 & B 47
&/ iDRAC7 Web EETECE SMTP B FaF1ER F 2501 G &

Bi & SMTP ARS8 ithhit

1. {£iDRAC7 Web @&, % Z Overview (#iR) — Server (JR%EE) — Alerts (R) — SNMP and E-
mail Settings (SNMP FIEEFERFIRE)

2. MANEEREDEMA SMTP RRS[HIBER P it ST 2 REEZ (FQDN).

1£3#¥ Enable Authentication (/BRIIE) £, AGIEMAARMER (BHRHIE SMTP BRESFMAPA
PRMED .

4, A SMTPimOS.

BAXEFERWESIEE, 1528 IDRAC7 Online Help (iDRACT BXHLEEEN) .
5. E&Apply (KA o

SMTP iR ECHEE .

1&/5 RACADM B & SMTP B FHFH AR 5 a5 ot ig &
BECE SMTP BT #ifHARSS &%, BEMUT @Sz —:

fFF set @<
racadm set iDRAC.RemoteHosts.SMTPServerIPAddress <SMTP E-mail Server IP
Address>

&8 config @4

racadm config -g cfgRemoteHosts -o cfgRhostsSmtpServerIpAddr <SMTP E-mail
Server IP Address>

ACE WS =

WS EHMATERHRS GTRZ BERSHE (EHRP EMEBHIME GTED , UEKE SRS
BREMNEE (BMEAHER) . B8 WS SHEEME P um el LUE A iDRAC ITIRHIZWS Lifecycle
Controller {EMI 8 X B .

BL & WS EFThEELUIZIS Lifecycle Controller 1B X BISE B4 Y WS E14H 2 BT Y5844 78 iDRACT 1.30.30
FUERAAST AT “Web BREZFJHH PHITHE. BRTHITEZ, BX WS EHMUNTEESR, FS
%) DSP0226 (DMTF WS EI2HISE) 25 10 B4 “H@EN (FEH 7 HEBX#. 5 Lifecycle Controller 5 %AI{El7E
“DCIM 1R\ i=$IE B SC " B hITN 4B

ERIEEID

THRIEHRTERERNER D BITIR.
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R.23ERISEID

=21D A

AMP ZiE

ASR B RKER
BAR HIHER
BAT Rt E
BIOS BIOS &8
BOOT 51 S

CBL 2R

CPU QbIEEE

CPUA RIBRAFE
CTL e

DH EREE

DIS BaEK

ENC HHENLIE

FAN R EEH

FSD iR

HWC BHEE

IPA DRAC IP B
ITR A

JCP sl

LC Lifecycle Contr (Lifecycle $&#12%)
LiC A

LNK SRR

LOG HESEH
MEM AEF

NDR NIC BE RGBT
NIC NIC B2 &

0SD BIERGHE
OSE BRIERGEH
PCI PCli&%&

PDR YRR

PR B3

PST BIOS A B
PSU MR &
PSUA PSU "F1E
PWR R fE A

RAC RAC =
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521D 5AA

RDU LR

RED Bl T #

RFL IDSDM %7 B
RFLA IDSDM R 727E
RFM FlexAddress SD
RRDU IDSDM T4
RSI 2RSS

SEC REEH

SEL REEHEE
SRD {4 RAID
SSD PCle SSD
STOR TFIgES

SupP El - EF1EL
swc RHRE
SWU BHER

SYS RGMER
T™P B

TST M 4R
UEFI UEFI S
USR A FERER
VDR B

VE vFlash SD &
VFL vFlash S
VFLA vFlash RE7E
VLT BE

VME Virtual Media (EEFLNTBD
VRM EREHE
WRK TEER
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10
EHEHE

iDRACT IRt B &AL, FifL®E. MERE. BUEH. BEEFER. FANEHEEFHEXEHH Lifecycle H
e Mg, REEHREMEARAREEHRE (SEL) fY8 It HERM. Lifecycle HEiBid iDRACT Web R .
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AL B mig % Ha5I0R

EERGSEHHE

LZERG LAERGEMHR, ¥I0RTE System Event Log (REFEHHEE, SEL #. #HEIR SELZBEATLL
£ LC HiEF .

£/ Web AHEBFRZEMHHE

Z27£ iDRACT Web BE & F SEL, i54£E Overview (#fif) — Server (BE%28) — Logs (A .
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mMREHEESH, BEREANAE.
ERSELE&BH, BFEA®S: racadm getsel -i
EEM SELEE, BFERA®S: racadm clrsel

BXEZELR, 1527 dell.com/support/manuals E121£8 RACADM Command Line Reference Guide for iDRAC7
and CMC (3&F-F iDRAC7 1 CMC B9 RACADM &3 &1T7&%45/) -
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- BEHHERE.
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7£ Add this website to the zone (IFiZMISHRMBIXIE) FELS, 7 iDRACT Fytthil, SR8 Add GF
m .

B Close (XM , AFET 0K (FRE) -
EAHEH BN FEIEEE .
ERNERERERT
MRBITEMEHAMENEE BEEEER RLEEE  NEERNKESENERESE, BRIEMERR
% R R EEREMIRR AT RS HER.
% I B IR AEIR R RBR A AL IR SRS SR E R

SRR IE7 th 9 24P ActiveX k7
B35S IE7 h R AR AR Active-X BB, BHITIL TR

1. X7 Video Viewer (#35i&EFHSS) 0 Internet Explorer HI¥TEE .

2.  EERITFF Internet Explorer %% 28 545 = Internet Explorer —~ Tools (T &) — Manage Add-ons (EEEANE
L0 , $RF5Ei5 Enable or Disable Add-ons (SRAAZERAMELD . FERI% &7~ Manage Add-ons (EIRNE;
oD &|0.

3. M Show (B7R) ThiKE %k Add-ons that have been used by Internet Explorer (Internet Explorer {8 &Y
LD -
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4.  MIB& Video Viewer (#I$iZERS) ¥k,

&R |E8 HAY ActiveX IHREA

ESER IE8 thIBARACEY Active-X ZEEEE, IBFHITIATIRIE:

1. X[#] Video Viewer (#RS5iZHES) N Internet Explorer HIYEEE .

2. EFRITFF Internet Explorer i¥|¥5 82 H4£ = Internet Explorer — Tools (T &) Manage Add-ons (ZIEmE;
) , $A/FE 1 Enable or Disable Add-ons (BFASERAMEIR) . FEEIS E 7~ Manage Add-ons (EHRNE;
I &0

3. M Show (RB7R) THIZEPESE All Add-ons (FIEMETD -

4. iE&$F Video Viewer (##iZE7) ihtFFH 8 E More Information (EZER) Hi%.
5. i%£#¥ More Information (E%{52) & O+ #I REMOVE (AR -

6. <A More Information (EZ5R) F1 Manage Add-ons (ZIBHHEF) HO.

$EB& Java AR
Z5ERR Windows 2% Linux BRI ZAEY Java BZERS, FHITIATERME:
1. #EDSETRTFL, BIT javaws-viewer 8 javaws-uninstalls
ItkBt4 B 7% Java Cache (Java BiEER) TESE.
2. MMR&KRER K /DRACT Virtual Console Client (iDRACT IEHIFEHIE & %) BT A
1% CA iFH S\ Management Station
LIEBIEMIEFIEHEMN R, RESERERREILES. MREEGEENX Web BREZIESR, NA
L% CAEB S Java 5§ ActiveX FURJ{SIEBEE, MM GRiXLIRR.
xR
1% CAEB S AE Java EFEIEBEMEX
1% CAIEB SN ActiveX AI{SIEHE
%% CAEB BT Java (EEIEBEFMHEEX
EIE CAIEB BT Java SIEIEREMEX:

1. Bxh Java Control Panel (Java #=HIEH) -

2. B Security (RE) &I, SAFEE Certificates GEB)
1% 5 7R Certificates GEH) XiFHE.

3. M Certificate type GEFARED TRIRITEF, 1E£#F Trusted Certificates (FEMIER) -

4. B Import (BN) , HBEHi%EFE CAER (LU Basebd #RAZHEIN) , SRFED Open FTFF) o
EEMNEPBIESNE Web Bt EEEBF#IX.

5. B Close (KH) , AF#EE 0K (FAZE) - Java Control Panel (Java FSIER) & OI%%<H.

1 CAEB SN ActiveX AIFIERE

EaAFER OpenSSL #5447 T B3 {E A Secure Hash Algorithm (Z28FI5E%, SHA) BIEBESIE. BF
EEBINERTER SHA, Eik, EiER OpenSSL TE 1.0x REHMA. CAEH257% Base6s encoded
PEM (64 4RIBHY PEMD 8. XZESANEA CAIEBH—R T,
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E1 CAIEBF A ActiveX AISIEBE:

1. 3TFF OpenSSL &4 42RE 0.

2. {FRLLT&<$IE1T Management Station £ ZHATIEZEEARY CAIERAY 8 FHEIIEL: openssl x509 -
in (CA MEF4%M) -noout -hash

RGESER— L. B0, R CAEBXHE A cacertpem, ZH<LA:

openssl x509 -in cacert.pem -noout -hash

RGESEREMT “431db322" s Tt
HCAXHEGBARMBIHR, FETRBAPRHRM—D “0” . 60, 431db322.0.
BEMZER CAEREHIZIZ=BR, 520, C\Documents and Settings\<user> directory.

Eﬂﬁlﬁ?u?ﬁi%l]‘*

BLEEIMEHIS 28I, EH{REELE Management Station.
AT LAE R iDRACT Web RSk RACADM @& {TREEEL B EHUSHIA .
xR

FEE Web T8 LA A EIUE S &

BEIEIETHI&

£ Web A EACEEMITH G
£ iDRAC7 Web R HEL & EIITHIS

1. % ZE Overview (#0&) — Server (BE%588) — Virtual Console (FEHUESIE) . 15 E 7R Virtual Console (BB
BEHIES) nmE.

2. BREMEHAEHIEEHENE. BXEMMNES, 5S8R /DRAC7 Online Help (iDRACT BEHLEEEN)
3. BEdApply (A . EREHIEBEE.

£ RACADM L & [ERI=HI &

EREEMESIE, BEAUTERZ—:

1% iDRAC.VirtualConsole I & 5 set S S HELES1ER
B TRXERS config s SE&1EF:

- cfgRacTuneConRedirEnable

- cfgRacTuneConRedirPort

- cfgRacTuneConRedirEncryptEnable

- cfgRacTunePluginType

- cfgRacTuneVirtualConsoleAuthorizeMultipleSessions

BAARXEXNRWESSE, 1523 dell.com/support/manuals L3218 RACADM Command Line Reference Guide
for iDRAC7 and CMC (&R iDRAC7 %1 CMC i RACADM & $1T8E5R) -

TS R &

BEIELMSHIS 2B, BATLATY System (&) — Properties (JB1%) — System Summary (REHE) T
EEFJ‘EM%I%IJ“E’W&* Virtual Console Preview (ERUSHIATR) XEER—1E%, RAEMUEH &K
. 1ZEGER 30 #RIF—R. X2 licensed feature FRJAITHEE)
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By EzEiEs & BSRERE A ELEH QR A .

- NE
BaEMEE &
R AfE R iDRACT Web RE L URL BEIERITHIE .
K ENENTERS I Web HI5 22 B ELIZHIASIE.
BEIERMEHIE 81, TR

- BAEEEBIUR.
Web iXl|% 28 & J9{# A Java B¢ ActiveX Jfiff.
Al AR/ N 1 MB/FS.

K = RREARNTEHIRE BIOS FERA, FMEMENMESE, WELNEHaEERNZ=A.

{3 32 3% 64 {iL IE JYTRE BRNELMEHIERT, MRLEHTRENREBAFREME (Java 3 ActiveX) ATA.
“Internet £ 1% B X AR ST 25 1E A
£/ Java il B HERITHI AR, EAEIERSEE Java FiFiEIR. ERRLLEIRE, 154 ZE Java control
panel (Java ¥HIE4HR) — General CEM) — Network Settings (FI4Zi&E ) Fi%3F Direct Connection (EIEE
B .
MREPEFISECE AFER ActiveX i, ¥XRIRERERE. XEZFEAMEIEZEEH BIGHERE (ERIE
FERATER BRAFES . ActiveX B IRIHHE TEAE AT AEBITLATE. RINTEHIEHE, EBAILUES
BEIERNESIE.
VIR (EA™S A ActiveX $G18Y IE8 BERIERITHI AR, AIBESE/R Certificate Error: Navigation
Blocked GEPHEIR: SHEMHEIL) {58, & Continue to this website (ZRLENSTILINY) , SA/FE T Install
(&%) 7£ Security Warning (R28E) HOPRE ActiveX 5. EIITHIAESEERE.
bisE iR
£ URL BehEilissl &
ELE Web YEE8 LA Java it
ELE IE LUFE A ActiveX i
5/ Web FHEESIEBIESIE
{5 A Java s ActiveX ififF 2 F EIIEHI B SUEMN BB T IE R ESEHE
B sizkan

&/ Web & B R EMMESI&
SERTRUET FHIA RBEERIEHS

¥ Z Overview (BEAR) — Server (BR%ZEE) — Virtual Console (FEIMEHIE) . FEEI< & 7R Virtual Console
(EPMESHIE) Tim. #:5 Launch Virtual Console (BEIERIIESIE) . Virtual Console Viewer (FEHUTHIE
TER) HLBs.

4 Z Overview (#EiR) — Server (BR%ES) — Properties (BH) . FEENS 27~ System Summary (R4
E) T1E. 7£ Virtual Console Preview (JEHMZHIGTLE) #R4r, B Launch (B3 . Virtual Console
Viewer (EIIEHIEEERS) S EE.

Virtual Console Viewer (ERUSHAEESR ERLRRANRAE. BRAREESR, BTN ERIEEHILE
RGHRAT AT

BYNAEFE, THEERSMEEE. HTHILRBUAMZEAET, WES S0P LB
=N, EHEEEENEARER.
MRERNEERNEF— RS IRLSERED, FRE Yes (B) DKL,
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EEREOTREIETMIRRES: —TREERSHFNESFES, S REEGNBRRES. ZERLX
AR, IBSREILZEIRE .

M Windows Vista EH2uf B HEMIEHI GRS SR ERENBIEDEF RES . BRIEM, FET
S ER E S B R EBRHE:

Control Panel (35IME4R) — Power Options (EEJFI%T) — Power Saver (F5§EF2FF) — Advanced Settings
(BRFE) — Hard Disk (FE#L) — Turnoff Hard Disk After <time_out> (<time_out> #/5%H®E#)

Control Panel (3E#IHE4#R) — Power Options (FERI%EDI) — High - Performance (S1£gE) — Advanced
Settings (EZ%i&E) — Hard Disk (i) — Turnoff Hard Disk After <time_out> (<time_out> /5 < HITE
f29)

&£/ URL B anERMEHI&

Z1ER URL BaERITHIA:

1. FTFHE9 Web HSTEEH A A AL URL (/NB) : https://iDRACT_ip/console
2. RB\EREE, 2EFHERK Login (BF) TIH:

- MBHEHB—ZFMEAAM. Active Directory, LDAP S EEEFER, WS BRERNA Login (BFF)
TiM.

- WMRBAB—EFE, ML B3 Virtual Console Viewer (ERIIESIAEER) , HEFE R R Virtual
Console (EHMEHIS) TUHE.

3¥: Internet Explorer 323 7K. Active Directory. LDAP. &t (SC) BEFRFBE—EF (SS0). EHT
Windows BYIR1EZE % £, Firefox S#FAM, AD 1SS0 BEF; AEET Linux BYIRMERZK L, Firefox XX
$¥57KH, Active Directory 1 LDAP &%,

By & REBHEEEH SRR, BREAFEIELT AR, WAt URL BRI
B, BREEEHELEHIE.

&/ Java 8¢ ActiveX SR F ERIEH A REMN RGN EPHES]
ATLAE R Java i FZE R BN IAEH A R RN B RIOE K.
1 HERET Java BERHEMTHAREMA RN, BERATRIELTHORTED. Bk Yes

() »
2 BER—EZIFPEEEE, BHRKRIIZEEWIESR.
By ‘& ORRERMERAZIEBFREXPHRIRES, REURRENAPLEFLEITIES, $T2E
~IEEHEE.
2. B Continue (£F40) .
BRIENEH AEERHEMNRESS.
By ‘& 0REWEHEEER, BEIEUNTREERRE.
M Tools (TE)> b, i%$¥ Session Options (S1FIE) , FRAEIEFE Certificate GEP) EIF-

4. B Browse Path GIISEERR) , IEERATHEMBFAIUEBIAE, X8 S Apply (RZF) #n1 0K (F
E) , REREEES.

5. EMBEMEHS.

6. ?’_1IE e E e, JEE Always trust this certificate (3R E1EILLIER) EI, AR # & Continue (4%
&) .

7. Eﬁﬁ%ﬁo
8. YEBEFRINEMSH AR, BT4EREESEA.

It
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EREMEH S EESR

EMIEFI e EERREMEMTE], FINBREL. EREFIaY R, BIXER. #EE, BREE TX5
FREMIEUNT RS AXERRLINGERNRER, 1ESR IDRACT Online Help (iDRACT BX#LEEEN) -

By X WRERERSHEXA, WSERHES “NoSignal” (EfES) .

EITH & E R IREA E/RM Management Station 3% 2! iDRACT £ DNS &FRek IP #hiik. 205 iDRACT &5
DNS &R, M&E/R P k. 8.

TR FE RSS2

<DNS name / IPv6 address / IPv4 address>. <Model>, HJ': <username>. <fps>
MFITIRRRSER:

<DNS name / IPv6 address / IPv4 address>. <Model>. <Slot number>, FHJ':
<username>. <fps>

EEHEEEREMNESERRRENN. X2HTHEBEMTHESIER, MEEEREIESH—
AN E R . ERRTEIMMHASGERESRE, FHITIUTE—BRE:
£ System Summary (ZRZIHE) T1mEFAY Virtual Console Preview (FERUTHIATA) &84, i Refresh
(I .

7£ Virtual Console Viewer ([EIlITHIEEESS) H Y Performance (AR EIKH, HFBRIEER
Maximum Video Quality (RSMMES) .

Fls BARHES

YUEBEEMEH A EEIZTERGR, FERAZLNRFNETESERY FHNRREHTRES, BtSE
TERBD AP ETHENBRIFES

2455/ Red Hat Enterprise Linux 2% Novell SUSE Linux B, H7EBEEIIEHI S EERIFZAIKLLLE Linux BIFRFRE
R. REMBINRIFRE R TIEHEIEH T E R PIRIRE .
YEPIREMEH A EES LERENRAREEE, RERS[IIRMEREIIFETEM. XMIFERIT Linux
BRAIER S Lifecycle Controller RE L, NRARZH/ARIFMIT R E S ELIEH EF PH LHNRFMEZER
E, MESEE@AmNRIRES. ZRRLEE, BEYRE B MEHIERERSEMEIR N A RARMEELTE

ERF|BANIES, EM Tools (TE) S2#rhi%#¥ Single Cursor (BANES)
o ERERARMRE, 5% ZE Tools (THA) — Session Options (£1F%E) — Mouse (R¥5) . 7£ Mouse
Acceleration (FRARINER) EIET, BETFIRIERSER Windows B Linux.
ERHBENMRIAEHER, 5% <Esc> RECEMLIEE.
Ed 3 XXFIEIT Windows BIERGMZERENER, FEAZBRIERSEIIFEITENM.

MRFEREINEHISEEBIRE T M Lnux RERIERGNZERGH, BAESBREIRMRESEIRE, XA
fE =2 GNOME =AY Predictable Pointer Acceleration (RIFUNIESTNIE) THREET SEIAY. Z7E iDRACT BT
& LIEfRESRiR, SR TIeE. EREAFTUNRRINRE, 1BH7E /etc/X11/xorg.conf X HIRFREB S 7
fn:

Option "AccelerationScheme" "lightweight"o

WRARHINE L08R, 57 <user_home>/.gcont/desktop/gnome/peripherals/mouse/%gconf.xml SZ R #FHTIAT
M k-

¥ motion threshold Mlmotion acceleration HIEEX A -1,

R 7E GNOME K@ _EXARARINE, BEEMITHIEEERSRE D, ¥ ZE Tools (TH) — Session Options (£1E
IEIT) — Mouse (FRAR) . 7& Mouse Acceleration (RARMIER) E+, %3F None () .
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ATHEHOEEREFITHE, BOAZEAKMITE & H7E Virtual Console (ERITHIE) TTE L4 Max
Sessions (RAZIEH) EFEEN 1.

B RERES B RS RS

&AL/ A Pass all keystrokes to server CEET BT LIREIRER ERHBE ELITH S EEREHEHET
FIFBAANEIRE A RBZERS. MRZAINGE, ELWFAERBASEEBENTH ASIBELEET
SR, B EREEERIRSEE, B Virtual Console Viewer (ERUZFHISETESR) &, #ZE Tools (T
B) — Session Options (&IFIEIR) — General CEHD) EINFHi%+E Pass all keystrokes to server CIFEFEH#E
HEBIRER) RIS EEENREEEITERSR.

Pass all keystrokes to server (BT EIERIRSHR) ENITHEBURT:

BRI SIEE T HMEG 2R (Java 3 ActiveX) B3,
3T Java ZPil, SIUMEAMNLEE, Pass all keystrokes to server CIEFF AT EEFIIRSEE) F Single
Cursor (BBANERFR) #EXNAgEIEA . WMRARMEANLE, N Pass all keystrokes to server CiFFF BT %1%
BIARS525) #0 Single Cursor (AR ETEGHIER . WMRESIAFEE—ET, WS ER—&KEIRE
B, BN ZHEETERIET.
tF ActiveX Z i, SIMNEAMEE, Pass all keystrokes to server CIEETARHEERBIRSE) eEAS
EIER. IEKRMEBAHNLE, N Pass all keystrokes to server (AR EIREIRSZ ) EINEGEHIEE.
MREBEREFRE—ED, WSER—FHREE, BRAIEZINE.
TF MAC #{E&R %, /5 Universal Access (GBFi/18]) T~HY Enable access of assistive device (/3 FAxJ4#iEh
W E&MIGIE) RN, Pass all keystrokes to server CIFFTERTEEEIRSER) MEEFSEIER.
ERUNMZERG LEITHRERS. IERG R ERGEENNRBHAETISHRIZTERS.
EisHl 8 EEE£ERX—Windowed (B M) 5 Full Screen (£7) -
7£ Full Screen (£R) ¥, Pass all keystrokes to server CIFFT AR EHEIETIRSE) EEAERAERT
28H.
7£ Windowed () #RT, (REEVIEHIEEERZTLH BB LRI,
M Full Screen (£5) WX E XA Windowed (FO) #&EXA, URTREERERBHRSERE.
iEP S

7£ Windows #{E&R % FEITHIET Java MIEPHESHIESE

£ Linux BE RS EIEITIE T Java HEIMTHI B SIE

£ Windows #{E RS FIE1THIE T ActiveX HIEIMTHI S S1E

7£ Windows ##E&R S L E1THET Java HERIEHIASIE

+ RGASN Curl+Alt+Del BARBIZE RS, BRIAAZS1®IT Management Station FF{THERE
R E /3 Pass All Keystrokes to Server CIEFF R EIRAREE) , UTHRBIASKRIZTERY:
- NSERSIR B
- NSTERAUEERE
- NSRRI R
- NEE TR
- TR R
- XS BRSO SRR
- NSESRFIRFETIIRE
- BrEEmE
- BUNEEIRE
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- EAEFEIRE
- T—ehEiRig
- E—phBiRigE
- (BN FiRiE
- BRUEENRERE
- BEhERIRGE
- RN iR
- BEINBERF 1R
- BIRRER 2%
RGRASEAARMNEE (FETERENES, ME—RBRMpEE) XXEFTERSE. XBIEHR
BIhEEsE, Shifty Alt, Ctrl SEANSEERHE, X LR P AY—ER5r 3T Management Station I E R G E G M.
5170, #OSR Management Station F1ZE RFKIZITAIR Windows IR1ER L, H BB E M Pass All Keys (1533
FRA1REE) , NIMEIRT Windows 1£5EFTFF Start (FFE8) &R, Management Station FIZE R % LAY
Start (FFHE) SEBRHSITH. BE, MRBA Pass AllKeys (B EZRE) , NRESERS L Start
(FF88) B SFTFF, Management Station ERIRSITH .

« UNSRZEEA Pass All Keys ({RiBFrE#%RE) , MEBURTIRTHVEAEYFRE A H Management Station I3
YERGHITIERE

£ Linux #RMER G L EITHET Java HERUTHIESE

FRTEJLEIN, Bk Windows BERZMITAWIER T Linux BIERS:

n5R /3 A Pass all keystrokes to server CIEFrERHEEIBAIRSEEE) » RESYF <Ctrl+Alt+Del> (FIBAFER
% FHIRIER S

*  Magic SysRq $#22H Linux FAZEHTRRRRAIREA S . 20K Management Station X Z & RS EHIIRIER SR
éﬂﬁﬂﬁ_‘?, BEEMERS, XSREA. ERLMER TG A —TE Linux B1ERSK LS Magic SysRq 3%
- E—AEBHRmME fetc/sysct.conf
- echo"1">/proc/sys/kernel/sysrq

YN5R Pass all keystrokes to server CIFERBEIREEIEHBIRSEES) BBA, RS SI% Magic SysRq 12 %23 %
BERGLHBRERSG. EERERS (EBUERESRELHNBERATEH D HIRERFIUTABURT
Management Station = 2% /EH T Magic SysRq:

- 303 Management Station £ 25 SysRq, M <Ctrl+Alt+SysRq+b> 5 <Alt+SysRq+b> &= & Management
Station, MAERGKSAIT.

- 4% Management Station =22 SysRq, M <Ctrl+Alt+SysRq+b> 5 <Alt+SysRq+b> IZ A B ETE RS
THBRIERS.

- RGBSV EM SysRq IREBA S (54N, <Alt+SysRg+k>. <Ctrl+Alt+SysRa+m> ) HiBAFERS, M4
& Management Station £ 27 /3 F SysRq 1%

£ Windows #ER % LEITHIE T ActiveX HIEIMTHIA ST
T 7E Windows BRIER G LIBITHIET ActiveX RIEBUEFIGSE, BB REBELZE P MRS HRINGEMNIT
J35 7€ Windows Management Station L3z{TRIET Java BUERIEHI S SIERFNRITALEM, ETE/LER
4.
R EEH Pass All Keys (fRiEET B , Mk F1 £[EAT/E 5N Management Station fIZE R % LRI A
FEE, FERUTHES:
iy virtual Console (EHMEHIE) WH LA Help (FEBh) W& ATELH; B
ARG RETN S RARRPR I SRk IR 5 .

o BRBGALNE <Alt+ Space>. <Ctrl + Alt + +> F <Ctrl + Alt + > & EBIFE RS, XLLiRiE4H 4 H Management
Station ERYIRIERGHITHERE
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13
EIREIUIT B

BN RAIFZE RS 2515 18] Management Station FAI/T RIS EMEILZAY IS0 CD/DVD A%, BT &2
TERSSE EIIRE—H
ERERIT RINEE, 1ERTLL:

BE BT AR B ER R Z R RN R
RENREF

EEENIER
AERERG L RRBIERG

MTFRXFBERIRSZ R, XR—DRBFAENDIRE. MTTIRXMRSR, ZIEERIATRA.
FEIEER:

FEPIN R FFRERISEYR (CD/DVD), 2REWEFNZE (BIEET USB AIIRENZE) F1 USB NFE.

R EERE RS Management Station EMiII—N4E . USB INTEHE. B, BH—NEIREIEE.
é%ﬁg%ﬁﬂ%g%ﬁfj@ﬁﬁﬁﬂ%@ﬁ—ﬁ\ﬂﬁﬁ’ﬁﬁ%@ﬂ]%ﬁo TR BRHBEERS— TR EIRE
g X1+

TESRTHBENELNFRIZE.
MERML T E175 18] iDRACT BIEEINEREZ AT R
EFERG L, HEENEUN RESEMELE.
EET Windows IZERSG L, MREVUN RERSHMHEEERS, MSEME.
%%ﬁ%%ﬁﬂﬁﬂ@%ﬂ: Lnux WZERZ L, BENREEASEME. EFMEBIRsNZE, EFERM
<o

© NRERG AL METEEIIERNZE T EE K S 1BIE Mg & E Management Station.

s RSB FRERENRNZTERS L, EMNEESERAFNIFNEE.

s IBAIAEAAN S E A Y812 = Management Station CD/DVD IEEhEE (Ri%) , {BFEEIE= USB V&
EMNTRELDEE 128 Kbps B AT A MK EE.

* SR LOM B NIC &0, BN RSIEFTRESEF -

Managed System Management Station

/(—/‘\\ Remote CD/DVD/USB
iDRACT7 S — . — Network —==—
! erver \_A/ Remote Floppy

B 4 BN RRE

T HEROIREN RS AR &

TRIIH 7@ BRI BRSFFRIIRENES -

181



. 25 TRAVIEShEE AR &

IR EHEE TENEENR
AR 2575 100 IS 140 REIRENE
CD-ROM
< DVD
CD-RW
#48 CD-ROM T R E S UKzNEE
RE AR SR AN + 1S09660 #& =AY CD-ROM/DVD & T
+ 1509660 4% =\ HOER F ARG ST 1
USB [AfF&

A CD-ROM 77 5#9 USB CD-ROM BRzf) %
1S09660 4% 3CAY USB A 77 £ RRK ST4

BCE R R

MEEMNFIZER, IRCEE Web XIYTRLAER Java 5 ActiveX .

BT
AL E Web 3|53 28 DA B TSI &

{§£F iDRAC7 Web RE AL B IR

BEREEUNRIRE:
S\ vl BITEBMN RSERTAEEE DRACT, BN, THREEBIMER, SEELNE.

1. 7£iDRAC7 Web RE, % Z Overview (&) — Server (JR%EES) — Attached Media (Mim/+iE) -
2. BEMBRE. BXEZER, 1550 IDRAC7 Online Help (iDRACT BX#ESED)
3. BFHApply (HA) REKRE.

£ RACADM EC & BT R

EREEMNR, BRITUUTRE:

1% iDRAC.VirtualMedia A FHIFT &R 5 set S ELAE .
* 1% cfgRacVirtual AKX R 5 config HSECEEM

BXELIEE, 1547 dell.com/support/manuals 321 H RACADM Command Line Reference Guide for iDRAC7
and CMC GEFF iDRAC7 #1 CMC BY RACADM & £1T8E45/) .

f£F iDRAC RE A REFEEEMN R

AR iDRAC RELRRZFHIM. HESIBMMEL R ERITIHRE:

1. 7£iDRAC Settings (iDRAC X&) ~FAERFH, ¥ ZE Virtual Media (EHNFD
FEEN4 & 7~ iDRAC Settings Virtual Media (iDRAC & & EEFU/TE) TiE.

2. IRIBEEEIE Detach (535) . Attach (Mifin) = Auto attach (EEIMiN) . BXXLEETNES(EE,
iE%8) IDRAC Settings Utility Online Help (iDRAC & & 2\ RIZFERHEEE)
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3. fkxEdBack (E—#) . Finish (526 FYes (&) .
EMNRIEETREE .

MT}]” E(Jﬁ J\'ikn_,\*u g%uﬁ”l\-‘z

TREBTETHMNRIEEN RS
. 26: BV RIS T R SR R

FHREY Y BURZS 2 )

98 T RN RRARBRET B R 5t

(Gipini X ] Client View (ZFimfRE) AHE ZE ] LABRET /T .

BN E Client View (FFIRiLE) FTFHRIBRGI N, 2 FPIRALE XHIE RS

i8] REAU 9T B

A ERSANERERNTFI SR EEMN R WEELN RE, SeEREER Web 15T

EBINRS RFS 2ERH. I05R RFS ERELTENRES, HFAEEXBHEMUN BE iR WSERUTHER
SEE: Virtual Media is currently unavailable. A Virtual Media or Remote File Share session is in use (EEIAT R BT
A, ERNRBEEXGRESFEEFEAD .

W0 RFS AL TIEFNRTS, BAHEBZHBIELN REFIRN, AIRMBINEFR, AEETER
FEPALAY FREE PR i8R & AN ST AR ST B R H /T BRI IR Bh 28 -
B3

AL E Web 3|53 28 LAfE A E TSI &

AL & BT IR

15 A REHME I & B TR 9T ]

B RTS8 BRNENA RET, EWHR:

ERAEMIEHA.
RGO E ANRBIREIEE — 7 Windows FiREIEEH, Sf12 Folder Options (3ZHRIET) , HiEMH
Hide empty drives in the Computer folder (FEiEiEALXHRPHIZRFNET) £, ARFHRE OK (HHE) -

EIE R EIMTHI ST E T R

1. 7£iDRAC7 Web REH, % Z Overview (#ii) — Server (JR%8§) — Virtual Console (FEHUZHIA) .
FEEN< & 7x Virtual Console (FEHUSHIA) Tim.
2. HF Launch (JB&D) Virtual Console (EHUTHIA) .
REEN£ B3 Virtual Console Viewer (FERUZHISEERS) .
K & 7 Linux &, Java 2R TIAEEELRUZH S RBOAEHFEL. £ Windows H1, $TFF jnlp ST LUE R
Java BERIERIEHIG.
3. B Virtual Media (BE#I4YBR) — Connect Virtual Media GEREREBINBD -
BEILEMNRESIE, FA Virtual Media EIUNTER) 3% E RATMRETANIREHTIER.

% SE: AR EIAS Y BRAT, Virtual Console Viewer (FEHUSHIAEERE) & OV MIRIFER,

EES
AL E Web ¥ 5T 28 LUfE R EE I &
=57 VA

183



7 Java 55 ActiveX 5 IR S A SR IAAY B B Ehid A2 Bt
TER RTS8 B RNEII T R

L E A Virtual Console (EIMEHIA) BY, FEBFEMN A, BARK:

o ENRT Attach (Hi) RS

BRESGERE NERTIREE, %#MTIH:?;TM’E, IB7E Windows FREIREE SH1E Folder Options (3Z#FRi%E
Iﬁ;ﬁ,ﬂ%ﬂ% Hide empty drives in the Computer folder (BRiiit+EH X PRIZ=IERNZR) EIN, AEHE 0K
( ) o

L Virtual Console (EIUZEFIA) B, EFFEMNR

1. 7£ iDRAC7 Web RE, % Z Overview (#R) — Server (BR%2§) — Virtual Console (FEFUESHIE) .
MEEN< & 7% Virtual Console (FERUSHIE) TIHE.

2.  HF Launch (B3®f) Virtual Console (EERIEHIE) .
FEEERUATEE:

Virtual Console has been disabled. Do you want to continue using Virtual
Media redirection?

3. BEOK (BB .
IEHE B 7R Virtual Media CGEHRINYER) SO

4. 7£ Virtual Media (BRI BR) Széach, &k MAP CD/DVD (BRE$ CD/DVD) = Map Removable Disk (BRE}A]
BERED .
BXERES, ES ARG EMIRENE.

K & ZERG LMEMR SIS S Management Station - EHIEBIRENHRS T —H.
FE: 7£ Windows #ER G E Fim L, 2R B M Internet Explorer Enhanced Security (Internet Explorer 1

EMREEE)  EUMNRAURITAERIE. EMRLER, ESE Microsoft HIE R G ITEEEX
RRZEER.

TR
Ao & FEPLAT R
£/ Java 5k ActiveX Hif4 25 A EEFUEHI B SEMN BB St 2 HY

AR EETL ST BRBR 1R

EA LB TR M REI N BRI, FHSEAE A USB R EEH EMBI[/MIRIER G . ERMEMN FRIRE,
ua?it TRATHRAE:

1. 23 Virtual Media (E¥A/T/R) — Create Image... (BIEBR{EK...) .

2. 7£ Source Folder CJRXZfH3%) FE, #diBrowse GHIND) FHi¥EEZERERGCHARII R E
Fo REXHTERESREZERSH C BEhFH.

3. £ Image File Name (BUEZHRZIR) FEHR, SERATEHESEMGXHNERIARR (BEESEE
F) . EEXIZE, FE L Browse (RIS FHiFER—MIE .

4. B Create Image (BIEMIE)
MG BETIEEEE. MRMEGEXHEMTEXERY, RESETESHEE, BRMESXEMT IR RE
NS HERE, EBUREIETTASE .. MRMGSTHARERCHRA, NSRS iTRISEIE.
BIEMIEZE, RESERKINES.

gt

HHE
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5. B Finish (SEAL) ©
ISO BRGENE 3.
SO SRAEARRIGRINES, BAEER LN ERRE ERIZ— img Xt WRBENMIBRILE .img 3T
. W Virtual Media CE#ATFD BT HRMNIFERNRER. Eit, ERKRETENTIER
NSMIBR img ScfF. AN, WEESBUHEEHEX % B ARE{ER Remove Image (HHFRARIE) MIFRiZ5E
FEMIBRZ .img 3CHF.

EFEMRFFARER

ESEEMNLSNIEAES, HEEWEHAEEER D, BETools (THE) — Stats (ZiiHER) . 7 Stats
(BHERE) @O, Virtual Media GEBINR) BAFEREMEHNEMNNRZSUREMRENIT/SER. W
REEZEUN R, BETIER. MRREZEBNR, HETR “Virtual Media is not connected”  (RiE#HE
ERNED HE.

MRIERERELIZH SN ERATBRNEMUNER, N Virual Media (BN BAFERA—NIHEE, =
RHXTEMRFRENER.

=g USB

ZEE USBRE:

1. AEERIEHISEESES, BdTools (TR) — Stats (FiHER)
1 E7R Stats (ZEiHER) HO.
2. 7t Virtual Media (BB T, 235 USB Reset (USBEE) .
RGEL2BR—KHERESHF, MRESE USBEE, NaEMBREFNAEHN, SEEMNR.
BEMBRIR.
3. BifYes () .
USBREENSEE.

E & BDEEESH IDRACT Web RESIE, iDRACT EHINT B A S,

BRE EEUIR B E
ERRG EHIERE
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E:ERAET ActiveX BUEIIRERERT WA B A B IR PR A RERR5HR1E 5 4% DVD 5 USB IR (BiERESD
1) . EMETIRENEE, FUEE RSB ENEI% iDRACT IP bR MBI EEMN L S FIRF.
EENEWUNREIE, BM Virtual Media EIUN R FE R Connect Virtual Media GEIZERI/T

B .

SFFENRIFNENRS RGNS, BoEERNRARETAER— AT, ZREAMERIERE
LRI, flmm:

- BRET CD/DVD

- BRETAIFEENAEE

- BRETERE

E4 £ tREE Attached Media (EFitMN/TFD 71+ /2 A Floppy Emulation CRREMTE) LT, H&EIIR

th &7~ Map Floppy Disk (BREFTERER) FETI. RSB Floppy Emulation BREBHE) . 1§EH
Map Floppy Disk (RRET3k#E) %1% Map Removable Disk (RREIFTFEENFAEEE)

B REMETAIS 2R,

Ky E aREUNRLIEEFIEHE Web FORIE, H—> Web HOXIEFHA VMCL T IEFNK
&, NeRREHNSIE.

7£ Drive/Image File (IEzhES/MRIGSCEE) FEEF, N ThFIERFBIEFEE.

FIRDESFHERMRSTERAT A (GRARET) %% (CD/DVD. FIREENELAEE. 3RFA) LUK ATRRGTHORARIG ST

A (IS0 5% IMG) « BUETHMTEUABYSCHE R (BEARAEE) F. RIGEFETRIIERS,

BERENEEERE.

X}F CD/DVD, IEFENCHERIE IS0, T RIREEhEME, N IMG.

MRERABE (RE) POEME, L% Map Removable Disk (BREIFIFERNRAE) BY, FIFE ThISE

B ohikiRE 8RR .

INRAETREIRIALE 0 E2AR1%, MI|7Ei%$% Map Removable Disk (RREIFTFEENREERRT) , TSR THRISTE DR

FREQErM%. B3 Browse GHIYE) LUEEME.

i%#% Read-only (R A 5% ZMETA RI%.

3F CD/DVD %%, BINBERA FETRTFBRRES, HATEEZER,

8 Map Device (BREFIZE) IS8 ZRRETRIENARS 2.

MRETIR F/3C /S, H Virtual Media GEIN B FEETIMBMSEZETHE, IETREZER. flin, R
244 CD/DVD & &5t F 42 H foo.iso BURRG ST, M Virtual Media (EE3/TER) 328 rhfd CD/DVD AR 6y
% 79 foo.iso BREIE CD/DVD. iZSKBIMSEH— M ERIFICIERE S ST,

EPS3

7R AR B Y 1F Ff E $BR R

B RBRGTEY IEFRE IR RN =%

ZEEF Linux B9 Management Station =, I/ & Client (Ffil) B OF RRAIBHMHMENKE, ENTET
Management Station. ZFE{REMBIEIIESIESTTLABREY, HHBACERE SATA EEEHBAIRORE. BH
1Tt 3R(E:

1.

EH51S Management Station ERRIERSE. EFNER (POST) HAEHZRT <F2> 5 <F12> # A System
Setup (RHIEE) .

4 = SATA settings (SATARE) . FERIS ERimOFMER.
BRASEbREEHCERIERREEMNEO.
IHEIEAT R Client (BAE) BH. i%H O & RS EHIRENE.

P S 3
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B EBREST B IR RN B
B HBRET R DR TN RS :
1. #£ Virtual Media (FEIAN R S8, HITUUTE—EE:

- BERERGHMEAIZE .
- B3 Disconnect Virtual Media (BiFFEEIANRR) -

BER—FHEHE, EXREHITHRIA
2. BiiHYes ().
ZRBTMNEEARCR B, RIAERPSAZEHVRSSE.

1Bid BIOS & & 3| RIFUF

MR BIOS REARER, BALEZERS RENNEMALRENRSEMREENRSSF.
Ey EEEEMEESUENN RRFLRESISIRRF.
BEZERRITESS:

1. SISRERZ.
& <F2> #E\ System Setup (BRZIRE) T1H.

% % System BIOS Settings (%%t BIOS i&E) — Boot Settings (5|5i&E) — BIOS Boot Settings (BIO0S 5|
5i88) — BootSequence (SISIBFF) -

ERHEEOP, EMABEMNRNEURBRNESIFES SIRETIE—I.
WREMEHBFEEEAHINATETSISNRNEMEE. WRFE, FHRBERRBIEKRSISIRF.
B 0K (FAE) iE[E System BIOS Settings (Rt BIOSi&E) M, SA/FEE Finish (ERR)

B Yes (B) REEXHEL.

ZTERZEFIS.

S ERGERBSI SIMFE AN S%ESS. MRELEZEWEEZEHBEEBTSISN R, HZE5iF5I
SEEIEE. BN, RAEEZEEE, SOEREASISNRANIEL M.

BR—XEEMNTREF

EERTREEMNRREZE, BREER—XSISNF.
ERRA—RMSI SEBIZ AT, EHR:

B4 Configure User (BRERF) R,

A Virtual Media CEIANBD #EI, A EMIIREIEE (CD/DVD. &Eek USB INTFIRS) METRIAT5]
SN R,

RPN BT Attached (EHMIMD R, LMEEMRENBFRESISINFFER.
ERRA—RMSISETHNERN RS SZE RS-

1. 7£iDRAC7 Web RE™, % Z Overview (&) — Server (BR%E8) — Attached Media (MimNATiE) -
2. £ Virtual Media B/ ER) =, 1%3% Enable Boot Once (;EA—X14315) REHE Apply (RA) .
3. HESISHRITAZERSGHIZ <F>.

4. BIRIRNFEXANEEEUN RIEESS.
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5 ESISRSHE.
ZERGRIMELN R—RMESF.
B
Hﬁﬁd JM?LZ—HBEJJ_ gt;g
AL B R R
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14
ZIEEMER VMCL A BIERFE

BN R®SITREB (VMCL) 2BEFE— 1AM, BIRH# Management Station 2| F&E &4t 8 iDRACT BUE
W RIhEE. BEEARRER, ERILUAEERN RN, SEMESCEMYIIRIREIEE, AMEME RN
WMIERG EEEBRIERS

ﬁ FE: QA RESR 2 RERGHNER L EIET VMCL AR FERF.

VMCLI 2 2R 3 LA T IR :

EIE A B BRG B B AT RS AR R AR
/3 F iDRAC7 E % Boot Once (5|H—XR) EIMATEEILIESIE.
FRAREEEFE (SSL) #fR5 iDRACT MiBER 2.
HITVMCLl 5%, EZF:

- EEBEHAILE.

- BIERGERIEIZIHIE.

ﬁ 3 EL&IE Windows FEVFHFE, 1EFEAESEIERS.

-

%% VMCLI

VMCLI A RIZFEE A7 Dell Systems Management Tools and Documentation DVD =,

ELR¥E VMCL AFERF:

1. 3% Dell Systems Management Tools and Documentation DVD 3\ Management Station B9 DVD IR 525
2. BfEFEHELWUEARE DRACTE,

3. REMINGE, ¥E instal\Del\SysMgt\rach 3T R LUK vmcli.exe TF7E. [El#fHE, & UNIX &N ERER.
VMCLI ARREFRIEREERG L.

\—p—
E1T VMCLl 2 R#ERF
MRBERGFEFENIRTARS, NEFTEHEUMRA EE1T VMCLI %%,

7£ Windows &%t £, IEEIRRNFES Power User (BHZRAF) WRAEEIETT VMCLI A BTER.

© FELlinux B4k, Fijia]iDRACT, WEIE(T VMCLI ARER, FiERMP&#<, FEERMPLHE VMCL
BELFIMLE sudo. BR, EFMLmIE VMCL EEREFHAF, HER visudo L.

VMCLI iB3E

Windows #1 Linux &%t £/ VMCLI R E£ 4G, VMCLI &£

VMCLI (B8] [#{ERA shell IkTH]

5130, vmcli -r iDRAC7-IP-address:iDRAC7-SSL-port

S0 VMCLI BES 1 E 126 EHIARSS2S, 17719] iDRACT HARETRIHE E BB R o
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% FF: VMCLI B EX AN E .

ATHRRE, HEHFEERTYIVMCL &%
vmcli -i— BB VMCL MRZERGZE. ERUBRSHMGAPESEHENAASMBEEAARL.
vmcli -r <iDRAC7-IP-address[:iDRAC7-SSL-port]> -S -u <iDRACT-HJ'#> -p <iDRACT7-
PS> —c (<RE&EXR> | <BUESCMF >} — #5877 IDRACT CAIER R BB/ MFIER LM, BT

DGR TESER. BR, oS LURINAIT, FFEZ VMCL &iE. X VMCL SHHNES(E
B, BB VMCLI 7B VMCLI Man (VMCLI E28) FTE.

X%
i8] EE AT BR A VMCLI #34>
VMCLI 3#1E &%k Shell i1

B EE ST BTRY VMCLI #p <
ORI E TR RAABEA VMCL 2.

. 27:VMCLl &84

EN R W

REIRENEE vmcli -r [RAC IP BXEHNL4] -u [iDRAac7 H
Fi41 -p [iDRAC7 FF#IE] -f [W&H]

A 5| Sk USB INTFE MK vmcli -r [iDRAC7 IP Huhik] [iDRACT7 FF
#1 -p [iDRACT #M8] -f [floppy.img]

CD IRzhaRf5E A -f i1 vmcli -r [iDRAC7 IP #iht] -u [iDRacC7 HI
41 -p [iDRACT7 #H%] -f [H&%K] | [BE
£1-f [cdrom - dev ]

7] 5|5 CD/DVD B vmcli -r [iDRAC7 IP Hulik] -u [iDRAC7 H

41 -p [iDRACT #*f53] -c [DVD.img]

MRRTEARZERIP, EUNETESSABREH. EREREMNRIAEBANE:
B ERIER GRS RPN NS HREMIG
EREENSRIPIIEE.

ERME RSEMGE SR, ZNSIER AEZRE—BYE N R.

EIMEYBRIREN SRR, —XR ReEE—NFihE— N AT HIRIRENEE .

VMCLI #&4E &%t Shell %10

VMCLI £ F3 Shell 3£ 13Kk /2 A T 5RIE R GEThEE:

*  stderr/stdout EE [ — FERFTENMN A BREFMEEEEE K.
Blan, FERXFSEM () FEXHRIEU VMCL 2 BI2FTENAM B S5 E 8T
B & VMCL AREFTEMERERA (stdin) SEEHR. Eit, FHE stdin BEME.
BERIT — ERANBERT, VMCL AREFEREHIIT. ERARMERZN &S Shell HEERTILARERFE

R&aET.
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B, £ Linux BERET, EHSHERL & FHTLULIREFER—MNEaHRE. XMPRAREMARE
FHIEEAM, A VMCL &< BaifM#tER, ERLULMASERIT (BN, MARKEFLERIT HE
VMCLI #2F£21E)

WRBFNZA VMCLI 2iF, BERRERZHEN T ERIIL L IEHE.
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15
‘=18 vFlash SD k£

vFlash SD F2—NL & F (SD) &, HHTEFRSE vFlash SD FifEH. EATAERRA 16GB ZEMF. BAX
+E, @AM vFlash HEELABIEFIEIR S X. vFlash RIRBIFRIERITHEE.

WNRIZFFE RSN vFlash SD FHHEHE AT A, 157 iDRAC7 Web FEHY Overview (HE5%) — Server (FRS588)
— vAash TERUTHEIRER:

SD card not detected. Please insert an SD card of size 256MB or greater. CARAGE ]

F| sp K. iEHEANKNN 256MB HFE KK sD K. )

Ed 3¥: MR E iDRACT vFlash =¥HHE 3B 3% vFlash 9 SD £. MNBREBARFEA SD =, MHHBKIX
FEPE B RUTSNRISE: An error has occurred while initializing SD card. (#J45H SD +A1% % 5. )

TERE
REFIEZSE FH RN USB 1R &
&S 16 M X, XESXEMMEN ARG R R ARERFNR . EEIRFHTE CO/DVD IBFh=F, Bkl
% E R BIERTE .
NZFRRXHRGARBEE X, 2HF img XA THRE. iso /X ATF CD/DVD LAK .iso #.img &N A T
W RAEIRY,
BRI S/ USB &
—RME5| SERLIA USB & &

% % vFlash #Z4ERAIE) vFlash IFAIERTGE T #A. ANRAEBINLLTES, WIEFESITH vFlash BRIESIEET

EZ & vFlash SD k£

7EBLE vFlash Z 8, EMR RS L2 %% vFlash SD k. X TWATNRGEREMBRFHESR, 58
dell.com/support/manuals _t &%tk Hardware Owner’ s Manual (FREEEPREM) .

Es sE: A 9ELA Configure iDRAC (ELE iDRAC) #RBR-ABE/S FASk 2 A vFlash ThAEFI¥IEAILIZ T .

i Sa0E
25 vFlash SD RE 1
B R vFlash ThgE
#4544 vFlash SD &

#E vFlash SD kB¢

/B FA vFlash ThEEfS, fERTLA{EF iDRACT Web A=k RACADM k& & SD KB M.

{EFH Web REEE vFlash SD kR

A5 E vFlash SD K@M, 157E iDRACT Web R\, % Z Overview (#E3X) — Server (AR&5E%) — vFlash.
FEEN< E 7= SD Card Properties (SD K@) . BXFAEREMMIER, BESIE (IDRACT BKHL#E) .

{s£ /8 RACADM & vFlash SD £E1%
ZE{$FFH RACADM Z=3& vFlash SD k@M, BEFERUTHEZ—:
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* Y cfgvFlashSD MRS getconfig MSEEFER. BERUTRIEEM:

- cfgvFlashSDSize
- cfgVFlashSDLicensed
- cfgvFlashSDAvailableSize
- cfgvFlashSDHealth
- cfgVFlashSDEnable
- cfgVFlashSDWriteProtect
- cfgVFlashSDInitialized
© BUTHERS get HLEAER:

- iDRAC.vflashsd.AvailableSize
- iDRAC.vflashsd.Health

- iDRAC.vflashsd.Licensed

- iDRAC.vflashsd.Size

- iDRAC.vflashsd.WriteProtect

AAXENRWESEL, 1527 dell.com/support/manuals 5%, dell.com/esmamanuals 8 RACADM Command
Line Reference Guide for iDRAC7 and CMC (3&F3-F iDRACT 1 CMC &Y RACADM #&1T8E15R) -
{$:F iDRAC I B\ F#ERFZE vFlash SD RE M

ZE#E vFlash SD /@14, 7E iDRAC Settings Utility (iDRAC i&EAR#ER) 1, %5 ZE vFlash Media (vFlash 1t
JR) . iDRAC Settings vFlash Media (iDRAC i%E vFlash /Y fR) TTHEBERIS R REMN. X THRERBEHIEME

B, 557 IDRAC & B2\ H /7 WL 7580
B A2 A vFlash Thae

AR F vFlash THEEA BEMITH X ETE.

£ Web A HE /S A2 A vFlash ThaE
EE A ZA vFlash ThaE

1. 7£iDRAC7 Web R@E, ¥ Z Overview (#¥%) — Server (PR%EE) — vFlash.
FEEN< &7~ SD Card Properties (SD K@1%) TiE.

2. 3% vFLASH Enabled (f5 8 vFLASH) JEIGTA] /2 F vFlash THRE, 55 Iz?u KRN AT 25 A vFlash ThaE. SR Bk
SNAEA] vFlash 20X, MITEZEM vFlash, HESRR—KEIREE

Ky i REM vFlash g, MALER SD FREM.
3. BEApply (R . vFlash ThatRS B RS ER, BERBUATERERE.
{&£ /3 RACADM /= A5k B/ vFlash Th&E
Z{FF RACADM B2 M vFlash Th&E, EFERAUTHEZ—:
* {#£f config %

- EZH vFlash:
racadm config -g cfgvFlashsd -o cfgvflashSDEnable 1

- ZEZH vFlash:
racadm config -g cfgvFlashsd -o cfgvflashSDEnable 0
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{FH set 9%
- ZEZH vFlash:

racadm set iDRAC.vflashsd.Enable 1

- ZEZEM vFlash:
racadm set iDRAC.vflashsd.Enable 0

Q 3¥: R H7F7E vFlash SD £BF, RACADM & A 8EER. MRKE+F, WERUTEE: ERROR: SD Card

not present (451%: SD RAETE)

£ iDRAC i& B A ER /B8 i 2 vFlash Thie
EE A A vFlash ThAE:

1. 7EiDRAC®RELAERFH, % ZE vFlash Media (vFash v/ -
FEEN< & 7~ iDRAC Settings vFlash Media (iDRAC i&E vFlash /Y& -

2. %#% Enabled (GF) /B vFlash Th#ESk % Disabled (B5F) £ vFlash Thgk.
&)X g3 Back GEED) . Finish (5E/) #1Yes (&) .
vFlash Thae BIAR#BEIF B A .

#HE4 vFlash SD

MRICRIESBFARIL SO 3R E L LOAIE Flash RAER.
£/ Web FE#1%54L vFlash SD &

EHHE1K vFlash SD -

1. 7£iDRAC7 Web EE, % Z Overview (#E¥3) — Server (fR%58%) — vFlash.
BEEN4 &7~ SD Card Properties (SD £E1%) TE-.

2. /3 vFLASH FH & Initialize (FIFEILD -
FrEIAANSEHIFEMER, £ FERHM vFlash REEREFERX L.
NSRMIAN T AET vFlash X, MFIRLERIEF KA EREIRES.

{2 RACADM #1454 vFlash SD
Z21¢F RACADM #3444 vFlash SD &, BERUTAEZ—:

A vFlashsD %
racadm vflashsd initialize

{£H set 9
racadm set iDRAC.vflashsd.Initialized 1

RGN BIMB S XA EFHRNLIZ .
BERXEGSHESSE, 15517 dell.com/support/manuals 1 dell.com/esmmanuals _E12 {80 RACADM

Command Line Reference Guide for iDRAC7 and CMC (3&F3F iDRAC7 #1 CMC B9 RACADM %< 1T78£35R) .
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{5/ iDRAC i & 2 HIZF #0341k vFlash SD &
ZE(#H iDRAC & B AR ZF #1151 vFlash SD +:

1. 7EiDRAC®RELATEF®, % ZE vFlash Media (vFash v/ -
FEEN< & 7~ iDRAC Settings vFlash Media (iDRAC i&E vFlash 1Y/ -

2. HF Initialize vFlash (¥1344K vFlash) .
3. BEiYes (B) . VAR IEIETA.

4. B Back (JRME) %% ZE[E]— iDRAC Settings vFlash Media (iDRAC i&E vFlash ft/R) REZEERINEE.
FrEMARNSEIFEMER, FIFFERHM vFlash REEREFER L.

{3 RACADM FKEY L ARAS
TFREL_E R & 348 vFlash SD -EHIATIA L S BIRES

1. $TFEZH telnet, SSH s R ITIEFHIEHER.

2. MIANLLT#%: racadm vFlashsd status
FEENS B R k1% 4 SD FRIG SRS,

3. EJREUFRA vilash S XBY ERRES, EFERAUTE4S: racadm vflashpartition status -a
4., EFEEESXMLEXRE, BERAUT®S: racadm vflashpartition status -i (index)

K & mREEDRACT, BRARBIEMRSEESR.

I8 vFlash 47X

& LA iDRACT Web R RACADM 1T A T4 :

B4 & BERAE vFlash SR ERITHRARIE. BN, TLFURA Access Virtual Media GHIEIEMFD 1R
PRABEBIZE. MBR. BNk, K. 2BERHEFSTXHANE.
BEEASRX
A& E S X
BRI
HEEITASRX
1B S X
BN SR 43 B 3 (X
ERIE R X
TEHIXAE
518 ENX
% E: MRENFBIERF (5120 WS-MAN. iDRAC i& &2\ AIEFEL RAC&DM) {85 A vFlash B 8235 vFlash U@ £
BRI, SSAE GUI PRI EM—LTiE, iDRACT JRESE/RUUTIEE: vFlash is currently

in use by another process. Try again after some time. (vFlash 47 IE#;H i
. W —BUrE e AR . D

vFlash BESFE R B E ML IEAEBEITHY vFlash M(E (FlantgsNiL, MIMAREXE) BHITRESXEIZ. Eit, Zil
ERTEHEMN S XREZREAEZREN X,
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HE=ASX

ERSXMMBI ARG M T=E USB INF&E. FI1E vFlash SD R EBIBZ= B X, A8 £0475 AR
DX, ERRIGEIE S XN XA CD.

=B XAE BHR:

B Access Virtual Media GHBIEBNTR) BUR.
FEMEIL.

KREZERP.

AR FRI TR L IRAE

fEH Web REBIEZEH X
E0EZ A vFlash X

1. 7E£iDRAC7 Web HE, % ZE Overview (¥E¥2) — Server (BR%58%) — vFlash — Create Empty Partition
BIEZAHX) -

154 2 7= Create Empty Partition (BIEZH4X) FiHE.
2. BEMEMES, RE8E Apply (B . BAXEETNESER, ESR (IDRACT BHI#EL)
FEOACEFWARBRXUNZANX, ZPXARE. BERRFEEES LR E. WREETINIE
N, BERERER:
- FEERF.
- ERBRSNED XNEF—H.
- ASRXKNMANTIEERHIE, ZEBTF ENTAZE, Ko XANMATF 46B.
- EESFRITHIRLIRIE.

£ FH RACADM flEZ= A HX
Il 20 MB = EH 9 X:

1. THRZR telnet, SSH RBITIEFIEHER.
2. HMIALLT®%: racadm vflashpartition create -i 1 -o drivel -t empty -e HDD -f

fatlée -s 20
BRI FATIB A0 20 MB RANK. BABRAT. ZANKBURFESHE.
EABRE S RIE S X

&I LATE vFlash SD R _EEFRRRIGSCHE (1L img 3% .iso ASNIEHD) BIEHHPX. XESXAEBILR. RE
(img). f&#& (img 8¢ .iso) 5K CD (iso). BIEEAIFXKNFTIRIGIHR .

MBRIE ST Bl X2 AT, ETR:

B4 Access Virtual Media GRIEIEMNBED BUR.
B,

FEBEZERP.

AR R AT L IRAE

AU 2K B SIS K RIITRL,

K i LHERSAIRIN R LA, iDRACT RIMPRIG KB R IEfpE R &A= hIEl. fitn, MR
£/ IS0 ARG Bl 22 4 X H B AR BYHR E 9 Hard Disk (REZ2) , M BIOS FEiEMILBRIE S| 5.

BRE RNV THREFTF ERTRZE.
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MRS RN INTFRFT 468, AAZEHRANTXKNA 4GB, T, FH Web H5TeEtIE N XAT, B
&R NABUNTF 2 GB.

BT Web A m ARG EIE ST X

ABRAS ST 4B vFlash X

1. 7£iDRAC7 Web RE, #Z Overview (#5) — Server (BRS58%) — vFlash — Create From Image (MBR
BelgE .

1% &7~ Create Partition from Image File (MBMEICEBIRSX) THE.
2. WANFTEER, REEE Apply (R . BXENES, B8R (IDRACT BHIFE) .
BOIE— X, 3F CDARIKE, FEZERILMSX. 3T Floppy (3#) 5% Hard Disk (HE£) #
LR, FEBEESX. MREMUATER, BERBRER:
- FEZERP.
- BREMEMBTXMER—H.
- BMESTHE AN KT 4GB siiBid R LRI A ESIE) .
- BMUESCHARBEESMGHT REEARARE img, BFR .iso.
- BAAEXM-FHRITIHRERE.

{5/ RACADM MBR{I& Sz fBI3E S X
{5 F3 RACADM MBS ST 2 43X -

1. $TFFEZH telnet, SSH B R ITIEHIEHER.

2. HALLT#E: racadm vflashpartition create -i 1 -o drivel -e HDD -t image
-1 //myserver/sharedfolder/foo.iso -u root -p mypassword

BRIZE—NOX. BABRT, QNI ARE. keaSHRGEXHTRBERSKRNE. MRH
IRBEAKRE, 540 F00.1SO A2 FOO0.iso, NapSIREIEEEIR.

E4 % At RACADM shR X H¥b Thae
E4 i R3S CFS 2 NFS IPv6 BIMEE 3L _EAYARIGSC B3 vFlash 57X

BALSTX

IEAT AR B S R G p9 26 B8 301k vFlash SD + ERIII A S X iﬁﬂ’]t#?%%iﬁ EXT2. EXT3. FAT16 A
FAT32 BRERRNUEERRERBNTEIX, TERAKCD. BEERXURIESX.

MBRIG ST BIR S X 28T, EfR:

B.7 Access Virtual Media GHEIEBITR) 1R,
FEMBEL,
FREZ BRI,
BRI -EHITIELIRIE.
ERR AL vFlash HIX:

1. 7£iDRAC7 Web RE, % Z Overview (#E¥E) — Server (AR%8%) — vFlash — Format (&1L
154 & 7R Format Partition (X4 X) TE-.

2. HMINFREMER, R8T Apply (R .
ﬁ%%ﬁlﬁﬂ'ﬂnm BB (IDRACT BHIEREL) -
BERESER, RRSRPIFBEHRBIEHER.
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3. BEHOK (HE) .
FriE s KR U ARENNH RS AR, MRLETIFERFERERESR:

- FEERP.
- BEEMNRHITHIEHERE.

ERFTRSX
iR vFlash EEE R, METEETAHEMIIR.

£/ Web FHEFTHSX

EEEA AR vFlash 47X, 7£ iDRAC7 Web RE %5 ZE Overview (#E%E) — Server (PR%E3%) — vFlash —
Manage () . FEEI4 &7~ Manage Partitions (BIESX) i@, EHFETRSRMEN T XHEXE
B. BEN2XWIEE, BB (IDRACT EHL#Er) .

£ RACADM EER A X
E{FFH RACADM =ER SRR EEM:
1. {THFZELH Telnet, SSH K BITIEFIAHER.
2 RANUATH%:
- ENHMEMESTXREREMY:

racadm vflashpartition list

- BEREUR(ESX 18R

racadm vflashpartition status -i 1

- EREFFAUASEARR:

racadm vflashpartition status -a

Eq iE -a EDURIEE A RS RIER B,

& X
AL RIENXERAFENX, R2IFR. B Xl EfRk:
vFlash ThEEE B Ao

B Access Virtual Media GHIEIERIMTR) BIRR.
K & RAERRSX.
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2/ Web FEEX X
BIEMX:
1. 7£iDRAC7 Web R+, % Z Overview (#E3E) — Server (fR%588) — vFlash — Manage (EFED) .
154 &7~ Manage Partitions (B4 X) FHE.
2. 7£ Read-Only (RiE) Fie:
- EFRSXEIEE, RERE Apply (R Eif 7 read-only (Ri) o
- BRSXMEIRE, RiFRE Apply (R Eik 7 read-write GE5) .
SRR MEIEIFE R A RIERIES

Eq £ 0RAX7C0 XE, KSKHRE BREAFRSELAES. WRIXEMM, SEEFE
RAXE.,

{8 F§ RACADM &4 X
EEEFIHNATRSRRERN:

1. #TFHFELH) telnet. SSH S BITIEFIEHER.
2. ERAUATE—7S®:
- £/ config ML EXNXEIEERT:
* BERRESXEXAEESEX:

racadm config -g cfgvflashpartition -i 1 -o
cfgvflashPartitionAccessType 1

* EREESRERARESEX:
racadm config -g cfgvflashpartition -1 1 -o
cfgvflashPartitionAccessType 0

- fFH set HEERSTXIIEBERE:

racadm set iDRAC. vflashpartition.<index>.AccessType 1

* EREESRERARESEX

racadm set 1DRAC.vflashpartition.<index>.AccessType 0

- (M set @S EEMHELE
racadm set iDRAC.vflashpartition.<index>.EmulationType <HDD, Floppy, or
CD-DVD>

M aEs X

HIEMM—IHZ N IXE, XESX S USB REEFHIRE R RERIERSGHF BIOS h. HEMMEZN 5
XEt, RIBEBSEHORS], XLEDXERIERZM BIOS 5IFIMFRATIUAFTIL.
WRSBESX, WHEASRRERIERSH BIOS 51 FIRFHRES.

HIEMMH O BEIXE, SERGTHUSB DESEE. XSFMER vFash FHRBERF, FESEF
iDRACT EHAN R=1E .

Mimnek s By X AT, IEHR:

vFlash ThEEE B A
BRI FRITHIR I IRIE.
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B4 Access Virtual Media GHBIEBINR) HIRR.

£/ Web FEMIMH A ESX
ZWmakaEsRX:
1. 7£iDRAC7 Web R, 4 ZE Overview (%) — Server (BR%8) — vFlash — Manage (&IE)
184 &7~ Manage Partitions (34 X) TE.
2. 7£ Attached (BFIR) b
- EPSXHEIRIE, RAREE Apply (RAD MmMSX.
- BERSXMEIRIE, REEE Apply (ER) 7ESX.
S XARIEFT B IEFM IR D E.
{s£F§ RACADM &= sk i 7F 53 X i 4%
EE Sk T o X
1. T E%H telnet. SSH B ITIHFHIAHER.
2. FERAUTE—FE:
- {$M config ®%:
* EEESRX:

racadm config -g cfgvflashpartition -i 1 -o
cfgvflashPartitionAttachState 1

* R XERE:

racadm config -g cfgvflashpartition -i 1 -o
cfgvflashPartitionAttachState 0

- fFH set 1
* EEESKX:
racadm set iDRAC.vflashpartition.<index>.AttachState 1
* B XERE:
racadm set iDRAC.vflashpartition.<index>.AttachState 0

EMmayXMBRIERSITA
%FF Windows #0 Linux #{E& % :

BRAFRGIEHIFN B 7 XV BT o
© RIESXEHIERG PRI

BIERGUAZFMMO XX RSE. B, BRIENRERGIEMHELIXNAE. fla, &£
Windows M55, #RERGTTEIEM Linux RERER EXT2 X KB, F4#, 7E Linux FFEF, BRIERGH
o IR Windows RGe[R A HY NTFS 3 [XZEE,

*  VFlash S XEIR SR USB I’ & LA RRERRE. BRIUMNRERGE NN USB REHEHR. B
=, BASEHFHELE iDRACT I X EREIR.

MR A £ X

BRI B 5 XA, EHE:

vFlash ThEEE B A
FREZ BRI
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7 XRHMHA0
AR FHITHIIR HLIRIE

2/ Web FEMFRIH X
IERE A5 X

1. 7£iDRAC7 Web EE, %% Overview (#E¥) — Server (JR%2&) — vFlash — Manage (BEP) .
184 &7~ Manage Partitions (234 X) TE.

2. 7£Delete (ERD U, BHEEMIBREYS XAVMIBRELR.
BET—FER, RALBESKAMBRZSX.

3. BEOK (FAE) .
5 X BN AR .

{F8 RACADM RBRBI A 43X
IR 53 % -
1. $TFFRLGH telnet. SSH S BITIHI A HER.
2. RAUT®S:
- WBSX:

racadm vflashpartition delete -i 1

- EMRFRESX, BEEFHVIEL vFlash SD F.
THIRXARE

fEA Y% img 2% .iso 48 EY vFlash X AETREE):
. SEZRY% (iDRACT EHBIEITHERS)

Rf5TE] management station BIRIEAIE .
THEAXAE A ERR:

«  B% Access Virtual Media GHEIEEINER) BIRR
vFlash ThEEEE A
BRI R TRIR L HR1E

* B2 XA EEMTM.

ET# vFlash 7 XHIAE:

1. 7£iDRAC7 Web RE, % ZE Overview (#%) — Server (BR%588) — vFlash — Download (T%%) .
154 &= Download Partition ( T4 X) T1@E-

2. MlLabel (#E#5) THEEES, HEETHHNSX, AEET Download (TH) .
ﬁ FEFRAMAESX (MMmaXBRIN ISR RETIERS. B—PoXABRINES.

3. EEREXHHMAE.
EENXHMARBE THEEEME.

FRERETXMHRME, RSBFTREMMERTHRIR, CD MBEEXBSXET RE A iso, &K
BREZRBS XY KA A img.
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SIFERRX

AT LUEE M vFlash S XIRER T —R5ISHRIENS | 58 %
SISHXZHT. EfF:
vFlash S X B E A5 SHIME Cimg 3K .iso &) LUINEESIS.

vFlash ThEEE B A
B Access Virtual Media GFEl BN R) BIBUR.

B Web RESISZEHEX

E)% vFlash HXEERE—N5I15EE, BSHREE—5I5EE.
3E: 240 First Boot Device (BBE—AMS S ) THREEB S RFIHMIMAY vFlash 51X, 15H#fR BIOS EE#
AR

{#F RACADM 5| & E 4 X

¥4 vFlash X E NE—51F18%, EEH cfgServerIinfo. BXEZIEE, &5 dell.com/support/
manuals _E3R{EHY RACADM Command Line Reference Guide for iDRAC7 and CMC (&P iDRAC7 1 CMC R4
RACADM & &1T&%E15/) .
BT A SRS, vFlash D XARFEEENEEANTIS—X - cfgserverBootOnce BN 1. 5|5—X R
BEFRE— X FRN X, HEFARSBEEAARBESISIRFFHE—AL.
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16
{&F SMCLP

Server Management Command Line Protocol (fRZ5=5EBHGSITHMY , SMCLP) #MSERISLIET CLI HNARSE

H, EEXTBIEEIREETIRENEREG S WiUER human-oriented (HEEAN) HIHSER

if71a] Common Information Model Object Manager (AHEEREXREESE, CIMOM) . SMCLP 2HHNERE

{£5548 (DMTF) SMASH ES IR Gt Z T A& RGEIRMN— N TFEE. SMCLP #3E LK Managed Element

Addressing Specification (F&ETTEIHEMTE) 1 SMCLP BRETHISEAYIF LB B SR T £ M EIBE ST

FRESNIRF B AR,

% SE: ACBRE 8347 Systems Management Architecture for Server Hardware (ARSI ARG ETHEEM,
SMASH) FrAELAK SMWG SMCLP #3E .

SM-CLP 22N EIR(ESS4H (DMTF) SMASH [ES AR B Z A RSH[EEHN— N FEM. SM-CLP FTELLR

ZE LRI UMTEA SM-CLP BRETHHISEAYIF S B & TR 7 S ME R E ST ESRF B R,

M IDRACT7 $= 5|85 E 4 FF A FEE SMCLP #3243 Telnet. SSH F1EF R OAYAE. iDRAC7 SMCLP FEETF DMTF

2R Z03R AN SMCLP #SERR A 1.0,

FE: EFEEXH. T RF MOF 8915 2 7E delitechcenter.com 32, B DMTF {527 dmtf.org/
standards/profiles/ 121t .

SM-CLP #4543 7 A1 RACADM S H— N F&E. XEGESMHMARSIEEEMH, EAERM
Management Station S8 ${THITIXE G4, BRILERN RITFHOXHPRZXLEHSHEE (BFXMD , A
MECHARESHENEREMEETEER.

£ SMCLP N R L EIEhEE

iDRAC7 SMCLP 1Ef&RT IL:

EIRRSEBIFE —ITH . KAREHFHSIS RS
EBRAGEHHE (SEL) — B/REEM SELIER
=32 iDRACT A Pk

BERGREM

=T SMCLP %%

R AER SSH 8% Telnet R IEIT SMCLP #54. FTFF SSH 8¢ Telnet REFHUEIR R 5B F iDRACT. FER
SMCLP #27~%F (admin ->).

SMCLP #27RFF:

yxIx JIFBRSS=REHA -3,
yxIx HLZRFAEX R FZEZFEA admin->,
yx2x J1F . MRS AR SS5FER admin->.

Heh, yEFEEFEFH, UM GERIDFERSESE) « R (ERNERESE MT (RRBRARSZE) ; Mx
HEF. % F3RR Dell PowerEdge BRZ AL LK.
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By & A -s MERTEXLERT yiIx R B ypx ZG7E, €A adnin-> BERTRTIIA.

ISR S5 ER

iDRAC7 SMCLP &%

iDRAC7 SMCLP f£ Fzhialfn Birev 2@l CLH IR ARG EEINEE . SARTENITHRE, MEFHEEZITIZ

BAERMSE (5 .

SMCLP &3 S1Ti8%:

<HE> [<EHW>] [<HFR>] [<JBIE>]
TRIBSH TENAREE X

. 28: SMCLP zhid

BfiiA EX

cd f£ 3 Shell S MAP

set HEMEEANFEERE

help SRiEE BFrHEE BN

reset E34=ES

show ExBREY. shafFER
start FTHB¥R

stop XA B R

exit M SMCLP shell RiEIR
version S RBRHMARE M

load 15— BEHIBRIG M — URL B 45 E B frttbik

THREET BirdlEk.
%.29: SMCLP B#x

HR EX

adminl BRI
adminl/profilesl iDRAC7 Ry E /B E S0t
adminl/hdwrl e

adminl/systeml SZERGERR
adminl/systeml/capabilitiesl T & &Y SMASH U5 ThRE
adminl/systeml/capabilitiesl/pwrcapl TERGHEFNHAINEE
adminl/systeml/capabilitiesl/elecapl ZERZBIRINEE
adminl/systeml/logsl e HEWEB R

adminl/systeml/logsl/logl

adminl/systeml/logsl/logl/record*
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Bir

<

adminl/systeml/settingsl
adminl/systeml/capacitiesl
adminl/systeml/consolesl
adminl/systeml/spl
adminl/systeml/spl/timesvcl
adminl/systeml/spl/capabilitiesl

adminl/systeml/spl/capabilitiesl/
clpcapl

adminl/systeml/spl/capabilitiesl/
pwrmgtcapl

adminl/systeml/spl/capabilitiesl/
acctmgtcap*

adminl/systeml/spl/capabilitiesl/
rolemgtcap*

adminl/systeml/spl/capabilities/
PwrutilmgtCapl

adminl/systeml/spl/capabilitiesl/
elecapl

adminl/systeml/spl/settingsl

adminl/systeml/spl/settingsl/
clpsettingl

adminl/systeml/spl/clpsvcl
adminl/systeml/spl/clpsvcl/clpendpt*
adminl/systeml/spl/clpsvcl/tcpendpt*
adminl/systeml/spl/jobgl
adminl/systeml/spl/jobgl/job*
adminl/systeml/spl/pwrmgtsvcl
adminl/systeml/spl/accountl-16

adminl/sysetml/spl/accountl-16/
identityl

adminl/sysetml/spl/accountl-16/
identity2

adminl/sysetml/spl/accountl-16/
identity3

KM | f

% E A% SMASH &R E

B RGIIRE SMASH &
ZERGHTHI G SMASH U &
kS5 4LiE=R

AR S5 AL 32 2R A8 AR 55

AR 354 FREZThRE SMASH U S
CLP AR5 Th8E

K
£l

K

oo

RGeS E IR AR S5 ThRE

kP EIEAR S5 ThAE

BT AR e R EIEINEE

FLIRF FHETRINRE

IIETNEE

BRSSALIRER R B ESR
CLP AR 551 E ¥

CLP AR S5 AR 35

CLP AR S5

CLP AR5 t4% TCP i =
CLP AR 5t Ak BAS Y
CLP AR S5 Al
BIRRSEERS
A3 Pk R

Pl gyl

IPMI 544 (LAN) i 2

IPMI & (1T kP
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BH#R EX
adminl/sysetml/spl/accountl-16/ CLP &k~
identity4

adminl/systeml/spl/acctsvcl A ik P EIEAR S
adminl/systeml/spl/acctsvc?2 IPMI ik P ETRAR 5%
adminl/systeml/spl/acctsve3 CLP i P EIRAR 55
adminl/systeml/spl/rolesvcl A fg B B AR (RBA) AR 55
adminl/systeml/spl/rolesvcl/Rolel-16 AitEE
adminl/systeml/spl/rolesvcl/Rolel-16/ At EIBR
privilegel

adminl/systeml/spl/rolesvc? IPMI RBA AR %%
adminl/systeml/spl/rolesvc2/Rolel-3 IPMI &

adminl/systeml/spl/rolesvc2/Roled
adminl/systeml/spl/rolesvc3
adminl/systeml/spl/rolesvc3/Rolel-3

adminl/systeml/spl/rolesvc3/Rolel-3/
privilegel

X%
JE1T SMCLP %%

E“i/ N El

Sfin MAP it =s|8]

IPMI LAN L2817 (SOL) A ta
CLP RBA AR %%

CLP &

CLP A &R

Al SM-CLP BRI RIBIL B AR EEREA S (MAP) itz B i 2 BB FHFIM BirgkR. HibggE

A5 E M HbIE =S (B4R B ik =5 (8] h X SR D BR 12

RERRIE R () R B () TR XR2EER IDRACT RBHARS. £ cd shiarf MRE TS,
By & #E% ) MR () £ SM-CLP it BF R R AT B . BR, SSTHERNIRMERTHSET—1TH

G E T ST 28K

B, ESMEIRGEMHHE (SEL) FRE=MER, BAUTHS:

->cd /adminl/systeml/logsl/logl/record3
WATHBRN cd iR Bk GEmIEFE PR SFIVE. ..

BE: .. IEREAHT . 5 HETRA .

&£ Show zfid]

1 . 555 5T 117 Windows FA Linux FH91/EF

THXTER show NANBRIIFAES. KNARTERNEY. FEIR. XEKMIZAE RV SM-CLP

INCETE N
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&£ A -display %17

show -display EIEEAILUEGSHBLREIA—ISZNENY. Bir. XBEMzhE. G, EZRXER
SR ENRMEMBR, BERUTHS:

show -display properties, targets

EWHRLREM, RUTHLSTLURE:

show -d properties=(userid,name) /adminl/systeml/spl/oemdcim mfaaccountl

MRABRER—NEMNE, ATUEHRIES.
{E A -level 3E£IR

show -level MK EBHRBIMIMBASITRA LT show 8é . EEFMUZE)FHIFRE BisfE
%, BEA -1 all ®.

&£ H -output IR

-output IEILEE SM-CLP mhidlig i B #ig sz —: text. clpcsv. keyword F1 clpxml.

BAER A text, HERRETIEMAME. clpesv ERZESHRMERRK, EAMBBIBEFRIEEFF.
keyword SR AFIT—1 “KX#EF=E" MFIRMABXBHEZR. clpxml FERXE—E S response XML TTRAY
XML 32#4. DMTF 245 clpesv #0 clpxml #83X & E 4%, AI7ZE DMTF Xuh dmtf.org 3 EXLERA.

UT/RIE 7R T anfal LA XML S SEL AE:
show -1 all -output format=clpxml /adminl/systeml/logsl/logl

R
ISR SMOLP R BI R
. BEBLREE

SEL 18
RRGT B RS

B3 2R IR ETE

UTRBINBT AEZE RS LWMER SMCLP RITRIREIRRE.
TB7E SMCLP &h SRR FMIAUT &<

EXIAAR SR
stop /systeml

HEHE R RATER:
systeml has been stopped successfully (systeml CJEINEFIE)

EFBRSE:
start /systeml

AR RUATEE:
systeml has been started successfully (systeml BJ&INEF)
EEH5I1SmBEE:

reset /systeml

W ERUATIES:

209



systeml has been reset successfully (systeml BJRITEB)

SEL &8

BRI R R AN E A SMCLP 2398 % LT SEL AISEIRME. 7 SMCLP SO RFHTRAMTH4:

© &BEHSEL:
show/systeml/logsl/logl
ARG RRUATHL:
/systeml/logsl/logl
BRI
Recordl
Record?2
Record3
Record4
Record5
J
InstanceID = IPMI:BMC1l SEL Log
MaxNumberOfRecords = 512
CurrentNumberOfRecords = 5
Name = IPMI SEL
EnabledState = 2
OperationalState = 2
HealthState = 2
Caption = IPMI SEL
Description = IPMI SEL
ElementName = IPMI SEL
L
cd
show
help
exit
version

+ BTFSELIZR:
show/systeml/logsl/logl
ARG RRUATHL:
/systeml/logsl/logl/record4

JE

LogCreationClassName= CIM RecordLog

CreationClassName= CIM LogRecord

LogName= IPMI SEL

RecordID= 1

MessageTimeStamp= 20050620100512.000000-000
Description= FAN 7 RPM: fan sensor, detected a failure
ElementName= IPMI SEL Record
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cd

show
help
exit
version

JHB& SEL:
delete /systeml/logsl/logl/record*

ARGRBERUATHL:
All records deleted successfully CATAIE M R

B B iR

AT RBIERAAER cd 3hiE ST MAP. EFRBERGIH, VIRIABRERER /.

TH7E SMCLP @y SHRNFF AL T 64
SMBIRGEBEIRHEHSIS:
cd system1 reset HEIBVABIRA /.
F% SEL B ERAERIER:
cd systeml
cd logsl/logl
show
© ERRHATEAR:
HiNcd .
(@ EBE—R:
HBIAcd ..
EiRH:

exit

2n
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17
{&5 / iDRAC BRSS 151k

iDRAC 157 THHE X Ik % OpenManage Server Administrator It EHUES, BIAHRIERGFENZ. iDRAC AR
BRE—IRUERAREF. BUBERRERSSHL GUATERRE) . ZEARFBERRERZHENE
B9 IDRAC R4 7E. HIRBFE, BRMESIRMEINLIEUMA T iDRAC FE (540, Web FE. RACADM
#1 WSMAN F i) &7 iDRAC 247, AT LARCE H iDRAC ARSSARIRITMAVINGE, LUTHIZEIR S R/IRMER S
FiE#ER CPU FIATF,

ﬁ $E: {R7E 2 &% iDRAC Express 5% iDRAC Enterprise ¥ AJIEZ f5, A HE{#F iDRAC BRGHER,

7E{$ 1 iDRAC FR SR 2 B, 1BEFAR:
#4576 iDRAC R BB F . BECEMRSRITHIRBR, LUB A& iDRAC AR SHERINAE
0S ZI| iDRAC RYE B INAERT LAZE iDRACT FhiEid USB B4 BH.
% bt &
- 4 iDRAC FR SRR EREITRS, BOAEN TI§4E iDRAC §1/3 A 0S £ iDRAC EiRiBE. MRAER
4 iDRAC FRSZ1ERIE L IhEE, N4 17E iDRAC R FEI/E Ri%INEE.
- IR Eid iDRACT Ay LOM B 0S | iDRAC EHi@iEiE, N|Jik{FEA iDRAC BRSER,

24 iDRAC FRZ1&1h

AT UM dell.com/support W& #1Z2 4% iDRAC IR #&3R . AFERBEBIRMERGE LIREEIBANR A%
iDRAC BRSZH#ER, HRMMAHAITLREMEER, 1ES1H dell.com/support/manuals _EH /ORAC Service Module
Installation Guide (iDRAC RBIEMRBZEIER) .

iDRAC BR&Z 1= M Th e

iDRAC BR S5 4R EREZ (LA T BT RE -

BIERS (09) ER
1% Lifecycle Controller HESHIZIRIERZHE
RS AshIREIE

RIERBER

OpenManage Server Administrator R[5 iDRAC £ ZRERGEEMENZ . iDRAC FRFBERZHBUNESR,
f54n7E iDRAC FRIRER G BIR. BIERGIRAFTEIRE S (FADN). EAERT, ERFLMNIIEE.
REEENIRIER S %% OpenManage Server Administrator, J§ TSR ILINEE.

1% Lifecycle HEERIBIRIERZHE

#A] LAFE iDRAC /B F Ik T AERTI& Lifecycle Controller B EHIZIRMERZ HE. X ZUT OpenManage Server
Administrator FRBITRI ARG E 4 B (SEL) £, 1§EF iDRAC BRFZRRERIER G BEHEHIZ I 0S Log
(BRIERZAZ ETUEEBRR (F£ Alerts (ZiR) TiE, FHFIAY RACADM 3¢ WSMAN R EH) M EEH
H. ERMERZHEREESNEIABEE SR SNMP ERFEMICER BEEMERE.
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iDRAC BR FHERITIFIERARMER G ARL T EITRSH L ENEM. B iDRAC BlRFERMITHIRERZ AEIE
RBEREREET Linux B9BIERGPTEREY IETF syslog Frr.

R E &% OpenManage Server Administrator, MEZMILENIIEE, DB GRERZRAEPHIMESH SEL
%8,

ARG ERIRE RN

ERIABITR G EEIRERIE, HlEREHEEEMSIS. ERTXHRSRE. RECZARERGZLNRE
FitbteEzE, ASBBItThEE. IEREE X% OpenManage Server Administrator, 2RI ISNIThEE, LB
EEREMERFITATEE.

OpenManage Server Administrator #1 iDRAC BRS 1R B tL 7

fEZ%H, OpenManage Server Administrator %1 iDRAC BRSIESRAT AL 7, FEATLRLE E Mt IR 71517
ISR B 7E iDRAC AR ZHER LA HAIE) B A MNITHAE, MIAELRLETERG, NSR iDRAC BRESERIENEIEFTE
OpenManage Server Administrator, EI$ZRAESBRININGESE. W3R OpenManage Server Administrator IE7E1E
4T, T iDRAC BRS1EIF B REIRIER ST iDRAC EEAEEMICNINEE.

YRGS iDRAC AEEH B AX LN INEER, SHITHRERKEZ, FHRHE OpenManage Server
Administrator 2 & IEFEETTRE R IEE.

M iDRAC Web FmE £ iDRAC AR FZ =R

ZE )\ iDRAC Web B {#F iDRAC BREZHEER, HHITLLTIRIE:

1. % ZE Overview (H5iR) Server (BR% %) Service Module (BRFZIELR) .
18 &7~ iDRAC Service Module Setup (iDRAC BRZIEIRIEE) T1ME.

2. BAEFRUTI:
- BEENBRERZ EL %R iDRAC BREZERAR A
- iDRAC Y iDRAC BR ZHEIRANEIEIRES

3. EHITHEINENIHEE, HEBFEUT—PMHESNET:

- 0SInformation GRMERZIER) - EERIERENGER.

- Replicate Lifecycle Log in 0S Log (ZE#RMERFZHEHEHEGEAEAL) - 45 Lifecycle Controller B
ERRERZRED. MR A% LB R % OpenManage Server Administrator, 1§25 F I 1T

- gj;gflgstem Recovery Action (BEhRGREERIE) - FEIRERE (UMW AR BERSE LNITESIIR
RI1F:

* E#HS
* KHARGRIE
* RGREXARER

R B EFA % £ 2% OpenManage Server Administrator, 1525 thi% IR .

M RACADM rh{sEF iDRAC BREZ1&E3R

E )\ RACADM =h{&f iDRAC ARS51E8R, & {EF ServiceModule A EIXR . BXELEE, B2 dell.com/
support/manuals _E324E89 RACADM Command Line Reference Guide for iDRAC7 and CMC (3& Fi-F iDRACT %1 CMC
B9 RACADM & &1TE&E4ER) .
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ARERIER S

EAIERUATEEARIEFSRERRRENZERS:
A
2

Virtual Media Command Line Interface (EE#L/ E 4D
Virtual Media Console (EEHINEIZHIE)
*  Remote File Share GEFEXHE)
ki
{5 FH VMCLI SR ERIEFRY
FRREXHHZRERIERS
FREMN REERIERS

£ VMCLI #SBZ#(ER S

&£/ vmdeploy BIAEREZIRIER G <A, BHR:

+  7£ Management Station - %235 VMCLI A BT8R .
9P P /5 9 iDRACT B9 Configure User (ACEFIF) # Access Virtual Media GATaI IR R
7£ Management Station _t %% IPMltool.
E 3 INRAEZE R Y] Management Station EEIE T IPve, 11| IPMItool FNAZ{EF .

« AEBfFZIEFRY LALE iDRACT.
© REBEBMAIEHSIS.
* {7£iDRAC7 H /3 LAN L IPML,

Mg Z A BT (5140 .img 5% .iso) BYIREHIZF FIRME ARG AT 5| SR G ST

E QBRI EERT, IRBETIREMENRESBHRHITRE HEREBMEIFCARIE, AR
BNEMRRLS | SHNITHRMNBESE.

ERN BRIRES AR

7£ Management Station §1%2 £ vmdeploy BiZ~. Z5F& VMCLI B i1tk 775 vmdeploy BIAN . iZBIAN 4B anMa 14

BIERGMBBEZMEFHNITIERS. BAEMEBER VMCL F0 IPMItool.

F E:vmdeploy B fe 32 3 i F2 e (i T B R AP — L4530 4, BAHA BRIERMBIA, B—FHEH
FRBX . MRZRBERLK IPMitool ARIEFF, HEFNZAMIEFREMH.

EBRTERG L RERIERS:

1. fEipixt XA 5 BARiE R854 iDRACT IPv4 Hilit. &4T5H— IPva ik,
2. 7£ Management Station IRFIEEFIHAN T 5| S3%{EH S CD = DVD.

i7#mE, CLD
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3. [FREEANRITA®SIRRAFHIZETT vmdeploy BIZK:
vmdeploy.bat -r <iDRAC7 IP Mihtsif#f> -u <iDpRAC7 /7> -p <iDRAC7 IV &E> [ -
£ O<EEIES | <REBFR>Y | —c { <AL | <BHESCE>) 1 [-1 <A ID>)
E £ vmdeploy 7355 IPv6, EJ IPv6 R #5 IPMI TR,

3F: vmdeploy BIZAME - IS vimcli -r EITREEAERE. MR -r EHNSHENETHNE
R, BAHE MIEE THHIRER iDRACT IPv4 B¢ IPv6 #hilt, HXTEITIEITIZARRF—R. R -r #I
HISHHIECHE, W A%E— DRACT Hullt. FEXMIBERT, -rigan VMCLI ~RREFFmR TIE.
T RN vmdeploy 6458 .
%. 30: vmdeploy s $&%

B iR
<iDRAC7 HH/> iDRAC7 P& . ZBHWABUTEM.:
- BYARFRA

- iDRACT FEHI9T B A PR
#N5R iDRACT IIELY, HEERIERESHAL

E&4.

<iDRAC7 ip | XfF> iDRAC7 IP #th3it =% £1 2 iDRACT IP itk A ST

<iDRAC7 FF#ME>8 <iDRAC7 #HG> iDRAC7 FI FHYZZRT .
SA5R iDRACT HERTY, B ERHEIRESHAL
Fas,

—c (<EHELIH> | <WUESM>) jemERER R % CD B DVD AY 1S09660 AR 15 AY 28
2z,

<R ?Erﬂ@.é\?%{,ﬁgtgfﬁ% CD. DVD SEREZAVIL ZHIBS
o

<ERAL WAL > IS EAMIREMIGHIER R .

<% 1D> 3| S—RHIEER 1D,

iEPS
AL & RN R
BC & iDRACT

ERTEX G HLEBERERS

FRREXHHLE (RFS) SBBRMERG AT, 1BHk:
« 3RS F iDRACT A9 Configure (EZE) User (FHF) 70 Access Virtual Media GFEIERITER) R,
M ZE S BRFFAER (FIEN .img 3 iso) IREAIRHIEFMBIERZ TS| SHUE T

% 5I:/§IJE§§H9&$1%;%1|¢EH¥?;§Eiﬁ%ﬁ]?}@lgﬁgiﬁqg"]%‘E%@‘z‘fﬂ?&iﬁﬁﬁwﬁ, HIFHREMGICARIE, AR
1 RARG 5|5 ITHRNSESE.

(£ RFS MERIERS::
1. EREECHHE (RFS), @i NFS 3§ CIFS 4% 1S0 5% IMG MUK S EH B E R .

3 Overview (#E%5) — Setup (i%E) — First Boot Device (F—3|Fig%&) .
7£ First Boot Device (38—35| &%) THRXFIFTHI55| FIfF1% E 59 Remote File Share CmIEICHFL

2.
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4. i BootOnce (5[J—X) iEhl, BRAZEARGIUERBRGETHNN T—IEBEHIF.

5. BEHENA.
6. EMSISTERGHIRBRER LHIRATHRIBE.
P32

EIBRIRIE H=

BEE—I|S5EE

%EE *EEI#F/\?

B3 AT 4L = (RFS) ThaE, ERILURBEMLEILZ EAY IS0 5 IMG BRIGSCHE, FHEE/EREMIERN AR
TERBH/IIRIERGER (F7ERSEM NFS 5 CIFS 1§ E{E% CD 3¢ DVD #1THH) . RFS B—H#iFrTAIIN

Fll:.
[ E:CIFS 1 NFS #83H% IPvd dtbtit. CIFS {R3ZH¥ IPv6 b
TS F (N 34 .img F iso UG SRR . RGESN img XHEERAEMNRE, ™5 iso XHEERA
4 CDROM.
WATHRA R AR A B3R RFS.

ﬁ iR ESXi A ERFZ LE1T, HEMRESER RFS HE8EAMIK (img), W ESXi IR{ER G sEfE A%
FEAVEE IR

RFS FEEN FRINGER E/RAY.

WMREUNRFFPIRALTIEIIRS, WHEEREST RFS EEZE, AJUZSEEA B AEEIIRMERS:
HERETIERE

WMREMN REFIHSTENRGS, WHESES RFS EER, SETRUTHIRERS:
Virtual Media is detached or redirected for the selected virtual drive. ( /*‘5}‘,( N IES P I IR m) e b R E
ElE, )

RFS BUSEIEIRASTE iDRACT BRI . —BiE#E, BIfFEEM iDRACT JE$H, 3 RFS REMIIRSNSth RSB FF
EE. NREIL IDRACT HEMKEIZELK, RFSEES XA, 7£ CMC F1iDRACT i A LUEId Web FE A6
SITIRIISR <A RFS 3. CMC B9 RFS EIZIRAR S B EI A iDRACT HHY RFS 33,

Q 3¥:iDRACT vFlash Th&E 5 RFS &5 X< Ek.

R 1% iDRAC B AR AR 1.30.30 EE 12 1.50.50 EEAT, FFEEENAY RFS iEEH A IS ERIN FRMMER IR E
39 Attach (Ffifm) =% Auto Attach (EZIMiM) . M iDRAC £7ZEEHFHLKSTRFN IDRAC EFS|ISESREHET
RFS &%,

N ER4% iDRAC Bl M AR 1.30.30 SEFTE) 1.50.50 E B, FEEETNAY RFS EEH AR EMN RMMERILE
73 Detach (EfFF) , M iDRAC NEEEHHRKSTRRF iDRAC EEFS| SR EFIES RFS FIE.

FFEL#EESE?‘F/\?

1. 7£ iDRAC7 Web RE, % Z Overview (&) — Server (JR%%88) — Attached Media (SHMAE) -
1% 57~ Attached Media (EMIIMN ) T@E.
2. 7f Attached Media (BN T, iE£#F Attach (Ffifn) 3¢ Auto Attach (BZIHIMD -
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3. £ Remote File Share GRFZMHHE) T, IREMGIHERZ, B2, AREMEBR, BXXEFENE
B, 1B&I17 iDRAC7 Online Help (iDRACT BX##E3EH)

RRAG S 1 BE 12 TR A5

- CIFS —//<FFiE3E CIFS X RGH IP>/< SRR 12>/ <BR G 2 7>
- NFS - <FTEHE NFS SRS P>/< ST IR 12> /<A & & >

Q FE Y B FRFATOHRRZ.
CIFS 3x#5 IPv4 #0 IPv6 ik, 1B NFS {3243 IPv4 itk
MREANFS £=Z, AASXSANG, BHREERR <STHREZ> 1 <BIERFR> .

4. B Apply (R , $A/5E Connect GEIR) .
TEEMEIER, Connection Status GEFEIRZS) E/RA Connected (EiEIR) .

Ey ‘EOEEkRETEXHAE, BTREER, Web FAMASERTAAERES.
SF Linux 9%, FEZITRF init 3 4ERT, HIhgEFTaEEEEIELH®S. HSHNIBEEUT:

mount /dev/OS specific device / user defined mount point

He, user defined mount point BEEEMNSEMESSGSANNATESNETMER.

3tF RHEL, CDi&#% C.iso EIlZ&E) & /dev/scd0, BHE&®E (img EINiE®E) £ /dev/sdc.
FF SLES, CD%&FER /dev/sr0 MHKEZIELHE /dev/sdc. EMHIREAERAILE (FTF SLES =%
RHEL) , HEEREEINZER, @ H7E Linux 0S BB TIZHL:

tail /var/log/messages | grep SCSI

KRR R EZIICA (IR, SCSIi#E sde) o FEBITRA] init 3 FEEM Linux Z1ThRETS, LIRFHiE
RFEMN . BOANERT, EENRE init3 hHIEB .

{2/ RACADM EL EmiE 4=
T RACADM BB RAZSCH3EE, H1EM:

racadm remoteimage

racadm remoteimage <options>
EIRAT A :

- c: EERE

- d: HRFFBRIGIESE

-u<fPE>: BTHEMELZNRAPE
- p<E>: BTIHENELZHER

- 1 <BRig (B> MEHZ FRRGAE; ARNERBEEMANSIS. FSRER Web FEEETEXHHAZE
7 RIBRIGR S B 12 7R 1 o

-s; BRHIMKES

FARPE. BRAREG_CLEAEARUTFHIMNMIMEEMT (BEFIRFMERFR
(8515 .7 (AWEIS) «, GES) \ < UMFS) #F> (KFS) o

EREMNT RBERIERS

EREMUNRBERERR A, BHR:
BN BT Attached (EHim) KT, VMEEMBRENBRESIFINFFER.
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WMREMN AT Auto Attached (Hzpfim) 83, WEBNREBEFLIB, REFTHESISREK.
Mg HZE R FARERR (520 .img 5 .iso) HIIRENFEF FIRIE RS AT 5| SERE ST

EMEBRIERG, LAERENR:

1.

2
3.

4,

PITUATHRIEZ—:

- R ER SR CD = DVD i Management Station CD 8% DVD 3R &858+ .

- MIRIER GG

1%£3F Management Station F BL45 B HRRIGHIIREN 2S5 LABRET E o

FRUTHZEZ—3|SRIRFEE:

- {¥F iDRAC7 Web FEI45| FIRFi%E J9 M Virtual Floppy (FEII%ERE) =X Virtual CD/DVD/ISO (EEH#L
CD/DVD/ISO) 51&—X&.

- BEES|ISIIIEFIR <F2> §E, M System Setup (RZRE) — System BIOS Settings (H%t BIOS i%
B) #E3|IBInF.

ENSISZERGHIERRERS EMRATHEE.

EPS 3

=5 VA

BWEE—5|SE

ECE iDRACT

NENMBERERERR

1.
2.
3.

EYGERRET I A/ CD/DVD,
1% T~—3k CD/DVD fENIZFEAZIRFNEE .
E kST CD/DVD IRzNEE

# SD F EMEBRANBRIER S

£ SD F ERKBMARNEERIZRF:

1. B SD FIEARZRIAZE SD #2351 (IDSDM) g,
2. 7EBIOSHEH SDERMAE (WMALE) .
3. SIS iEdIR <F11> #IGIE SD FEESA— MR FEEBHA.
4, PEBRNNRERGHIRBRERFERERPIHITIEE.
s

=F IDSDM

7E£ BIOS 1 /Z2F SD &AL
7£ BIOS /2 A SD #ERfIT &K

£ BIOS /5 A SD HERFITT &

1.
2.

3.

SIS HIR <F2> .

4 & System Setup (R E) — System BIOS Settings (% BIOSi&E) — Integrated Devices (£
"E)

1% Internal USB Port (I&B USB i) R EJ On (FF) . IRIZKE K Off (£) , W IDSDM FLEAESIS
W&o
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4, WMRFAEETS (BSDFK) , 545 Internal SD Card Port (IR SD kM) i&E X On (FF) FH1% Internal
SD Card Redundancy (FJ&B SD FT4&) & E A Disabled (EEMA) .

5. MREFERSEK (WSD+K) , 1544 Internal SD Card Port (FIEE SD K##1) % E X On (FF) 4% Internal SD
Card Redundancy (I8 SD ERLK) & EJ Mirror (§&18) -

B Back GREME]) FHEF Finish (FERLD
BdYes (B) REFIREFHIR <Esc> B H System Setup (BRAIEE)

>%F IDSDM

AIERIW SD &3k (IDSDM) {RZEERRI TS Ligft. IDSDM Bt ERIEARE— SD FHEREZINE—4 SD *
HEIRFEF SD FRIB I TR M.

XA SD FEAMEAEFR. Flan, MR IDSDM R EFHNFRY SDF, SD1 2iEs) () F, SD22&
Af. RESBHIBESEANFENFL, BE28M SD1#HTIHE. Titfnt, ek SD1 8 SD1 K4

BE, SD2 =BETAEDN () F.

&R LA{EF iDRACT Web 2% RACADM EHIRZS . E{TIRAFN IDSDM BIRT . RGESY SD R KRS
EHCREI SELA, HEFEKRLEER, MRBHAER, NSERK PET E4R.

220



19

£ iDRACT HIRR & RS tilfE

AfEA L TARIITIEZE R G TIO WS ABEHR:

LTSS

FHL B KRS
BENFI IR IR ST
ERBGHRRS
REGEHARE
Lifecycle H&
BIERRAS
LN
REEBITRR

PSS 3

FERIZEEH &S
Xtz B Ehi2 i

BEFNARRE

BE RGETRR
ERBRARFERE

ERZEEH &

iDRACT IRt THREHIMEZ IS TBEE S, X5 Microsoft Windows SiETF Linux lIRZHE ST EEM. FH
iDRAC7 Web RE, ERILUFEIMEGER TR,

Eifais Tl E

1.

7£ iDRAC7 Web EE &, %% Overview (%) — Server (FR%28) — Troubleshooting (&F&EHERR) —
Diagnostics (iZHR)

7£ Command (%) XAIES, MA®SL, RAREE Submit B . BXZHLHFEAER, SR
(IDRACT BH17581)

MEENEER S B RER—RE £

HRIZIEE R

EAIAERR S5 8 A — R M EHRERITIBAR BRRIISEIEF HRELER . MRISEIEFEEZEM1S,

THJEHE*H%E& :Y,ﬁ‘i’.']hEUFE@E?ﬁmEF—}ZQE*FHHﬁ CROFEH) FINIT. ESITISEHIZFR, ZLUI
EERHIEEEMEERNED IDRAC EiERE . AF, ATLUFER diagnostics export racadm @S IFLERE
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) NFS 55 CIFS IAG4E3E, (R tLAT AR FARRTEY WSMAN S4BT MEH . BXESER, #5H
WSMAN 3244,
5 7R IDRACT Express 1 ASE, 7 REAE TR BENISHTIF.
AT RS EDSEA TSR, SR RIA e BRI IEIEST, SRR S I AR A BT 3| S
BHIEIR, ARUEENTRE:

FESenti) - ST BRIIAIE 00, MRHRTE “HH S TORERS SIS TS

*  LEREYE - TR E 2 fE 80 HEARNRT BE1Ti0 0. MRIZEIARELERAERIED, WESEIRCAK
W, FELREESEH. MREE “HENER”  WHFHFHENER.

BHETR KB BLE:

PRI
MK
© RIFFBITRRE

B SXAEE:

RGHREXHARER
« EEXN (FHRERZXHAREFHRBD

SEHEIEE XN ERBERZAAHFF 100, MRBIERGARLHA, DRACKHERRIERS
—R REETT RIS BT — MRl . SE{EA ARSI AR INTER . FERRIBESEERMIN. 157E Lifecycle
Controller BREFIERIZHEH, HPESERER. B LUEMATIE RACADM F1 WSMAN #% E—MITHY
BEHE RIER .
ALUEBZET RN E— N ERRISEHE IS HERSHBIMEHLZ (B0 CIFS K NFS) o ALK
53 5MB.
LSRN AIRTS A “RITRI” S Btk B, @SR EGHISEEL., IREEETISH, WEHBHRSK
ABGEAEL .
EEITIRIEZSHiZ /I, 1EHRR:

2 /2 A Lifecycle Controller.
BRERMR S F/ITHITR

{&£ /3 RACADM I+XRITHE B S B
BEITRRBUTRFHEADRE LREHER, HEAUTHS:

racadm diagnostics run -m <Mode> -r <reboot type> -s <Start Time> -e
<Expiration Time>

ESH EREBITHRIESHER, BEAUTHS:
racadm diagnostics export -f <file name> -1 <NFS / CIFS share> -u <username> -p
<password>

AERXEXINNWEZSE, 15S17 dell.com/support/manuals 3R89 RACADM Command Line Reference Guide
for iDRAC7 and CMC (GEFT iDRAC7 #1 CMC ) RACADM & $1TE8%E35/)

EEFHBERAE

F BRI E RS BIOS IRHMHEIERE, RABEERNSISIAFHENNER, HEAILESESRE
SISHEXHETEIE. Post Codes (FFHLAKAN) NEERS|ISHRERFINREHREFNNBRNKRD.
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EEEFHBERNRE, 5% ZE Overview (5D — Server (BR%Z8%) — Troubleshooting (FIFEHEER) — Post
Code (FFHLE&ARE) .

Post Codes (FHLE#RAM) NHERARFTITIRIERR. T EFIRBAKGIRA.

EE S FMARTHHEA LN

EAIIAE R THIFHEISH:
?JEE?R%I%?E%— S| SESMICR T 5| SEMNEEFT. 5|SHEISIREMFE HAIREF#ITHE
1,
B Ia—RBARILS — BRILSNIE RS BB FENEH TS,
—NRBIFAERI T EE
iDRAC7 igRZES| SRHEE AT, BB —IMEEEMGISFER. WRESE IDRACT, S5ISHHIRMIIE
TBAA, ERZUSHEEE RAM 5, RS M.
E i E M AB R EIISH A S ETE R IR A GE B S | TR LA g SR IR FR ST
E#E Boot Capture (5| SR IA) FE, 158 % Overview (%) — Server (BRS58%) — Troubleshooting
(EpEHEBE) — Video Capture (FRIFHHFE)
Video Capture (AUSTIEER) REMESERFEHNUSA. GXIEMER, BER (IDRACT EHLZE) .

EEHE

ERIER RS E M HIE (SEL) # Lifecycle HiS. AXIFMES, BFEHNEERGEHHEFES Lifecycle H

=+
iho

BE R RGRRR

ERERFRR MR RERIMO ARG RFREE, 7 DRACT hERZEE. XE—RGIFAIE
HOThAE
%EEL)}’KE‘E‘%E’#%:

1. WRERERFSNEESER.

2. 7£iDRAC7 Web RE®, # = Overview (i) — Server (JR% %) — Troubleshooting (¥IFEHIRR) —
Last Crash Screen (_ EXREiRRE) .
Last Crash Screen ( L)X gEimFAER) MABRTEE A LR ENERFSE.
B Clear GEFR) ARG HXEERRES .
X%
BALEXREERRES

HFEEIHRRTE

ZERG EMATERGE R R AR E T TIEGRT:
Fith
8z
(EIN
BiRg &
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ABENEN R
BE
HE

B ERZE R ZIETERATS:

STFH AR ARSSSE: LCD BTEARFNAS: D LED k7SS LED BTEARFNEA S D LED 7.
SHFIIRBRSES: {NFRFE%E ID LED.

EERZRSATHER LCD K

EEEHRANIZEFMBERRS2E6 LCD BIEMRIKAS, 72 iDRACT Web BE®, %% Overview (#5&) — Hardware
(BEME) — Front Panel (RIER) . 14 S 7 Front Panel (BIE#R) T1H.
Live Front Panel Feed (BIERERES) XiBERHBI7E LCD BIER LR/ RHUKFHES . HRGIEE TIER
(383 LCD BiE#R P AEEKER-) , W Hide Error (BRREI$E1R) #1 UnHide Error (BGHEBREEIR) RE. &
R gere o BUERR A J A X AR S B USE IR
ZE{#FH RACADM Z=& LCD BIEHUIRZS, EEH System. LD AFRHINR. BXESELR, H217 dell.com/
support/manuals 3289 RACADM Command Line Reference Guide for iDRAC7 and CMC (& iDRAC7 1 CMC
#J RACADM 6 &1T&E4ER)
iEP S
BLE LCDIBE

EFEARSAIEMR LED K&

EBEEYFIZRS D LED R7S, 157 iDRACT Web BRI, %5 ZE Overview (#ii) — Hardware (FE#E) — Front
Panel (BUME4R) . Live Front Panel Feed (BIEARSEENER) EBMIE B RBIER L FTAVRE:

Eek= - ZTERG LEHEER.
 EeAL-EEAINNER (ERESEEZERGER) .

EAEKS - E%"%Qﬁiﬂ:%ﬁﬁ?ﬂ%iﬁo

IRIAE N - RERG L EEER.
RGIEETITHR (A LED AiEMR EMEE ST ERRER) , Hide Error (BRFEI$EIR) #7 UnHide Error (EX
JHIREEIR) RE. XA LA MG A0 AR &5 23 PR il S B HPR iR 1R -
EFFH RACADM &TF 4 ID LED K7, "TLUER getled 5. BXEZEE, 15217 dell.com/support/manuals
324 RACADM Command Line Reference Guide for iDRAC7 and CMC (3&FAF iDRAC7 1 CMC &Y RACADM #4
T8EERR -
iR

EEZRS IDLEDIBE

M tspEdE 7R AT

B EX e EE:
KREGER
NEERE
MLZEREE R
HREIREIER RS
USB 7t R FE
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IFBITIR
RIBEMKERIER TG ERRRCIR:

EERRRAHHENBINRS

SFTIRRRES, EFEREFIBAVEPREEE.

BEiAESIREEEE USB NEE

EFNEZ E AR
R BIERIRTELE, TSI Hardware Owner’ s Manual (FE1EFFAP TR NS ESRERGRE
e

G o

iy SR BEBIT A SR PR A SCR R A B R S RME, ERIBARR IR SR T EIAA
?ﬁ%i&ﬁﬁéﬂie BTk Dell RAMLEIE T SBERIF T EREZ T, FAEHBE~RBEMHREHR
Ef.

EERGBITIA
iDRAC7 #1 CMC GERTTIRRSES) Web AEEERTHIEMATRESER:
it
X
BA
BiRRE
AIBHNAEFEN R
mE
HE
CPU

7£ iDRAC7 Web BEH, % ZE Overview (HEY¥E) — Server (AR%2E) — System Summary (RGHE) —
Server Health (FRFBEEITHRHR) &
BEBEE CPUEITIRR, 1545 ZE Overview (%) — Hardware () — CPU.
RGBTSR A:
- Kl xraTERRS.

Ay R FEsRs.
. 0— BT TFHEEIRES

— RRUETRERTS.

8 Server Health (FRBFBITRR) BAEMALRH, AUEEXTIHAGNIERAEE.

RS

MREVFEGRARTFFAR—RAERSZRERE, BREARERBSBEIEZEEE Internet, &R LAE]
BARFFASR MO ZIEE, UBMETHERR, MAFRRRGHM Dell THI R, HALFEMRSH
##{F %55 iDRAC 17378 Internet. BRAILIAE MR G A ERE, HHREEEARIFASRERMNEIRSZH[IEE
BRI EBIENSBARRNAREE.
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TR LU AR S /BB TR G, RERLRE HjEUEIEﬁEi (A PRNERSHBHZMEUAE (5]
ZZIJJEFFI Internet 34 %% (CIFS) “JZI_JQ%SWF ——.L(NFS)) RIE, BADEESEAIFARKZRERSE. ES
HiE CIFS 2 NFS FWEHE, B RimT ML EEE] iDRAC ;“JZ%FFI W4 0 -

BARHE ZIP SRR E RIS . IRETHESRUT DSETREFTTANGEE, BERESEGEENETN
Lifecycle Controller HEEREH (FEEEFMWEER .

ERERER, BUURBREESEAIFARLEZNES.

EERMITHIEW EIR(ERT, 187 Lifecycle Controller BAHIER—1MEM4., EA4GEEWAARER. Y
H #A#0AT/8] & iDRAC B2 ZEE.

£/ Web F EAERBAR S TR G

EERIRER, EHRR:
B /2 F Lifecycle Controller #1 Collect System Inventory on Reboot (CSIOR) i€
BBEERMBR S /TR

EERBEAZFRE, BRITLUTERE:

1. 7£iDRAC Web FE, %= Overview (#5&R) — Server (JR$EE) — Troubleshooting (FSIEEHEER) —
Tech Support Report (AR TIHRE) -
1% 2 7~ Tech Support Report (AR #FRE) TimE.
2. EEUTERZ—:
- Local (Fi) , ¥RESHE ARG EANE.
- Network (FI4%) , BFRESHEINELZHIEEMLLE .

BEEFERNES, 15518 iDRACT Online Help (iDRACT BANLESEN)
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7£ support.dell.com #2% Dell Boot Utility
AT AT IS Windows 98 FSE1E31S, M RGCHMSEEEHIE USB N4, Him, % DOSIER
T, BIANTH&HS:
sys a: x: /s
Ho, x REEREANTSIFREH USB INFE
BRI RE MM ERITIRKE. (ERTEEEIT Red Hat Enterprise Linux 5 SUSE Linux #{ER AN RS
ERBEAERE/ERL CD B & . WFERRRIZ DI ?
R Linux lR AT <ERAERRNG ABMBEINRAIRENEFEL CO Rahs. EmMBEMRERNE, F
EHRE Linux SECEIEMRKERNBZNRETR. EMBEMREENZE:
1. #TFF Linux SR RFHIBITUATHS:
grep "Virtual Floppy" /var/log/messages
2. KENZEENSEMEEFHICTHIE.
7E Linux IR n R EITIU T &4
grep "hh:mm:ss" /var/log/messages

hh:mm:ss & grep ZEZ T 1 1R E{E 2HIRTE .
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. HIREMIMAEERERER A IR
6. 7 Linux BRFFLEITUT®S:
mount /dev/sdx /mnt/floppy
Hep, /dev/sdx BH B4 AL ER, /mnt/floppy mME S,

EMEEN CD IREHEE, FEHED Linux SECEIENL CD IREH|[HNIRET M. EMHENL CD IREHER:

1. HTH Lnux G LRTFHEITUATHS:
grep "Virtual CD" /var/log/messages
2. RINZEBMRHFZEHICTHIE.
7E Linux IR FRLIEITA R 6%
grep "hh:mm:ss" /var/log/messages
hh:mm:ss =2 grep ZES I 1R EE S HIRTEIE .
4. HESBEIH, BE grep SHERH KRBT Dell EACD BIIRF R
TR E EMI N HER R CD IEFIER.
7E Linux IR FFRLIBEITUT %
mount /dev/sdx /mnt/CD

Hrh, /dev/sdx RF B 4PEIMIEER, /mnt/floppy mNES.
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EPHLEAE AL SNMP BIESEIR, EASURARIBIEFZESHERZTR. BT DRACT R A tF— A k&R, Eit
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i E
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ERMFENERELEiDRACT £, RftA?
iDRAC7 {X &7~ Comprehensive Embedded Management ((Z&#AREIE, CEM) ZHEHMIEEHNER.
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EENSHIE T Bid A &1TiEZ%IFE 0SCAR 89 “Dell CMC” #5#I &% F CMC. AT MItkiEZEF %7 CMC
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